SQL AI']

XEHRAEENME MySQL KRR EAERRE
Tables & Databases
Concepts

RARBIEER

FEARTRGIF, A BBINER 7XEE KR
o FHFIFEK, F students

wS 21 ERREE AZER X

0 William Villeneuve 1656871020 2020 Germany
1 Reginald Stitt 1656873247 2013 Indonesia
2 Mamie Boney 1656857580 2021 Zambia

o FFENIER, & courses

s =4 #m 25
6306068993 SEAMERIE Christina Elms 2
6642366221 miFRIE Martin Volante 4
8028895797 THEHAERRTE Mark Butler 1
2586295528 AT/ Benito Davila 1
2442847225 HIRERFEIL William Terrell 1

o ZHAEIRIEN, 3R association

wmS FERS IREwS Bk
681 47 4949903882 A-
682 47 9328332090 W
683 47 4085573588 B+
684 47 3748453943 D+

students 0 courses AE;SEEIEXEL, {H association IBHETIE student B9%RE 5 courses
FRERIKEL, MMM ITLARIERRLZ 4% T ILREEXHRER. B IREEHLREIRR. LUSR
FHERNSEER.
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BEEES

SQL (Structured Query Language), B EIIIES, BXARIEUERFRIEIIRIEE.

SQL tER—MmiEiES, REMRIFENRFS. SQLASHE ANSI iR, REEIERESIZS/EE
AR MME—EIES LRORE, EEZOSS R, XBERARENXRER.

SQL EMS B EEEREREEFEL AT ORES, BRTMubGER FFEER) |, MmSQL
SEFSMEALUERERBMGEE TRARIEREESR. 1]

SQL FFHFRE
o MIANES. JURERMTEALUSEESTFERIEHNIT
o F5RA. N

mysql> SELECT 1 + "1";

Smcomomoos +
[ 1+ "1" |
Secmocosos +
| 2 |
St +

1 row in set (0.00 sec)

o KEFARDANE, RE. HEER. FRESXDKNE. U

mysql> cReAtE dAtAbAsE hello;
Query OK, 1 row affected (0.01 sec)

mysql> cReAtE dAtAbAsE Hello;
Query OK, 1 row affected (0.02 sec)

BIEETHNEYI Hello F hello HIFMEUEEE.

DataTypes

EXENE—LERN
o CHAR: EKFfHR, KENEEE (0,255 FF
* VARCHAR: ZRKZFfFER, KEBETEHE [0, 65535] FfF
o INT: [-231231 1]
o BIGINT: [—263,203 — 1]
1RSI e85RITR, MERIT2924FFA L \doge

e FLOAT
e DOULBE
e DATETIME, DATE

/I FEfFfEE ERRTIERY, {F8 EdIEIEL BHLLAER DATE, DATETIME B0/ 1E
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Ha0t, SQL A NULL FREE,

MySQL EiEREFIEERIZE
CREATE
SISFHAURRE, PAEMERE

mysql> CREATE DATABASE summer;
Query OK, 1 row affected (0.02 sec)
mysql> USE summer;

Database changed

CREATE TABLE EQFTEIEFHFAOEUER, TERIIGIZSKAZIN=KE
{$F8 CREATE TABLE 1EASIER

CREATE TABLE students (
id BIGINT NOT NULL,
name VARCHAR(255),
created_at DOUBLE,
enroll INT,
region VARCHAR(50)

DE

CREATE TABLE courses (
id CHAR(10) NOT NULL,
title VARCHAR(255),
teacher VARCHAR(255),
credit INT

)3

CREATE TABLE association (
id BIGINT NOT NULL,
sid BIGINT NOT NULL,
cid BIGINT NOT NULL,
grade CHAR(2)

DE

CREATE TABLE B, RATLUMAFERGITELNR. FHEFIRE, TEE (HTFREERGEE
R ABHEI B S ASKN)

BEESREIREETRATER

mysql> SHOW TABLES;
AL pesc 150 BEXRNFEER

DESC users;
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ALTER

ALTER IEEIRILARTAREUERSRIN. MFRTER, (EXFRRAVKREEJEME, TES 3 MEBRAGF.

ALTER TABLE table_name
ADD column_name datatype; -- WiNF

ALTER TABLE table_name
DROP COLUMN column_name; -- f&5E

ALTER TABLE table_name

MODIFY COLUMN column_name datatype; -- f&itrBs
DROP
==

mysql> DROP TABLE students;
Query OK, 0 rows affected (0.05 sec)

i3

mysql> DROP DATABASE summer;
Query OK, 0 rows affected (0.02 sec)

RE, B!

mysql> SHOW DATABASES;

| information_schema |
| mysql |
| performance_schema |
|

4 rows in set (0.00 sec)

In computer programming, create, read, update, and delete (CRUD) are the four basic
operations of persistent storage.

INSERT INTO

FBIRFAICET bid =5k, A INSERT INTO IEGRIXTRFINLEE.
AILA EFR AU R EERIIF A INFER
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INSERT INTO students VALUES (9999, 'Roscoe Hirt', 1346799650, 2012, 'Aruba');
LA LUEEFRE
INSERT INTO "students (id, name, region) VALUES (9999, 'Roscoe Hirt', 'Aruba');

IRBIEEBENFEREEIAMSDES NuLL BE DEFAULT (B, WIRFERE NoT NuLL B, NSSIRER
WELA—RMREANITFZIER
INSERT INTO "students (id, name, region) VALUES

(9999, 'Roscoe Hirt', 'Aruba'),
(10000, 'Roscoe Hirt ++', 'Aruba ++');

XESEA IR —ETREREUE, ETRIH%EE>.,

SBEIREY shell

curl -fsSL https://cloud.tsinghua.edu.cn/f/68b8862a97e1475a800f/?d1=1 -o
summer.sql

PRI MySQL a5<1T
source <file path>;

BIEJHATRIAS, SA—LTRSREEMNFE. RIEERICR.

SELECT

SELECT EMNEUEEFEN SR OME(E. AN SELECT (S—LEREZE.
https://dev.mysqgl.com/doc/refman/8.0/en/select.html

BSEHAKE SELECT NEFiEE

SELECT
[ALL | DISTINCT | DISTINCTROW ]
[HIGH_PRIORITY]
[STRAIGHT_JOIN]
[SQL_SMALL_RESULT] [SQL_BIG_RESULT] [SQL_BUFFER_RESULT]
[SQL_NO_CACHE] [SQL_CALC_FOUND_ROWS]
select_expr [, select_expr]
[into_option]
[FROM table_references
[PARTITION partition_Tlist]]
[WHERE where_condition]
[GROUP BY {col_name | expr | position}, ... [WITH ROLLUP]]
[HAVING where_condition]
[WINDOW window_name AS (window_spec)
[, window_name AS (window_spec)] ...]
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[ORDER BY {col_name | expr | position}
[AsC | DESC], ... [WITH ROLLUP]]
[LIMIT {[offset,] row_count | row_count OFFSET offset}]
[into_option]
[FOR {UPDATE | SHARE}
[OF tbl_name [, tbl_name] ...]
[NOWAIT | SKIP LOCKED]
| LOCK IN SHARE MODE |
[into_option]
into_option: {
INTO OUTFILE 'file_name'
[CHARACTER SET charset_name]
export_options
| INTO DUMPFILE 'file_name'
| INTO var_name [, var_name] ...

R, BREAIERE, BEPLENRE
SELECT select_expr

X—Ix;

BEFRE
SN R

SELECT * FROM courses;

INRXKFRK, ZEENFREBIK, ALERIXE—MREIEMR(E.
AT LIEEEERS,

SELECT id, title FROM courses;

X2, RP—THFRAVRIL, KR, £, FREXLE literal MiZRBAR5IS8EXR, BYIEMX
EEMNNAIERS, N EAEETLSH

SELECT “courses . id , "courses . title  FROM " courses ;
BEEARSREXAER THLUABREFEREREE. fIEECE—KEA table BIR
create table table (id int);
HFEIEAEIR, TR
create table “table” (id int);

AT LATSR I,
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WHERE

HATTLAMER wHERE BO#ITIRE, HEEAIEESB. LLINEKE 2016 ERLIGAE, BX%H
TF Austria=t4:

SELECT * FROM students WHERE enroll >= 2020 AND region = 'Austria';

IN

TEfER wHERE HTITIEREAITLUEEEE, WEAIRAEER 2017, 2019, 2022 X=FANFHF4E

SELECT * FROM students WHERE enroll IN (2017, 2019, 2022);

LIKE

BILAMERS LIKE BHTEMICES. HIaNSHEFIL J0 FELFEE

SELECT * FROM students WHERE name LIKE 'Jo%';

BEZEIFE LIS SQL LIKE Operator , SQL Wildcards

NULL

BEEAIER Nl XPBERFRCRAENFERIREEIE, TJLAER sl SkEIRT, WNEHRE
RS ANGRICR, FTLAER

SELECT * FROM association WHERE ISNULL(grade);

ERIXFRNERITAERY

mysql> SELECT * FROM association WHERE grade = NULL;
Empty set (0.00 sec)

FIRTAEZSETLMER NOT INSULL(<column_name>) , &0

SELECT * FROM association WHERE NOT ISNULL(grade);

Az

mysql> SELECT * FROM association WHERE grade <> NULL;
Empty set (0.00 sec)

COUNT, MAX, MIN, SUM, AVG
BAILUEERETBESPFKICR

SELECT COUNT(*) FROM students;
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KT BEERK, &/, FHIE, tLIEZE enroll ZRAKKE
SELECT MAX(enroll) FROM students;

GROUP BY

HIMEEREFESVZEENE

SELECT enroll, COUNT(*) FROM students GROUP BY enroll;

AEEEREF, FITTLAFR, FIEORF— MR, (MEXXEEPERNER.
BNt F EEIEIE, 148 counT (%) —MIERTEFR student_count

SELECT enroll, COUNT(*) student_count FROM students GROUP BY enroll;

iTEFE GROUP BY Ry, {REHEAREILEREXE] GROUP BY ZIflI=ER, AN TEINEIIBEEI—

%EIB’E

SELECT name, enroll, COUNT(*) student_count FROM students GROUP BY enroll;

ERROR 1055 (42000): Expression #1 of SELECT list is not in GROUP BY clause and
contains nonaggregated column 'summer.students.name' which is not functionally
dependent on columns in GROUP BY clause; this is incompatible with
sql_mode=only_full_group_by

R RE—EERTEE enroll TEANFEE, AT name FERERIEN ATREHAREF,
ATLASREABSIRVERE JOIN —T5i58E,
HAVING

AIRRENRAE FRSERITIIE, WINKERHEAFZALGET 20 HOFH

mysql> SELECT enroll, COUNT(*) FROM students WHERE COUNT(*) > 20 GROUP BY enroll

ERROR 1111 (HY000): Invalid use of group function

ﬁ%ﬁﬂir——/\ Hix.

IERIBTLARETIfER HAVING SRITIEREE FHIER

SELECT enroll, COUNT(*) FROM students GROUP BY enroll HAVING COUNT(*) > 20;

DISTINCT

BNHNAEERNERTIREESERE, ATALAER DISTINCT , iIERF4ERFRT SO NARERY
X,

SELECT DISTINCT region FROM students;

AL DISTINCT 5 REEFEA. MINEEEZ O M AEIK, MARMEIRH24
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SELECT COUNT(DISTINCT region) FROM students;

ORDER BY
HATTLSEIRERE THIF, X FERINFRSEHF

SELECT name, enroll FROM students ORDER BY enroll;
ERAEET FHE, FAIBALERFER,

SELECT name, enroll FROM students ORDER BY enroll DESC;
BB TSN FRAT, ASSSERAA R, XAFERNBRAF I EHRER

SELECT name, enroll, region FROM students ORDER BY region ASC, enroll DESC;

tBETLAYS Group BY HYEEERHFR, LUANRFIHEBNMEBANFZERNNE, HAtF

SELECT enroll, COUNT(*) student_count FROM students GROUP BY enroll ORDER BY
student_count ASC;

LIMIT
LiviT AILUYERIEERE SEE, WBNERFSHR/IW 10 F4E

SELECT name, id FROM students ORDER BY id ASC LIMIT 10;

BRINXFNERRES G — M ain, BR101, HAVEEEES 4 THER

SELECT name, id FROM students ORDER BY id ASC LIMIT 30, 10;

TN 30 (FEFR, & 10 KR,

Sub Query

MTHREWEENERES, BNTLUSEIMEF—MERAYEEER, T (B5) XftE— IS
R (BIR]) RdEEHT sELecT FEME. MIXFREETIAPRIEIIFRA Sub Query, BEBRIBAIFRIA
gEH, METHFFEARKRBEER.

B EENFERNRPEIBENAYS. NHEEEERREET T HIENFENERCR, AL
BERSN 3L,

1. BiRFEERNEE
SELECT COUNT(*) cnt FROM association GROUP BY sid;

2. WIXLAGE KT
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SELECT AVG(ql.Cnt) FROM (
SELECT COUNT(*) cnt FROM association GROUP BY sid

) ql;

Hreh q1 EXXFEIFIE.
3. M association FfEiEHAENAYE R,

SELECT sid, COUNT(*) cnt FROM association GROUP BY sid HAVING cnt > (
SELECT AVG(qgl.cnt) FROM (
SELECT COUNT(*) cnt FROM association GROUP BY sid
) ql
DE

XER(NRBERINEIIFEIRILE.

FEIRAILBE wiere FEH, WENEARRRLERR] 10 SNFENEIBER, TLBERS S

34

1. M\ association REHEGFEEHEHRT 10 BRIFE d

SELECT sid, COUNT(*) cnt
FROM association
GROUP BY sid
ORDER BY cnt DESC
LIMIT 10;

2. \AiEE id

SELECT sid FROM (

SELECT sid, COUNT(*) cnt FROM association GROUP BY sid ORDER BY cnt DESC
LIMIT 10
) top_s;

3. M students ERHEHXLFEFHER.

SELECT * FROM students WHERE id in (
SELECT top_s.sid FROM (
SELECT sid, COUNT(*) cnt
FROM association
GROUP BY sid
ORDER BY cnt DESC
LIMIT 10
) top_s



JOIN

SQL JOINS

SELECT <select_list> SELECT <select_list>
FROM TableA A FROM TableA A

LEFT JOIN TableB B RIGHT JOIN TableB B
ON A.Key = B.Key ON A.Key = B.Key

SELECT <select_list>
FROM TableA A
INNER JOIN TableB B
ON A.Key = B.Key

SELECT <select_list> SELECT <select_list>
FROM TableA A FROM TableA A

LEFT JOIN TableB B RIGHT JOIN TableB B
ON A.Kcy = B.Key ON A.Kcy = B.Key
WHERE B.Eey IS NULL WHERE A.Key IS NULL

SELECT <select_list>

SELECT <sclect_list> FROM TablcA A

FROM TableA A FULL OUTER JOIN TableB B
FULL OUTER JOIN TableB B ON A.Key = B.Key
ON A.Key = B.Key WHERE A.Key IS NULL

@ C L. Moffatt, 2008 OR B.Key IS NULL

—FHRHAISHREREAR INNER JOIN,
https://dev.mysgl.com/doc/refman/8.0/en/join.html

JOIN fEEFA TR UG SN RAVE SRR LF IR ARK R THHE.
BINEANFEEEEERICRTEENZ S, FESHHRSANERN, HERFENEF.

SELECT students.id, students.name, cid , grade

FROM students # FEIKR
INNER JOIN association # % k&
ON students.id = sid; # ZIRKER

INNER JOIN £5 KRS EY 325 LRI RRFR, FARLXRYIGRATEEX.

{REJLIAZ INNER JOIN S F

results = []
for recordl in TABLEL:
for record2 in TABLE2:
if P(recordl, record2):
results += [recordl.concat(record2)]
return result

ORI HRKERE RRRPHFEIBIE p RICRES. SIREEHRITIRGEXESIIAY.
TR INNER JOIN AJLARREURIA A
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SELECT students.id, students.name, cid , grade
FROM students, association
WHERE students.id = sid;

tBAEILAJOIN EZHIZR, MERTFEEESHESH—HETRRIER.

SELECT students.id, students.name, courses.title , association.grade

FROM students, association, courses
WHERE students.id = association.sid AND association.cid = courses.id;

BIERXITMIKER, tAJLURTE JOIN EZHF, ATRATR JOIN B P MENFRIHIT T
k. GlEREEANFEOT, iEMERFRFE. 5280 Sub Query RIRBERE, FNELEEENF D
iR BRI/ IME

SELECT enroll, MIN(created_at) ca FROM students GROUP BY enroll;
LAY EIAIRIZERERS enroll 1 ca . BXMEIENERS students JOIN 3k

SELECT students.*
FROM students, (
SELECT enroll, MIN(created_at) ca FROM students GROUP BY enroll

) early_map
WHERE students.enroll = early_map.enroll AND students.created_at =

early_map.ca;

XBT JOIN PRSKERAVSAF

BR7 INNER JOIN SMNAEES JOIN A, FINF(IIEEEESMNREFEE T/ NER, TES TIXHNE
1A

SELECT students.id, COUNT(association.id)
FROM students, association
WHERE students.id = association.sid

GROUP BY students.id;

ZRIET 0 1 IRMFEZEIRE], XZE INNER JOIN RIREIZE/MFE—MTLEICSE, EEITaT
LA LEFT JOIN, BILICERFELE, HERENRFHLIPICHE. WFAMEENNARICRIA
FISH, EHF NuLL ;

SELECT students.id, COUNT(association.id)
FROM students
LEFT JOIN association
ON students.id = association.sid
GROUP BY students.id;

XN BREMBFE.



BEIEATAILAA JOIN SKMEI55 SubQuery SE{RIEIA.
EMERHEHER 10 NEERE, F5

SELECT students.id, students.name, COUNT(*) cnt
FROM students, association
WHERE students.id = sid
GROUP BY students.id
ORDER BY cnt DESC
LIMIT 10;

RIBERNZRINAR, XNEASRE. ATMIEIFIEXNEIERS students. name KIEEMERN,
79 students.id 22—, HASTATLAEMEINE— UNIQUE 23R

ALTER TABLE students
ADD UNIQUE (id);

RS EIRRRT LT T .

Functions
YER—I17] (4RTB) 185, MySQLIRETIRAEERIREZE, TEE VN FRIBRRERIFIF.
SUBSTRING

BEHBNE 1 NERIFFER 3 N2,
SELECT SUBSTRING(name, 1, 3) FROM students;

CHAR_LENGTH

EEENRFILRK

SELECT CHAR_LENGTH(name) name_Tlen, name FROM students ORDER BY name_len DESC
LIMIT 10;

BEZHIFFINE, FERERER—RA2RE.
REPLACE

MEERAR, MENFAEHTER, WIMREIAA Fl 20800, BRITEEarHEEg

SELECT id, REPLACE(title, 'JE#L', '**'), teacher FROM courses;

UPDATE

UPDATE [LOW_PRIORITY| [IGNORE]| table_reference
SET assignment_list
[WHERE where_condition]
[ORDER BY ...]
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[LIMIT row_count]

value:
{expr | DEFAULT}

assignment:
col_name = value

assignment_Tlist:
assignment [, assignment] ...

PINEREEFFE 58 HAFFD,

UPDATE students SET enrol11=1999 WHERE id = 58;

ETHR

SELECT * FROM students WHERE 1id = 58;

UPDATE SFEFAJLAERERERTANE, WEFE 58 BY enroll +10 (BAFKEFMEXBAEX...

UPDATE students SET enroll = enroll + 10 WHERE id = 58;

DELETE

DELETE [LOW_PRIORITY] [QUICK] [IGNORE] FROM tb1_name [[AS] tbl_alias]
[PARTITION (partition_name [, partition_name] ...)]
[WHERE where_condition]
[ORDER BY ...]
[LIMIT row_count]

PIUIREEIRPE T "SRR RORIEMER.

DELETE FROM courses where title like '%¥#E/E%";
Bt EREEEERER, ARICR T E— MrCR A MEICRMREE—FELAMSE. EAXERT LSRR
HIETZE LR, FHELLZFERA UG,
ZBITISAY Sub Query, JOIN HFZFRE(FBATLARTE uPDATA F DELETE A,
FlananEEER madEeis FNIRRIER, BNEREBXIIREEAS.

DELETE association FROM association, courses
WHERE cid = courses.id AND courses.title = '=ZELE3I5";

wEZEMRF, IE peLeTe #l Frov ZIAFIERIFRPRICRESWMIBER, Frov FHIL EARE
DELETE #0 FROM ZBRIFR(NAHMEIINSF.


af://n352

Space Utilization

EETFENERMRHAS BN EZSE, FlIARHA [Information Schema] F&F

SELECT TABLE_NAME, DATA_LENGTH
FROM information_schema.TABLES
WHERE TABLE_SCHEMA = "s2";

Hrh DATA_LENGTH 1%

AR —LEE

DELETE FROM association;

association &Y, BRAIA/NXLLKTN,
RTEN=E, TJLAMER

ANALYZE TABLE record;

EXPLAIN

{RATgeR OB UM EHEERITRY, XASTATLAFER EXPLAIN ANALYZE , it MySQL FTEDHATit
X, EZREIFEN 328

EXPLAIN ANALYZE
SELECT students.id, students.name, courses.title , association.grade
FROM students, association, courses
WHERE students.id = association.sid AND association.cid = courses.id;

-> Inner hash join (students.id = association.sid) (cost=84979.22 rows=80962)
(actual time=1.439..1.720 rows=1336 loops=1)
-> Table scan on students (cost=0.00 rows=202) (actual time=0.008..0.120
rows=202 loops=1)
-> Hash
-> Inner hash join (cast(association.cid as double) = cast(courses.id as
doubTle)) (cost=4013.21 rows=4008) (actual time=0.093..1.158 rows=1336 Toops=1)
-> Table scan on association (cost=0.51 rows=1336) (actual
time=0.008..0.806 rows=1336 loops=1)
-> Hash
-> Table scan on courses (cost=3.25 rows=30) (actual
time=0.026..0.056 rows=30 loops=1)

SQL Contraints
MySQL FRETLASTFERSESGRAN, FRALIR.
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NOT NULL

UNIQUE

UNIQUE ZYRERINEILTRAVFIABEFERRRIEE. FILUNAR—FISNELIRSS (BREHE—) .
PRIMARY KEY

PRIMARY KEY £J5RER#LTRAVFIE—BIFE., B 1MRRBEE— M ERAREBERLRALUEINES D
FIE (BREER)

i

—ME AR EREERISTE AUTO INCREMENT

XEEBAICRE, BeBar-E— 1 EBHE,

DEFAULT

{§EF DEFAULT ZU5REY, WMRIBENNRBIEEZFERNE, Ko BEENSIAME.
BANEENTBIAAR,

FOREIGN KEY

FOREIGN KEY ARATRIIESEZEMNXRETE, HEFERABS—KRPIEE (BH—4%R0N=F
ER) . FOREIGN KEY ZUSRFTFFRRGHIAR ZIBEZAITA.

{£ Python HfEF MysSQL

BHINRER pjango FHER, (RAFFS SQLIEG, MAULIEZERERI ORM HE2E,
HTFSXREZHE SQLIEE, TEEBENE— UM Python F1 pymysaL RIfEF,
BILAMERS pymysaL 5 MySQL #iEER TIERE, TERIFIFHE PyMySQL 3744

import pymysql.cursors

# EEHREE
connection = pymysql.connect(host="1localhost',
user="user',
password="passwd',
database="db"',
charset="utf8mb4",
cursorclass=pymysql.cursors.DictCursor)

with connection:
with connection.cursor() as cursor:
sql = "INSERT INTO ‘users (email’ , “password ) VALUES (%s, %s)"
cursor.execute(sql, ('webmaster@python.org', 'very-secret'))
connection.commit() # {EACICFEEH

with connection.cursor() as cursor:
sql = "SELECT "id’, “password FROM "users WHERE “email =%s"
cursor.execute(sql, ('webmaster@python.org',))
result = cursor.fetchone()
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print(result)
XHEREIRIREI &I

{'id': 1, 'password': 'very-secret'}

Previous Query

BIHMRATEERET#E cursor.execute HTT BHERNED

cursor._last_executed

BIRE E—&HITHI SQL BT, (BERELHITEAMIER T, ZELIREAEE,
Different Cursor

INFIBERER—EIA curosr ZHMY cursor , BEJLAEHITRIFERE

with conn.cursor(sql.cursors.DictCursor) as cur:
cur.execute(f"SELECT * FROM “video_info  WHERE author=%s;", ("alice",))
res = cur.fetchall()

pictcursor SRFEIMEREL dict kA, ERERKRATIE.

Get the value of AUTO INCREMENT

cursor.lastrowid

Cursor Operation

SFIEREA, HE(IEEFERTEFEA cursor (EUA) . cursor AILAEMEICRFHI—MEET.
XEBEAREREE pyvysaL AIESSCIR

def fetchone(self):

Fetch the next row

self._check_executed()

if self._rows is None or self.rownumber >= len(self._rows):
return None

result = self._rows[self.rownumber]

self.rownumber += 1

return result

def fetchmany(self, size=None):

Fetch several rows
self._check_executed()
if self._rows is None:

return )
end = self.rownumber + (size or self.arraysize)
result = self._rows[self.rownumber : end]
self.rownumber = min(end, Ten(self._rows))
return result
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def fetchall(self):
"""Fetch all the rows"""
self._check_executed()
if self._rows is None:
return
if self.rownumber:
result = self._rows[self.rownumber :]
else:
result = self._rows
self.rownumber = Ten(self._rows)

return result

def scroll(self, value, mode="relative"):
self._check_executed()
if mode == "relative":
r = self.rownumber + value
elif mode == "absolute":
r = value
else:
raise err.Programmingeérror("unknown scroll mode %s" % mode)

if not (0 <= r < len(self._rows)):
raise IndexError("out of range")
self.rownumber = r

SQL Injection
BRIRHAXF—IKE

CREATE TABLE "rdts_repository  (
id” char(10),
“title” varchar(255),
“description’ Tongtext,
“createdAt” double ,
"disabled’ tinyint,
“createdBy_id  bigint,
‘project_id’ bigint,
“url” varchar(255),

BXEF—LEE
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id title description createdAt disabled createdBy id project_id

» 1 My Repo 1 A repo 1649836834.109174 1 1 2
2 FrontEnd New Repo! 1649848505.240757 1 1 2
3 BackEnd New Repo! 1649848595.963635 1 1 2
4 Doc New Repo! 1649848639.957997 1 1 2
5F New Repo! 1650029036.351989 ] 1 2
6B New Repo! 1650029061.328037 0 1 2
7D New Repol 1650029077.123462 ] 1 2
8 gll New Repo! 1650038980.48267 0 28 27
9 lalalalaa New Repo! 1650116931.127209 1 1 2

10 shit! New Repo! 1650370905.42494 1 25 17
11 test-repo New Repaol 1650375829.77901 1 1 1
12 SampleRepol New Repo! 1650378232.022374 1 1 28
13 REmote New Repol 1650379316.104355 1 1 29
14 S New Repo! 1650379574.254712 1 1 29
15 name New Repo! 1650938559.602208 1 25 26
16 haly shit! New Repo! 1650938882.376347 1 25 26
17 torch-secoder New Repol 1651028161.293827 1 25 34
18 torch-clone New Repol 1651052124.361267 1 25 34
19 new - 0 ] 2 34

IHENPIREGERE id U8R, RIREER TR

with conn.cursor(sql.cursors.DictCursor) as cur:

cur.execute(f"SELECT * FROM rdts_repository WHERE “id ='%s';" %
user_input)

res = cur.fetchall()

Hrp user_input ERFREENFE. ATMAFBANT

user_input = "1' OR 1=1 OR ""

HZEXNE

SELECT * FROM rdts_repository  WHERE 'l' OR 1=1 OR '';

IR B RS 1SEE KRRV EBEURE.

BURFEmA

user_input = "1'; DROP TABLE rdts_repository ; SELECT '1"

HEERAE

uri

gitlab.secoder.net
gitlab.secoder.net
gitlab.secoder.net
gitlab.secoder.net
gitlab.secoder.net
gitlab.secoder.net
gitlab.secoder.net
gitlab.secoder.net
gitlab.secoder.net
gitlab.secoder.net
gitlab.secoder.net
gitlab.secoder.net
gitlab.secoder.net
gitlab.secoder.net

gitlab.secoder.net

SELECT * FROM rdts_repository WHERE 'id ='l'; DROP TABLE " rdts_repository ;

SELECT '1';

MRS TEB x (8°V°) /

FEitt, EFER pymysoL SREVMASITENEN, EREANIZSHIXEE



with conn.cursor(sql.cursors.DictCursor) as cur:
cur.execute(
f"SELECT * FROM rdts_repository WHERE “id =%s;",
(user_input,)

)
res = cur.fetchall()

LERS execute BRESARIMRAIMANHITEN, LEMKERBMAMRSIINE

SELECT * FROM "rdts_repository WHERE "id ="1\"' OR 1=1 OR \'';
SELECT * FROM rdts_repository WHERE 'id ='1l\'; DROP TABLE *; SELECT \'l';

NMERBAELE.

Reference

1.rls 2021 B35 SQL X
2. MySQL Documentation

3. w3school SQL Tutorial
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