
@

@

@

@

@

@

@

@

@

@

@

@

@

@

@ 1976

@

@

@

@

@ (plain text)

@ (cipher text)

@ (encrypt,  encryption)

@ (decrypt,  decryption)

@ (Algorithm) /
@c=E(m),    m=D(c) ,  D(E(m))= m (Cipher)

@ (Key)
@c=EKe(m),    m=DKd(c)   ,  DKd(EKe(m))= m

@ (Cryptography)
@

@ (Cryptanalysis)
@

@



@

@

@

@

@

@

@

(Transposition) (Substitution)

@

@

@

@

@

@

@

@ / (Block Cipher)

@ / (Stream Cipher)

@

@

@

@

@

@

@



@

@ (Ciphertext only)

@ (Known plaintext)

@ (Chosen Plaintext)

@ (Chosen Cipherext)

@ (Chosen CipherKey)

@Success in dealing with unkown ciphers is measured by 
these four things in the order named, perseverance,  
careful methods of analysis,  intuition,  luck. 
The ability at least to read the language of the original text 
is very desirable but not essential. 

@Parker Hitt

@

@

(computationally secure)
@

@

@

@

@

K=C      P



@

@

@

@

@

@

@

@

@

@

@Casear

@

@Playfair

@Hill

@Vigenere

@Verman

@ Julius Caesar
3

@Caesar c=( m+3)  Mod 26

@ Caesar 
@ Caesar 

@ 25

@

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

D E F G H I J K L M N O P Q R S T U V W X Y Z A B C



@

@Caesar
@ 26

@

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

T S I N G H U A B C D E F J K L M O P Q R V W X Y Z

@

@

@

@

@Playfair

Playfair 5 5
@ monarchy

@

I J

@

@

@ x balloon ba lx  lo  on

@

@ ar RM

@

@ mu CM

@

@ hs BP

@Playfair
@ 26 26

@ Playfaire

@ Playfair

@Hill 1929 Lester Hill

@ m m
m

@ m=3



@ C=KP mod 26
@C K 3 3 P

@ K

@Hill K K-1

@K-1 K=K K-1 =I(

@

@ C=KP mod 26

@ P= K-1 C mod 26

@Hill Hill

@ 3 3

@ Hill K THU

@C=K(T H U) mod 26

@C=K(19  7  20) mod 26

@C=(542  945  432) mod 26

@C=(22 9 16)=WJQ

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

@

@

@

@Vigenere 26 Caesar
0 25

@

a

@Vigenere

@1918 Gilbert Vernam

@ci = pi ki

@ Joseph Mauborgne Vernam

@

@

@

@



@

@

@

@

@

@

@Attack postponed until two am

@

@TTNAAPTMTSUOAODWCOIX
KNLYPETZ

@

@NSCYAUOPTTWLTMDNAOIE
PAXTTOKZ

@

@

26
26

@

@ ENIGMA Arthur Scherbius 1919
4 ENIGMA 1944

@ TYPEX 3 ENIGMA



M
A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

A J D K S I R U X B L H W T M C Q G Z N P Y F V O E

L
A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

E K M F L G D Q V Z N T O W Y H X U S P A I B R C J

N
A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

B D F H J L C P R T X V Z N Y E I W G A K M U S Q O

N1 D F H J L C P R T X V Z N Y E I W G A K M U S Q O B

N2 F H J L C P R T X V Z N Y E I W G A K M U S Q O B D

N3 H J L C P R T X V Z N Y E I W G A K M U S Q O B D F

R
A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

Y R U H Q S L D P X N G O K M I E B F Z C W V J A T

45



@

@

@

@

@ DES

@ DES

@Feistel

@DES

@

@

@ KE=KD

@

@

@DES (Data Encryption Standard )

@IDEA (International Data Encryption Algorithm)

@RC2, RC4,  RC5

@AES (Advanced Encryption Standard)

@CAST-128

@Blowfish

@ DES(S-DES) DES

@S-DES 8 10
8

@S-DES 8 10
8



@

@

@

@

@

@

@

@

@

@

@

@

@

@

@

@

@

@ 5

@ IP
@IP(n1,n2,n3,n4,n5,n6,n7,n8)= (n2,n6,n3,n1,n4,n8,n5,n7)

@E/P(n1,n2,n3,n4)=(n4,n1,n2,n3,n2,n3,n4,n1)

@ 8 K1 K2

@ 4 ( ) S S0 2 4
( ) S S1 2

@S
@ 1 4 S

@ 2 3 S

@ 2

@ : S0 (0100)
@ (P1,P4)=(00); (P2,P3)=(10)

@ S0 0 2 3 (11)

@ S0 S1 4
P4(n1,n2,n3,n4)=(n2,n4,n3,n1)

@P4 L4 R4 F

@ SW
@SW 4 4

@ IP-1
@IP-1(n1,n2,n3,n4,n5,n6,n7,n8)= (n4,n1,n3,n5,n7,n2,n8,n6)



@ fk

@ L R fk 8 4 4 F 4
4

@fk(L,R)=(L F(R,SK),R)

@ SK

@ IP (1011 1101) F(1101,SK) = (1110) fk
L F(R,SK) = (1011) (1110) = (0101) fk (1011 

1101)=(0101 1101)

@ S-DES
(01 11 11 11 01) (1010 0010)

@P10(k1,k2,k3,k4,k5,k6,k7,k8,k9,k10)=
(k3,k5,k2,k7,k4,k10,k1,k9,k8,k6)

@P8(k1,k2,k3,k4,k5,k6,k7,k8,k9,k10)=
(k6,k3,k7,k4,k8,k5,k10,k9)

@IP(n1,n2,n3,n4,n5,n6,n7,n8)=
(n2,n6,n3,n1,n4,n8,n5,n7)

@IP-1(n1,n2,n3,n4,n5,n6,n7,n8)=
(n4,n1,n3,n5,n7,n2,n8,n6)

@E/P(n1,n2,n3,n4)=(n4,n1,n2,n3,n2,n3,n4,n1)

@P4(n1,n2,n3,n4)=(n2,n4,n3,n1)

E/P(00 01)=(10 00 00 10)

P4(11 00)=(10 01)

1010 0010

IP(10 10 00 10)=(00 11 00 01)

E/P(10 10)=(01 01 01 01)

P4(10 10)=(00 11)

IP-1(0010 1010)=(0011 1000)

SW(1010 0001)=(0001 1010)

0011  1000



E/P(00 01)=(0101 0101)

P4(1010)=(0011)

0011  1000

IP(0011 1000)=(0010 1010)

E/P(10 10)=(1000 00001)

P4(1100)=(1001)

IP-1(0011 0001)=(1010 0010 )

SW(1010 0001)=(0001 1010)

1010 0010

@

@Vigenere Verman

@

@ 64bits 128bits

@

@ Feistel

@Feistel

@

@Feistel 
@ Claude Shannon (Confusion )

(Diffusion)

@ Feistel 
Cipher



@Shannon

@

@

@

@ 2w
K

@

L0 R0
n

@ i

@ Ki K

@Ki K

@

@ F

@ Ki

@

@

@

@

@

@

@

@

@

@

@20 60 IBM Horst Feistel

@1971 LUCIFER 64
128 Feistel

@ LUCIFER IBM

@ Walter Tuchman Carl Meyer
56 DES

@1977 DES



@DES
@ 56bits

( 64bits)

@ 64 bits

@DES

@ 64 bit m m,  

@ IP   

@16

@ IP-1

@ DES Feistel

@

@56 bits Ci , Di 28bits

@

@

@ PC-2 56bits 48bits 



@ IP

M=m1 m2 62 m63 m64

58 m50 23 m15 m7

IP(M)

@

@IP-1(IP(M))=M

@ Ri 32 48

@

@ 48 32 8 S S
6 4

@ Si (abcdef) (af) Si (bcde)
Si Si N N 4

Si



@ 6 :   b1b2b3b4b5b6

@ 4 S(b1b6 , b2b3b4b5)
@ S1( 100110 ) = S1(10, 0011) = S1(2,3) = 8 = (1000)

@P- 32bits 32bits

@DES 16

@

@DES(DES-1(m) )=m

@

@1976 2000

@1993 100
3.5

@ 5000$
3.5

@ DES
@VLSI VM009  1993 200M Bytes/s

@

@80486
@ CPU 66Hz,  43000 DES 336K Bytes/s

@HP 9000/887
@CPU 125 Hz,  196,000 1.53M Bytes/s                 



@ DES

@Blowfish

@RC5

@AES

@ 3DES Blowfish RC5

@

@ Internet

@ DES

@ AES
NIST2001 DES

NIST 3DES

@ DES 112
2112

@ DES
k=k1k2

@Blowfish Bruce Schneier

@Blowfish 64 32 448

@Blowfish

@Blowfish
@ 223 ( )

@ ( )

@F S
  

 
  

  
 

  

@Blowfish S Blowfish

@Blowfish
Feistel

@ 448



@RC5 Ron Rivest
RC5

@RC5 32 64 128
0~2040

@RC5
@w

@r

@b K 8

@RC5
@

2w ( )

@ ( )

@

x ( )

@ 3DES
3DES

DES 3DES 64

@NIST 1997 AES
3DES

AES 128
128 192 256

@2001 NIST 15 Rijndael AES
Rijndael Joan Daemen
Vincent Rijmen

@ AES 128 128

@

@

@

@AES Feistel
@AES

@

@ S

@

@

@



@

@

@ 44 32 w[i]
@ 32

@

Vernam



@

@

@

@

@

@

@RSA

@DH

2 3

@

@

@

@ O(n2)

@1976 Whitfield Diffie Martin Hellman

@

4 5

@ 6
@

@

@ /

@

@

6

@ Ks

@ A KUa

@ A KRa

@E KUa [P] A P

@E KRa [P] A P

@D KUa [C] A C

@D KRa [C] A C

7



@

@

@

@

@Bob Alice Alice

@Alice

@ Alice

8

@

@

@

9

@ ,

@A B B

@B

@ B (B )
B B

10

@A B A ( )

@B A ( )

11

@

@ (Ks)

@ C= EKs[P]

@ C DKs[C]

@

@A(KUa KRa) B (KUb KRb)

@ C= EKUb[P]  ( B )

@ P= DKRb[C]

@ EKRa[P]   ( A )

@ DKUa[C] 12 13



@

@

@ f(x)

x y=f(x)

y, x y=f(x)
x=f-1(y)

y x x y=f(x)

@

14

@

@ /

@

@

@

15

@

@

@

@

@

@

16

@

@

@

17

@

@

@

@

18 19



20

@ P>1 +1 +P
@100

@2 3 5 7 11 13 17 19 23 29 31 37 41 43 47 53 59 61 67 71 73 79 
83 89 97

@ P

@a b gcd (a, b)
@gcd(20, 24)=4 , gcd (15, 16)=1

@ gcd(a, b)=1 a b 

21

@ mod
@a= q n +r  

r = a  mod n        
@[x] x

@ (a mod n )= (b mod n) 
a b n

@ 23

22

@

@(a+b) mod n = ((a mod n ) + (b mod n) ) mod n
@(a-b) mod n = ( (a mod n) (b mod n) ) mod n
@(a b) mod n = ( (a mod n ) b mod n) ) mod n 
@(a (b+c) ) mod n = 

(( a b) mod n + (a c) mod n) mod n

@ , ma mod n 
@m2 mod n = 

(m m) mod n = (m mod n ) 2 mod n 
@m4 mod n =   (m2 mod n ) 2  mod n
@m8 mod n =  ( (m2 mod n )2 mod n )2 mod n 
@m25  mod  n = (m m8 m16)  mod n    

23

@ (n) n , (n) n n 

@ (3)=|{1, 2}| =2 

@ (4)=|{1, 3}| =2 

@ (5)=|{1, 2,  3, 4 }| =4 

@ (6)=|{1, 5}| =2 

@ (7)=|{1, 2, 3, 4, 5, 6}| =6

@ (10)=|{1, 3, 7, 9}| =4 

@ p (p)=(p-1)

@ p,q 
(pq)= (p) (q) (p-1)(q-1) 24

@

@ m n 

@

@m=3 n=10 (10)=4 m (n)=34=81 81  mod 10 = 1

@ 34+1 

@

@ p, q ,  p<>q, n, m n=pq,   0<m<n 
k m k (n)+1 

25



26

@MIT Ron Rivest, Adi Shamir , Leonard Adleman 1977
1978 RSA

@RSA 0~n-1
n 1024 309

27

@

@ p, q
@ n=pq n
@ -1)(q-1)
@ e, 

gcd
@

@ (e,n)
@ d p, q

@ :KU={e, n} 

@ : KR={d, n}
28

@ KU={e, n} KR={d, n}

@

@ k
M,
C=  Me mod  n

@ C=M5 mod 119 

@

@M =  Cd mod  n 

@ M=C77 mod 119

29

@

@

M Cd mod  n 

( Me mod n )d mod n   

Med mod   n

Med

@ : Mk (n)+1

ed =k (n)+1
30 31



@ RSA

@p=5 q=11 e=3 M=9

@

@ p, q
@ n=pq n
@

-1)(q-1)
@

e, 
gcd

@

@ (e,n)
@ d p, q

@ :KU={e, n} 
@ : KR={d, n}

32

@ Alice key RSA Bob

@

@ p=3 q=11 n=p q=3 11=33

@ (n)=(p-1)(q-1)=2 10=20

@ e=3 e (n) 3 d=7

@

@ KU =(e,n)=(3,33)

@ KR =(d,n)=(7,33)

33

@

@

@ key 11 05 25

34

@

@Alice (3,33) 

@ (mod n)

11 26 16

@

@Bob
@M1=117(mod 33)=11 M2=267(mod 33)=05 M3=167(mod 33)=25

@ 11 05 25 key
35

@ RSA
@

@ (n)

@

@ RSA

36

@

MIPS
@MIPS

37



@ RSA

@ DES 100

@ DES 1000

38 39

@1976 Diffie-Hellman
Diffie-Hellman

@Diffie-Hellman

@Diffie-Hellman

40

@ b= ai =>   i= loga
b

@ Primitive Root
@a p 

@a mod p, a2 p-1 mod p 1 p-1
1 p-1

41

@ b b<p p a, 
i

ai mod p  , -1)
i b a p

ind a,p (b)
@inda,p (1)=0,  a0 mod p =1 mod p =1; 
@inda,p (a)=1,  a1 mod p =a mod p =a; 

@ b = ax mod p
@ a, x, p b 
@ a, b, p x 

42 43



@ q=97,    a = 5  
(5 97 )

@A XA=36 

@B XB=58 

@A 

@ K = YB
XA mod q =  4436 mod 97= 75      

@B 

@ K = YA
XB mod q =  5058 mod 97= 75      44

@DSA

@1991 , NIST (DSA),
(DSS)

@DSA

@ DSA

@DSA 

@DSA NIST

@DSA

@DSA RSA (10 40 )

@ (512 )

@DSA
45

@

@ GF(2n)

@

@

@

@RSA

46



@

@

@

@

@

@

@

2 3

@

@

@

@

@

@

4 5

@

@

@

@

@

6 7



@ A B
@ A B

@ A B

@ A B

@ A B C C
A B

@

8

@ KDC
@ A B

@A KDC Ka

@B KDC Kb

9

@A B Ks
@STEP1 A KDC B

A B N1

@STEP 2 KDC Ka A
@ Ks

@ N1 A

@ B Kb
@ Ks A IDa

@STEP 3 A Ks KDC
B B

@ A B
10 11

@

KDC KDC

@ KDC
KDC

12 13



@

@

@

@

@

@

@

@

14

@

@

PGP(pretty good privacy) PGP

@

15

@

@ < >

@

@

@

16

@

@

@A B

@ A KR A
B

@A B A N1 B

@ A B A

@A B

17

@

18

@Kohnfelder

@

@

@

@

@

@

@

19



20

@

@

@

@

@

21

@Merkle A B

@A / {KUa,KRa} KUa A B

@B Ks A Ks A

@A DKRa[EKUa[Ks]] Ks

@ A B Ks

@

22

@

@ A B

@A B A N1 B

@B A A N1 B
N2

@ B A N1 A
B

@A B N2 B B
A

23

@A Ks M=EKUb[EKRa[Ks]] B

@B DKUa[DKRb[M]] Ks

@A B

@

@

@ KDC KDC

24



@

@

@

@

@

@

@

@

@

@

@

@

@

@

@ MAC

@Hash

@Hash
@ hash

@ Hash

@MD5

@SHA

@RIPEMD-160

@

@

@

@

@

@

@

@

@

@

@

@

@

@

@

@

@

@

@

@

@

@

@

@

@

@

@



@

@

@Hash

@

@

@ MAC MAC

@Hash hash

hash

@

@

@ A A B K B M

@ B K
A B
A

@

@

FCS
@A M A M F FCS

FCS M M FCS

@ B FCS
B F FCS FCS FCS B

@FCS



@ FCS

@ FCS

@ TCP
@ IP

@ TCP
IP

@

@

@ A
( ) B

@

@

@

@ A B K

@

@ A
@

@ /

@

@

@

@

@

@ B KRb
KUb

A

@

@ A KRa
@

@ /
@ KUa

@

@ KUb
@ KRa

@ MAC

@MAC MAC=Ck(M)
@M

@C MAC

@K

@MAC

@MAC MAC



@A B K

@A B A MAC

@ K MAC
MAC

@ MAC

@

@ MAC

@

MAC MAC

@

@

@

@

@

MAC

@

@ SNMPv3

@

@



@ hash
hash M

hash H(M)
@ MAC hash

hash (Message Digest MD)

@Hash
hash

@ hash
A B A

@Hash
hash

@ hash

@

@Hash MAC

@ hash

@

hash

@

hash

@

@ S A M S
hash M B S B

hash
@ S

@



@ hash

@

@

@

@

@

@

@

@

@Hash : h= H(m)

@H 
@ m

@ m h

@ m h=H(m) 

@ h, m H(m)=h

@ m 

@ (x,y) H(x) =H(y)

@ hash Merkel
hash

@MD5 SHA-1 RIPEMD-160 hash

@Hash L
b b b

@

@ hash

@ hash

@Hash
@CV0=IV= n

@CVi=f(CVi-1,Yi-1)     1<=i<=L

@H(M)=CVL ( M Y0 Y1 Yl-1 )



@Hash f
@ n b

n

@ hash
b>n

@ hash

@ hash

@ hash b>n b
n hash hash

@MD = Message Digest 

@90 MD Ron Rivest
MD2 MD4 MD5 128

@MD2
@1989 MD2

@ 16
16

@ Rogier Chauvaud
MD2

@MD4
@1990 MD4

@ MD4
MD4

@MD5
@1991 Rivest MD5

@ MD5

@RIPEMD-128/160/320
@RIPEMD MD

@SHA = Secure Hash Algorithm

@SHA NIST Rivest MD4 MD5
SHA

@SHA-0 SHA

@SHA-1 1994 MD4 MD5
MD4 MD5 . 

@SHA-2 SHA-224 SHA-256 SHA-384 SHA-512

@SHA-3



@HAVAL
@1992 Yuliang Zheng, Josef Pieprzyk, and Jennifer 

Seberry MD5

@HAVAL 128 160 192 224
256 3 4 5

@Gost
@Gost

MD4

MD5

SHA-1

SHA-2

Ext. MD4

RIPEMD

RIPEMD-160

HAVAL

@MD5 (RFC 1321)
MIT Laboratory of Computer Science Ron Rivest

@MD5 512
128

@ :

@ :512

@ :128

@

@

@

@

32 32

@

@

@

@ ( Intel 80xxx Pentium )
( Sun 

Sparcstation)

@ 32

@Rivest
32



@Step1
@Step2
@Step3 MD 
@Step4 512 (16 )
@Step5

@ 1 1 0

@ 448 512
512 64

@ 64
264 264

@ little-endian
@Little-endian

big-endian

@

@ 512

@Hash 128
4 32 (A,B,C,D)

@A,B,C,D
@A= 01234567 

@B= 89ABCDEF

@C=FEDCBA 98

@D=76543210

@ 512 (16 )
@

HMD5

@

T [i]=  232 abs (sin (i) )          i=1,2,..64



@Step5
@ L 512 L 128

@MD5
@CV0= IV

@CVq+1= SUM32 ( CVq, RFI[Yq ,RFH[Yq , RFG 
[Yq ,RFF[Yq ,CVq]]]] 

@MD=CVL-1

@

F/G/H/I

@ 512 (Yq) 128
ABCD

@ T 64 16

@ T T i T[i] T
32 32

@T[i]=  232 abs (sin (i) )   i=1,2,..64

@ CVq CVq+1
@ 4 CVq 4 232 .

@MD5 ABCD 16

@a,b,c,d 

@g F/G/H/I

@<<< s 32 s

@X[k] = M[q*16+k] q 512 k 32

@T[i] T i 32

@+ 232

@ b,c,d) + X[k] + T[i]) <<< s)
@X[k] q 512

k 32

@T[i] T i 32



@MD5 hash

hash

@Ron Rivest MD5 128 hash
hash 264

2128

@MD4 MD5 Ron Rivest MD4 MD5

@MD4 RFC 1990 10 MD5
1992 4 RFC 1320

@MD4 MD5
@MD4 16

MD5 16

@MD4

MD5 64 T[i]

@MD5
MD4

@MD5
MD4

@ hash NIST 1993
FIPS180 1995 FIPS 180-1

SHA-1 RFC 3174 SHA-1

@SHA MD4 MD4

@SHA-1 264 160
512

@SHA-1 512
hash 160



@Step1
@ 448 512 512

64

@Step2
@ 64

@Step3 MD 
@Hash 160

5 32 (A,B,C,D,E)

@Step4 512 (16 )
@

16 20

@Step5
@ L 512 L 160

@SHA-1
@CV0= IV

@CVq+1= SUM32 (CVq, ABCDEq) 

@MD=CVL

@ 512 80

@A,B,C,D,E 5
@t 0<=t<=79
@f(t,B,C,D) t

@Sk 32 k
@Wt 512

32
@Kt

@+ 232

@RIPEMD-160 RIPE

@ MD4 MD5

@ H.Dobbertin RIPEMD
RIPEMD-160

@RIPEMD-160 160
512 hash

160



@Step1
@ 448 512 512

64

@Step2
@ 64

@Step3 MD 
@Hash 160

@ 5 32 (A,B,C,D,E)

@Step4 512 (16 )
@

16

@Step5
@ L 512 L 160

 

@

@

@MD5

@SHA-1 RIPEMD-160

@

@ MD5

@ SHA-1 MD5 RIPEMD-160
SHA-1

@

@ 232 32

@ MD5

@ /
@MD5 RIPEMD-160

SHA-1



@

@ A MAC B

@B A B
A B

@A B
A

@

@

@

@

@

@

@

@

@

hash

@ ( ) (
)

@

@ X Y
A A

Y

@A

@1991 8 30 NIST
DSS

@1993
@1994 12 1
@1996 2000 DSS FIP186-2

@DSS SHA-1
DSA

@ NIST
E-mail

@DSS RSA DSS



@DSS hash hash k
Sig KRa

KUG

@ s r

@ hash hash
Ver KUG

KUa r

@ p,q,g
@p: L L 512 1024 64

@q: 160 p-1

@g: g=h(p-1)/q mod p
h 1 h p-1 h(p-1)/q mod p 1

@ x:  x 0 x q-1

@ y: y=gx mod p

@ k, 0 k q 
p q g x y

k x k

k

@r=(gk mod p) mod q

@s=[k-1(H(M)+xr)]mod q

( r , s ) M

M,r,s 0<r<q,
0<s<q

@w=(s)-1 mod q

@u1=[Mw] mod q

@u2=[rw] mod q

@v=[(gu1yu2) mod p] mod q

v=r



@

@

@

@

@

@

@

@

@

@

@

2

@

@ what you know what you have who are you

@

@

@HTTP Basic

@ Form

@

@

@

@
3

4

@

@

@ ······

@

@what you know

@what you have

@who you are

5

@

@

@

what you know what you have who you are

Message Authantication

6 7



@

@Windows Mac OS

@

@TUNet

@

@

@ INFO

@

@

@ 8

@

@ Authentication

@ Authority

@ Auditing

@

@ Bug

@

9

10

@ Web World Wide Web 
/ Client/Server C/S

@

@ Web Server

@ Browser

@ HTTP

@

@HTML JavaScript

@

11

12

@ HTTP Hyper Text Tansfer Protocol 
TCP/IP

@HTTP
@ C/S

@ HTTP

@HTTP

13



@ HTTP Basic

@ Basic Form

@

@

@

@USB KEY

@

14 15

@ +

@ HTTP
HTTP

@ HTTP Basic

16 17

@ U,P Base64 ( )

Web

@ Base64 U,P
U,P

18

@

@

@

@

@

@

@ HTTP

19



@

@

@ (MA)

@

@ +session

20

@

@ key k=

@ (U || Ek[U])
@ E 3DES AES RC5

@ (Replay) 
21

@ MAC
@ K

@ / (Challenge/Response)
HTTP

@ M
@ M

@ MAC MAC

@C hash SHA1

22 23

@ Basic
@

@

24

@ Session

@Session

@ Session

@

@ Cookie

@ Cookie key/value

@ Session HTTP

@ Session
25



@ Web
@

@

Session
@

@ Session

@ key

26 27

@

@

@

@

28

@ Challenge/Response

@ Challenge
+ M

@

k= Ek[M||U] U Ek[M||U]
Ek Ek[M||U]

29

@

SSL HTTP
@SSL (Secure Sockets Layer) 

SSL

@SSL

@ Web SSL URL https://

@SSL
30

@

@ Cookie

@ Ek[U||P) Cookie

@

@

@ t Ek[t||U||P]

@

31



32

@

@

@

@

@USB KEY

@

33

@

@

@

@

34

@

VPN

@

@ n

@

35

@

@

@ key sn

@ t n

@ F(H(t||key||sn)) H F
6 8

@

t-n,t

36

@USB KEY USB

@USB KEY
@USB KEY

@ USB KEY
@ M USB KEY

@USB KEY M

@

37



@

Internet

@ Certificate 
Authority

@

@

@

38 39

@Windows
@ SAM (Security Account Manager)

@ SAM

@ SAM

@Linux
@ /etc/passwd /etc/shadow

@
test:$1$ZcUVmoZK$gG/3O0k.Qqjt4UY4ks9UF/:12766:0:99999:7:::

@

shadow
40

@802.1X

@

@

@ 802.1X 

41

42

@TUNet

@TUNet
@ C S TCP

@ C S

@S 8 R C

@C M=Ek(R) E 3DES k=MD5(password) M
S

@S M C

@ 8
Rn H(M||Rn)

43



@SSH TELNET

@SSH

@SSH Diffie-Hellman
Diffie-Hellman (q,a)

@ 192.168.1.1 ssh-rsa
AAAAB3NzaC1yc2EAAAABIwAAAIEA7ehjuoPsPeNHohtxIE2okxlHP1D8wsRqnca/7xhM
nUv3V0fzRS/ktKgcLfCf9JIOLR3iWkZTPfJyepVfP9mJT4Nr77NJREBYl42W4IPpbhn5U6E
b259g/gecqADzmbhdI6AOD7C0Qj5i/UU7rpK0pKSrhv/5AATER9KgeELwU60=

@SSH

44



@

@

@

@

@

@

@

@

@

@

@

@ SSL

@

WEB

@

2

@

@IPSec
@

@IPSec
@

@ AH (Authentication Header)

@ ESP (Encapsulating Security Payload)

@

3

4

@

@S/MIME

@PGP

@SET

@

@SSL

@TSL

@

@IPSec
5

TCP

HTTP

IP

SMTP

SET PGP S/MIME

SSL/ TSL

HTTP

IP

FTP SMTP

TCP
HTTP

IP/IPsec

FTP SMTP

TCP

@IPsec IP
@

@

@

6 7



@

@

@

@

@

@ IP

@

@ IP
8

@IP 

@IP 20

9

@1994 IAB RFC1636---
Internet 

@IAB
@

@

@

@IPSec IP /
IPv4 IPv6

10

@IPSec LAN WAN

@IPSec
@

@ WAN

11

@IPSec
@

@ IP ISP

@

@IPSec

@

@ WEB
IPSec

12 13



@

@

@

@

@

@IPSec

14

@

@

@

15

@

@ (VPN)

@ (VPDN)

16 17

18

@IPSec 1998 RFC 2401/ 
2402/2406/2408

@RFC 2401

@RFC 2402 IP IPv4 IPv6

@RFC 2406 IP IPv4 IPv6

@RFC 2408

@IPv6 IPv4
IP

@

19



@ IETF IP
IPSec 

20

@ IPSec 
@

@ IPSec

@ AH
@IP 

@ ESP 
@IP 

@

@ ESP

@RFC2405, The ESP DES-CBC Cipher Algorithm With Explicit IV.
21

@ IPSec 
@

@ AH ESP

@RFC2403 The Use of HMAC-MD5-96 within ESP and AH.
RFC2404 The Use of HMAC-SHA-1-96 within ESP and AH.

@

@

@ DOI
@

22 23

@IPSec IP

@ AH /
ESP

@ESP

@AH ESP

24

@

@

@

@

@

@

@

25



26

@ IP SA
Security Association

@ SA IPsec

@

@

@ AH ESP

27

@ SA
@ SPI(Security Parameters Index)

@SPI SA

@SPI AH ESP SA

@IP IPDA
@ SA

@

@ AH ESP

28

@ IPSec SADB
SA

29

@SA
@

@ 32 AH ESP

@

@ SA

@

@ AH ESP 32

@AH
@ AH AH

30

@SA
@ESP

@ ESP ESP

@SA
@

SA SA

@IPSec
@

@Path MTU
@ 31



@ SADB IPSec

@

SPI

@ IP IPv4 IPv6
SPI AH ESP

32

@IPSec IP IPSec
IPSec IPSec

IPSec

@IP SA SPDB
SPDB IP SA

@ SA SA
SPDB

33

@ SPDB IP

SA

@ IP
@ SPDB SPDB

@ SA SA SPI

@ IPSec AH ESP

34

@SPDB
@ IP IP

@

@

@

@IPSec

@

@IPv6

@IPv6

@IPv6 35

36 37



@AH ESP

@ (Transport Mode)
IP

@

@ ESP ( )IP

@ AH IP

38 39

@ (Tunnel Mode) IP
@ IP AH/ESP IP

IP IP
IP

@ESP ( ) IP IP

@AH IP IP

40

@ Tunnel Mode
@Firewall or Router

41

42

@ IP

@

@

@ MAC

43



44

@Next header( )
@8 bits

TCP/UDP/ICMP AH ESP

@Payload length( )
@8 bits 32 

@Reserved( )
@16 bits

@

45

@Security Parameters Index ( )
@SPI 32 SPI=0

@Sequence Number( )
@32bits

@Authentication Data( AD)
@ 32 bits

@ ICV MAC

46

@

@ IP

@ SA 0
SA 1

1

@

232-1 SA
SA

47

@ IP
IPsec

W W 64

@ N
N-W+1 N

48

@

@ MAC

@ MAC

@

49



50

@ AD ICV

@ICV MAC MAC

@ ICV
HMAC 96bits

@HMAC-MD5-96 

@HMAC-SHA-1-96

51

@ MAC
@IP

AH SA
MAC

0

@AH
0

@

TCP/UDP

52

@ IPSec

@

SA

@

SA

53

54

@

@

@ IP AH

55



@

@

@ IP IP AH

56 57

@ ESP
ESP AH

58

@Security Parameters Index( )

@SPI 32 SPI=0

@Sequence Number( )

@32bits

@Payload length( )

@8 bits 32 

59

@Padding( )
@ 0~255

@Pad Length

@Next header( )
@8 bits

TCP/UDP/ICMP AH ESP

@Authentication Data ( AD)
@ 32 bits

@ ICV MAC
60

@ ESP

@3DES

@RC5

@IDEA

@CAST

@Blowfish

@ AH ESP 96 MAC
HMAC-MD5-96 HMAC-SHA-1-96

61



@

@

@ESP 32

@

62

@IPSec ESP

@

@ ESP IP

63

@ ( )
@ ESP

IP

@ IP
IP

@ IP IP ESP
SPI

64 65

@ ESP IP ESP
ESP

@

66

IP TCP/UDP 

ESP TCP/UDP ESPIP MACIP 

67



68

@ SA AH ESP

@ IPSec
( )
IPSec SA

@ IPSec SA
SA

69

@

@ IP
AH ESP

@ IP
IPSec

70

@ upper

@IP1 IP

@IP2 IP

71



@

@

@

@

@

@

@

@

@

@

@

@ SSL

@

WEB

@

2

@

@IPSec
@

@IPSec
@

@ AH

@ ESP  

@

@

@

@ IKE

@IKE

@IKE

@IKE

@IKE

@IKE
3

4

@

SPDB(Security Policy Database) IP
SA

@ SPDB (Selector)
SPDB

@ TCP/UDP/ICMP

@

@

@ ID/ /

5

@ (SPDB)
( / )

@IPSec SA SA
(SADB) SA

6

@

7



@IPSec

@

@

SA

@ IKE(Internet Key Exchange)
IPSec

IPSec 8 9

@ IKE

@IKE IPsec
SNMPv3 RIPv2 OSPFv2

@ IKE IPsec Cisco 
Windows FreeBSD
IKE

10

@IKE IPSec
IPSec

@IKE

@

DH IKE

@ PFS(Perfect Forward Secrecy) 

11

@ IPsec
SA

@

SA(

@IKE 
IKE SA

SADB
12

@IKE IPsec

@

@ SA

@

@ IPSec

@

13



@IKEv1 RFC 2407, RFC 2408 RFC 2409
IKEv2 RFC 4306

@IKE ISAKMP Oakley
SKEME

@IKE== +Oakley +SKEME
@ ISAKMP

@ Oakley

@ SKEME
14 15

@IKE ISAKMP

ISAKMP

@ISAKMP (UDP TCP) IP

@ ISAKMP UDP 500

@ISAKMP +

@ ISAKMP

16

@Initiator Cookie (32 bits)
Cookie

@Cookie
Cookie

IKE SA

@Responder Cookie (8 bits) Cookie

@Next Payload (8 bits) ISAKMP

@MjVer (4 bits) ISAKMP

@MnVer (4 bits) ISAKMP

@Exchange Type (8 bits)
17

@Flags (8 bits) Flags
@ 0

@ 1 (Encryption Bit)
@ 1 ISAKMP 0

@ 2 (Commit Bit)
@ A ISAKMP 1 B

A

@ 3 (Authentication Only Bit)
@ 1 ISAKMP

@ 0 ISAKMP

18

@Message ID (32 bits)

@Total Message Length (32 bits) ISAKMP

19



@ISAKMP 13
@Next Payload (8 bits)

0

@Reserved (8 bits) 0

@Payload Length

20

@ 1 SA

@ 2 Proposal SA

@ 3 Transform Proposal

@ 4 Key Exchange
@ Oakley DH

@ 5 Identification

@ 6 Certificate

@ 7 Certificate Request

@ Certificate Request ISAKMP
Certificate 6 21

@ 8 Hash Hash

@ 9 Signature
@

@ 10 Nonce nonce
nonce

@ 11 Notification
SA

@ 12 Delete SA

@ 13 Vendor ID
@ Vendor ID

22 23

@IKE ISAKMP

@ IKE SA
IKE

@ 6

@ 3

@ IKE SA IPsec SA
@ 3

24 25



@IKE IKE SA

@ ( )
DH

@IKE

@

@

26 27

@ cookie

@cookie / IP
MD5 ISAKMP cookie

@

IKE SA

30

@

Diffie-Hellman

@

@ ISAKMP

@ Key Exchange Nonce
@ 4 10

31



32

@ ISAKMP

@ 5 IP
8

Hash

@

@

@ hash
IKE

33

34

@IKE

@

@ IP ID IP

@ Name IKE

@

@ 6 3

35

36

@

cookie

@ SA KEY
Nonce ID

@

Hash

@

37



@

Hash

@

hash

@

hash
38

@ Hash
Hash Hash

Hash

@

Hash
Hash

@

39

40

@ IKE SA IPsec SA

@ IPsec AH IPsec ESP

@

@ IPsec AH IPsec ESP 

@

@ 8
AH SA AH SA ESP SA ESP SA 41

@ DES IDEA Blowfish 3DES CAST

@ MD5 SHA Tiger

@

@ RSA DSS RSA RSA

@DH

@ ,

@

@
42 43



44 45

@

@ IPsec

@IP IPsec

46

@

@ IPsec
IP IP

47

@

@

@

@ IPsec 

@ IP 
IP IP IP 

@

48 49



50

@IKE

@ IKE IKE SA
IKE SA

@ UDP 500

@IKE SADB
SPDB

51

@SPDB IP
IP SPDB

IPsec
@ IPsec SADB

SA IPsec IKE
SA

@IKE SPDB
IKE IKE

52

@ SA SADB
SPDB IKE SA

SPDB

@ IKE SA IKE
SADB SA IKE

SA

@ IKE
@ SA

@ SA
SA

53

54

@ 3 RFC

@

@

55



@IKE Internet
@ IPSEC SA

@

@

@

@

@

@ ---IKE2

56



@

@

@

@

@

@

@

@

@

@

@ IPsec IKE 

@

@

WEB

@

2 3

SSL

SSL
SSL
SSL
SSL

SSL

SSL

4

@

@S/MIME

@SET

@HTTPS

@

@SSL

@TSL

@

@IPSec

TCP

HTTP

IP

SMTP

SET PGP S/MIME

HTTP

IP

FTP SMTP

TCP

HTTP

IP/IPsec

FTP SMTP

TCP

5

@1994 Netscape Communication
SSL(Secure Socket Layer) Web

@SSLv1.0

@SSLv2.0 Web

@SSLv3.0
@1996

@1997 SSLv3.0 RFC IETF TLS (Transport Layer 
Security

@1999 TLSv1.0 RFC 2246 SSLv3.1

6

@SSL TCP UDP

@SSL HTTP Telnet FTP

@SSL

@SSL

@ SSL

7



@ SSL https:// URL @ SSL
@ https://www.sslserver.com

@HTTP HTTP

@SSL
HTTP

@TCP web server 443 SSL

@SSL TCP

9

10

@ Session
@SSL

(association)

@

11

@ Connection
@

TCP

@ HTTPS

12

@

@ Session ID
@

@ Peer certificate
@ X.509v3

@ Compression method
@

@ Cipher specification
@ (e.g DES), MAC (eg.MD5, SHA-1)

@ Master secret
@ 48

@ Is resumable
@

13



@

@ Server and client random
@

@ MAC Server write MAC secret 
@ MAC

@ MAC Client write MAC secret
@ MAC

@ Server write key- Client read key 
@

@ Client write key- Server read key
@

@ IV initialization vectors
@

@ Sequence numbers
@

14

@SSL
@SSL SSL Record Protocol

@

@SSL SSL Handshake Protocol

@

@SSL

@SSL

HTTP,FTP,SMTP,etcSSLSSLSSL

TCP

SSL

IP 15

16

@SSL SSL

@ ( )
SSL shared secrete Key

SSL

@

secrete 
MAC)

17

18

@

@ (16384 )

@

@

1024

@ MAC
@ MAC

@

@ MAC

@

@ (8bit) (8bit) (8bit) (16bit)
19



@ SSL 

20 21

@SSL

@SSL
MAC SSL

@SSL
@

@ Master Secret

@Client Server
@ Client

@Client
22

@

@

@ (1 ) 10

@ (3 )

@ (>=1 )

23

24

@

@Phase 1. Establish security 
Capabilities

@Phase 2. Server Authentication 
and Key Exchange

@Phase 3.Client Authentication 
and Key Exchange

@Phase 4. Finish

25



26

@ client_hello
@ Version,  Random , session id, cipher suite , 

compression method

@ server_hello
@ client_hello

@Cipher suite 
@ RSA,  Diffie-Hellman,  Fortezza

@ RC4, RC2, DES, 3DES, IDEA, Fortezza

@MAC MD5, SHA-1
27

@ SSL Certificate
SSL X.509 V3 

@ SSL 3.0 web

certificate_request
CA

@SSL

28

@ DH

@ DH Ephemeral DH RSA
Fortezza server_key_exchange 

@ sever_hello_done

29

30

@ sever_hello_done Web 
server

@( ) certificate-request 
SSL Certificate 

no_certificate alert ,

31



@ client_key_exchange pre-master 
secret 46 MAC 

@ pre_master_secret master_secret.

@ Certificate
certificate_verify

32

@ master_secret

33

@ pre-master secret master 
secret 

@ change_cipher_spec

@ finished

@ change_cipher_spec
Cipher Spec

@

34 35

@ SSL SSL

@

@ 1 2

SSL

@

36 37



@

@

/

@

@

@

(1)

38 39

@ WEB Web
SSL SLL

@ SSL RSA
RSA

@ SSL
Web 512 RSA

40

40

@

SSL

@ SSL
@SSL 128

@ SSL
SSL

41



@

@

@

@

@

@

@

@

@

@

@ IPsec IKE 

@ SSL

@

WEB

@

@

2

@

@

@RFC 822 SMTP POP3 IMAP4

@MIME

@

@PEM MOSS S/MIME PGP

@S/MIME

@PGP

@
3

4

@

@

@

@

@ SMTP
SMTP

@

@

@

@

@

@

@

@ S/MIME PGP

@

@ SSL SMTP SSL POP
@ SSL

SSL

@ VPN TCP/IP



@

@

@

@

@

@

@

9

@

@1972 email

@1982 SMTP

@2002 CNNIC email 92.2%

@2010 email

@

@MTA MUA MDA

10

@ Electronic Mail (E-mail)
@

@

@ @

@ kitty@263.net

11

12

message envelope
(address)

addressing
routing

collecting

delivering

13



14

@MTA----Mail Transfer Agent 

@MDA----Mail Delivery Agent

@MUA----Mail User Agent 

@SMTP----Simple Mail Transfer Protocol

@POP----Post Office Protocol

@IMAP-----Interactive Mail Access Protocol

15

@SMTP
@Simple Mail Transfer Protocol RFC821

@POP3
@Post Office Protocol 3 3 RFC1939

@IMAP4
@Internet Message Access Protocol 4 Internet 4

RFC2060

@RFC822
@Format of Electronic Mail Messages

@MIME
@Multipurpose Internet Mail Extensions (RFC 2045)

16

@

@MUA MTA MTA MTA,

@SMTP ESMTP 25 RFC

@ -
@MUA MDA

@POP3 IMAP 30 RFC

@

@RFC 2822 5

@MIME 95 RFC

@ 40

@ 20

17

18

@RFC 822

@RFC 822

@

@ ASCII
@

@ From/To/Subject/Date
@ Message-ID

19



20

@RFC 821, 1982 TCP 25

@

@

@RFC822
ASCII

@SMTP

21

@HELO/EHLO 

@MAIL 

@RCPT 

@DATA 

@REST 

@VRFY 

@EXPN 

@NOOP OK (200)

@QUIT 
22 23

24 25



26

@RFC 821(SMTP)
@ UNIX 

UUencode/ Uudecode

@SMTP ASCII 
@ASCII 7bits 8bits

@SMTP

@SMTP ASCII EBCDIC

27

@ SMTP POP3 /

@ CR LF

@USER name 

@PASS password 

@STAT 

@RETR msgnum

@DELE msgnum

@QUIT 

@IMAP Internet Message Access Protocol

@ POP3
@POP3 PC

@IMAP
IMAP

IMAP

@ 5 2
2 3

29

30

@MIME(Multipurpose Internet Mail Extension) RFC 822

@ RFC 822

@MIME
@

@

@

31



@MIME-version
@MIME 1.0 RFC 2045 2046

@Content-type
@

@Content-Transfer-Encoding
@

@Content-ID
@ MIME

@Content-Description
@

@RFC 822

32

@

@RFC 2046
7 15

33

@

@MIME Content-Transfer-Encoding 6

34 35

@PEM Privacy Enhanced Mail RFC1421-1424

@PEM 80 90 RSA RSA DES

@PEM

@ DES

@ MD5

@

@ RFC1422

@

@ PME PKI PKI
PEM PEM

36

@MOSS MIME Object Security Services, RFC1848

@MOSS PEM PEM
MIME PEM MIME

@ MOSS
MOSS

@MOSS

37



@ PGP S/MIME

@S/MIME

@PGP

@S/MIME Secure/Multipurpose Internet Mail Extension
RFC 2630/2632/2633

@S/MIME PEM RSA PKS#7
MIME

@S/MIME Microsoft
Netscape Novell Lotus

38

@PGP Pretty Good Privacy

@PGP

@PGP PEM PKI

@PGP RSA

@PGP

39

40

@S/MIME Secure/Multipurpose Internet Mail Extension
PEM MIME

MIME

@S/MIME

41

@S/MIME
@

@

@

@ base64

S/MIME

@ base64 S/MIME

42

@S/MIME
@DSS

@Diffie-Hellman

@3DES

@ RSA

43



44

Message Encrypted
Message

Session key

45

Message
Encrypted
Message

Session key

46

Message

MD

H
a

sh Message

47

@S/MIME MIME
PKCS(Public-Key Cryptography Specifications)

Type SubType S/MIME parameter Description 

Multipart Signed  - 

 

Pkcs7-mime signedData S/MIME  

Pkcs7-mime envelopedData S/MIME  

Pkcs7-mime Degenerate 

signedData 

 

Pkcs7-signature - 

multipart/signed  

application 

Pkcs10-mime -  

 48

@ MIME
@S/MIME / MIME MIME

( ) S/MIME PKCS
PKCS MIME

@

@ (RC2 3DES)
@ RSA
@

@

@ base64
base64

49



@

@ (SHA MD5)

@ hash

@

@

@

base64

@ base64

50

@

@

MIME
S/MIME

@ multipart/signed
MIME

@

@

@ S/MIME
application/PKCS10

51

52

@PGP (Pretty Good Privacy) ,

@Phil Zimmermann 

@PGP
@

@

@

@

@

@1996 zimmermann PGP

@1997 NAI PGP PGP

@2002 PGP PGP
@zimmermann

PGP

@ openPGP www.openpgp.org

@ gnupg www.gnupg.org

@

@ IDEA 3-DES CAST-128
RSA DH

@

@ SHA-1 RSA DSS

@

@ZIP

@

@ Radix-64 ASCII

@

@PGP
55



@ Ks

@ KRa A

@ KUa A

@ EP

@ DP

@ EC

@ DC

@ H:

@ || ( )

@ Z ZIP

@ R64: 64 ASCII

56

@

@ M

@ SHA-1 M 160 H

@ H M

@

@ H

@ M H M

57

@

@RSA

@SHA-1

@DSS/SHA-1

@

@

@

@

58

@

@ M 128
@ CAST-128( IDEA 3DES) M

@ RSA M

@

@ RSA
@ M
@ Diffie-Hellman

59

@

@

@

@ -

@

60

@

61



62

@PGP ZIP

@

@

@

@

63

@PGP 8 ASCII

@ Radix-64
ASCII CRC

@ Radix-64 33%

64

@ 50,000

@

@PGP

Radix-64

@

65

66 67



S/MIME v3 OpenPGP

3DES 3DES

x.509v3 PGP

DSS DSS

SHA-1 SHA-1

68

ISP

69

@

@

@

@

@

@

@

70

@ IP

@

@

@

@

@ open relay

@

@

@ ADSL ISDN

@

@

71

@

@

@

@ http://www.ccert.edu.cn/spam

@ whois nslookup traceroute samspade.org

@ abuse@domain-name

72

@SMTP

@MAIL FROM

@DATA

@RBL

@

(MAIL FROM RCPT TO)

@HELO/EHLO

@ IP

@ IP

@

(MAIL FROM)

@SMTP

@SMTP

73



@

@IP

@

@ Mail From, Rcpt To

@

@ From, To, Subject

@

@ /URL

@ /

@

@

@

@

74 75

@ Open Relay  
@

@

@

@

@ IP

@

76 77

@http://mail-abuse.org @http://www.spamhaus.org

78

@

@

@

@

@

@ RBL IP

@

@

79



@

@

@

@

@

@

@

@

@

@

@ IPsec IKE 

@ SSL

@

WEB

@

2

@

@

@

@

@ SET
@SET

@SET

@SET

@SET

3

4

@

@

@

@

5

@

@

@

@

@

@

6

@

@

@

@

7



@

@

@

@

@

@

8

@

@

@

@

CA
9

@

@

@

@

@

@

@
10

@

@

@

@

@

@

@

@

11

@

@

@

@

@

@

@

@

@ SSL
SET PKI

12 13

SET SSL S/HTTP S/MIME 

CA

DES



14

@ SET(Secure Electronic Transactions)
Visa Master Card

@SET Internet

@SET

@SET X.509v3

15

@

@

@

@

@

@

@

@

@

@

16

@

@

@

@

@

@ SET X.509v3
RSA

@

@
17

@ (cardholder)
@ (Merchant )
@ (Issuer)

@ (Acquirer)
@ (Payment Gateway)
@ (CA)

18

@ (Issuer),
@

@ (cardholder)
@

@ (Merchant )
@ Internet

Web aquirer
19



@ ( Acquirer )
@

@

@Acquirer 

20

@ ( CA)
@

@ cardholder, merchant , acquire 

@ ( Payment Gateway)
@

@ SET

21

@The customer opens an account

@The customer receives a certificate

@Merchants have their own certificates

@The customer places an order

@The merchant is verified 

@The order and payment information are sent

@The merchant requests payment authorizations

@The merchant confirms the order

@The merchant provides the goods or service

@The merchant requests payments
22

@Step1 (Purchase Request)
@Customer  -> Merchant

@Step2 (Payment authorization)
@Merchant -> payment gateway ->Issuer

@Step3 (Payment capture) 
@Merchant ->payment gateway ->issuer

23

@ Purchase Request)
@

completed order to the customer

@Cardholder Merchant
@ Initiate request : brand of the credit card , ID 

@Merchant Cardholder 
@ Initiate response:  signes with  merchant private key, transaction ID, certificate

@Cardholder verifies the certificate of merchant ,generates PI and OI , 
and places transaction ID into PI, and OI., and then , send Purchase 

@

24

@Cardholder Merchant :  PI, OI

@Merchant Acquirer :  PI
@Payment Information(PI) :Card number , money, etc.

@Order Information(OI):Order details 

@PI OI PI 
OI

25



@

@PI=

@PIMD=PI

@OI=

@OIMD=OI

@H= SHA-1)

@E= RSA

@||=

@KRc=

26 27

28

@

@

@

@ PI, 

@ Es

@

@

@ / /

29

@

@ authorization block

@ authorization block 

@ Payment Block 

@

@ transiaction ID PI

@

30

@

@

@

@ ID

@

@

@

@

@

@

@

@

31



@

@

@

@

@

@

@

@

@

@

@ IPsec IKE 

@ SSL

@

@

2

@Web

@HTTP HTTPS
@HTTPS=HTTP+SSL

@ ARP DNS

@SSL HTTPS ? 

3

@ WEB Tim Berners-Lee
(CERN)

@

Tim 

@

@

5

@1989 3 Tim Berners-Lee

@ (hypertext) Tim Berners-Lee

HTML(HyperText Markup Language)

@Tim Berners-Lee
HTTP(HyperText Transfer Protocol)

@ 1989 Tim Berners-Lee HTTP HTML
Web ( )

WorldWideWeb(WWW) 6

@1991 8 6 Tim Berners-Lee alt.hypertext
WWW WWW

@ WWW HTML
Tim 

Berners-Lee WWW
@ HTML HTML

@ HTTP

@ URL

@WWW
7



@WWW TCP/IP /

@

Web Web
Web

@ Web
Web

8

@HTML/XML

@HTTP

@CGI

@Cookie

@Java , Java Applet/ Servlet

@JavaScript/VBScript

@ActiveX

Web
Server

URL Request

Web Page

DBWeb
Browser

9

@ Web
Web

@

@Web

@Web
Web

@Web

10

@Web

Web

Web

11

@ Web

@

@

Web

@

@

@Web

@Web

@

12

@

@ A
@Basic

@MD

@SSL

@ A
@Access

@GET, POST, Update

@

@Access_log

@Erro_log

@

@

@

@Java Applet

@ActiveX 

@

@IPsec

@SSL/TLS

@MIME/PGP/SET
13



 

  

  

  

 

  

  

 

 

 

  

  

  

 

  

  14

@ Web IP
@ IPSec

@ Web TCP

@ SSL (Security Socket Layer)
TLS (Transport 

Layer Security )

@SSL TLS

15

@

@

@Web SET (Security 
Electronic Trade)

16

TCP

HTTP

IP

SMTP

SET PGP S/MIME

17

@ HTTP(Hyper Text Transfer Protocol)
HTTP

WWW

@HTTP
@

@

18

@

@ HTTP

@

@

@

@ HTTP ARP
DNS

19



@ MITM Man-In-The-Middle attack

@

@ HTTP

@HTTP

@ARP (ARP Spoofing)
20

@ ARP Address Resolution Protocol
MAC IP

@ARP IP-MAC
@ A B IP B MAC

IP B MAC

@ B A IP-MAC
A IP B MAC ******

@ A B B IP-MAC

@ A B

21

@ARP
ARP frame request reply

(victim) ,
(victim)

22

@ 192.168.6.2
MAC

192.168.6.129 MAC
ARP

23

@ arpspoof (192.168.6.130)
(192.168.6.2)

24

@ wireshark
HTTP

25



@

26

@ ARP

27

@ARP DNS

28

@DNS

29

@HTTPS HTTP SSL/TSL

@HTTPS HTTP
@HTTP

HTTPS SSL

@HTTP HTTPS HTTP
80 HTTPS 443

@HTTP
HTTPS SSL+HTTP

30

@ HTTPS ARP
HTTPS SSL

31



@ ettercap
HTTPS

32

@ HTTPS
HTTPS CA

33

@HTTP
DNS /

34

@ https://www.sslserver.com

@HTTP HTTP

@SSL
HTTP

@TCP web server 443 SSL

@SSL TCP

36

@ WIFI HTTPS

37



@

38

@ HTTPS
HTTPS

39

HTTP
cookie

cookie

40

@

cookie

41

@2009 BlackHat Moxie Marlinspike
SSLStrip

@ SSLStrip

@ HTTP 

@ HTTPS HTTP

@ HTTP 

@ HTTPS

@

@

@
42

@ iptables 80 10000
sslstrip 10000 arpspoof arp

sslstrip ettercap

43



@ sslstrip http

https

44

@

Google

45



@

@

@

@

@

@

@

@

@

@

@ IPsec IKE 

@ SSL

@

WEB

@

@

2

@

@

@

@

@

@

@

@ VLAN

3

4 5

@ (Subject)
@

@ (Object )
@

@ (Access)
@

6

@ (s, a, o)
@ Subject Initiator

@ Object Target

@ Access

7



8

@ (ACI)
@

@

@

@ (Authorization)
@

@

9

@

@access control list

@

@capability list

10

@ (S,O,M)
@

@

@

@

M=  S O 2A

11

@ i Si si
si (Capability List)

@ j Oj oj oj
(ACL)

12

@

@

@

@ Profile
@

13



@

@

@

@

14

@ AAA

15

@

@

@

@

@

@

@

@

@

@
16 17

@ (DAC)

@ (MAC) 

@ (RBAC)

18

@DAC Discretionary Access Control

@DAC
@

@DAC

@DAC
@

@ A O B, O
B O

19



20

@MAC Mandatory Access Control

@

@Clearance classification sensitivity 

@Unclassified<confidential<secret<top secret 
@ < < <

@

21

@No Read Up
@Subject

@No write down
@

Object
@Property

22 23

@ (group) G
@G={s1, s2, s3 

@

@

@

@ (Role) R
@R={(a1,o1), (a2,o2), (a3,o3

@

@

@

24

@

@RBAC
@

@

@

@Ravi S. Sandhu Role-Base Access Control Model, Computer, Feb. 
1996

25



26

@ ( Internet)

@

@

@ Internet

@

27

@

@

@

@

28

@

@

@

29

@

@

@

@

@

@

@

@

@

30 31



@

@

@

@

@

@

@

IP

32

@

@

@

@

@ IPSec

33

@

@

@

@

@

@

34 35

@

@ (Service Control)
@ IP

@ (Direction Control)
@

@ (Service Control)
@ VPN

@ (Service Control)
@ Spam Email filter

36

@

@

@

37



@

@

@

@

@

@

@

@

@

@
38

@

@

@

@

@

@

@

@

@ ASIC( )

@ NetScreen FortiNet Cisco

39

@

@ (Packet filtering/screening)

@ (NAT)

@ (Circuit Gateway)

@ (Proxy)

40 41

@

IP

@

@

@

@Checkpoint Cisco PIX

42

@

@

@IP 

@ (TCP, UDP,ICMP, BGP ) 

@TCP/UDP 

@ICMP

43



@

44

@ / ACL

45

@

@deny         192.168.2.0/24

@permit      192.168.2.1

@permit       any 

@

@ deny all

@

@ permit all

46

@

@ Internet Web

47

@Deny Any @Permit Any

48 49



50

@

@

@

@

@ Internet 

@

@

@

@

@ IP

@ IP

51

52

@

@

53

@

@

@ Port Mapping

@

54

@

@ IP

@

@

@ IP
Internet

@

@Log 

@

55



56

@ /
@

@ IP

@

@ /
@ /

@ Socksd 

@

@rfc1928.txt
57

@

@ TCP

@

SYN Flood

@

@

@ UDP

@

socksified

@

@

@ DOS

58 59

@ OSI

@

@

FTP get, put

60 61



@ (Application Gateway)
@ (Proxy) TCP

@

@

62

@ (Adaptive proxy)
@

10

@

@ (Adaptive Proxy Server)

@ (Dynamic Packet filter)

63

@

@

@ Web
(cache)

@

@

Proxy

@

@ /

64 65

@ (Single-Box Architecture)

@ (Screened Host Architecture)

@ (Screened Subnet Architecture)

66

@

@

@ ACL

@

@

@

67



@ (Dual Home Host)
@

@ /

@

@

@ Internet

@

@

68

@

@

@

@

@

@

69

70

@DMZ( Demilitarized zone ), 
@ DNS/Web/Email/FTP/Proxy Server

@

@ DMZ

@

@

@

@ Internet DMZ

@

71

@ Internet

@

@

72 73



@Initial MAC address table is empty

MAC address table

0260.8c01.1111

0260.8c01.2222

0260.8c01.3333

0260.8c01.4444

E0 E1

E2 E3

A B

C D

74

@Station A sends a frame to Station C
@Switch caches station A MAC address to port E0 by 

learning the source address of data frames 
@The frame from station A to station C is flooded out to all 

ports except port E0 (unknown unicasts are flooded)
MAC address table

0260.8c01.1111

0260.8c01.2222

0260.8c01.3333

0260.8c01.4444

E0:  0260.8c01.1111

E0 E1

E2 E3
DC

BA

75

@Station D sends a frame to station C
@Switch caches station D MAC address to port E3 by 

learning the source Address of data frames
@The frame from station D to station C is flooded out to all 

ports except port E3 (unknown unicasts are flooded)
MAC address table

0260.8c01.1111

0260.8c01.2222

0260.8c01.3333

0260.8c01.4444

E0:  0260.8c01.1111
E3:  0260.8c01.4444

E0 E1

E2 E3 DC

A B

76

@Station A sends a frame to station C

@Destination is known, frame is not flooded  

E0:  0260.8c01.1111

E2:  0260.8c01.2222
E1:  0260.8c01.3333
E3:  0260.8c01.4444

0260.8c01.1111

0260.8c01.2222

0260.8c01.3333

0260.8c01.4444

E0 E1

E2 E3

X

X DC

A B

MAC address table

77

@Station D sends a broadcast or multicast frame

@Broadcast and multicast frames are flooded to all ports 
other than the originating port

0260.8c01.1111

0260.8c01.2222

0260.8c01.3333

0260.8c01.4444

E0 E1

E2 E3 DC

A B

E0:  0260.8c01.1111

E2:  0260.8c01.2222
E1:  0260.8c01.3333
E3:  0260.8c01.4444

MAC address table

78

@Bridges terminate collision domains

Collision Domain 1 Collision Domain 2

Broadcast Domain

79



@Multicast, broadcast, and unknown destination events 
become global events

Server A

ARPARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

I need to know 
the MAC 

address for 
Server A

ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP

80

@Broadcasts can consume all available bandwidth

@Each device must decode the broadcast frame

Server A
81

@LAN broadcasts terminate at the router interface

10.1.1.0 10.1.2.0

10.1.3.0

LAN 1LAN 2

LAN 3

82

Segmentation

Flexibility

Security

3rd floor

2nd floor

1st floor

SALES HR ENG

A VLAN = A broadcast domain = Logical network (subnet) 

83

@Each logical VLAN is like a separate physical bridge

@VLANs can span across multiple switches

@Trunks carries traffic for multiple VLANs

Switch A

Green
VLAN

Black
VLAN 

Red
VLAN

Trunk

Fast Ethernet

Switch B

Green
VLAN

Black
VLAN 

Red
VLAN

84

@ VLAN

@ MAC VLAN

@ VLAN
@

@

85



@ VLAN(Port Based)
@

@

@

@

@ VLAN

@ VLAN

86 87

@ VLAN(MAC Based)
@ MAC Address user-

@

@

VLAN

@

@

VLAN

88 89

@

VLAN IP IPX

@ IP
VLAN

@

@

@

@

@

@

( )

90

@

@

@

@

@

@

@ VLAN

@

@

91



@

@

@

@

@

@

@

@

@

@

@ IPsec IKE 

@ SSL

@

WEB

@

@

2

@ (ACL)

@ACL

@ IP ACL

@ IP ACL

@ACL

@ACL(Access Control  List)

@ACL
@

@

@

@

( QoS NAT )

@ IP ACL( 1 99 1300 1999) IP
IP

@ IP ACL( 100 199 2000 2699) IP
IP

@ ACL Access List Type Number Range/Identifier

IP

Standard 1-99 , 1300-1999

Extended 100-199 , 2000-2699

Named Name (Cisco IOS 11.2 and late

IPX

Standard 800-899

Extended 900-999

SAP filters 1000-1099

Named Name (Cisco IOS 11.2. F and later

Segment
(for example, 
TCP header)

Data
Packet
(IP header)

Frame 
Header
(for example, 
HDLC)

Deny Permit

TCP/IP



Segment
(for example, 
TCP header)

Data
Packet
(IP header)

Frame 
Header
(for example, 
HDLC)

Deny Permit

TCP/IP

@

ACL 

13



@ ACL :
1. ACL

2. 

access-list 1 deny 172.30.16.5  0.0.0.0

access-list 1 permit 172.30.16.0  0.0.0.255

access-list 1 deny 192.168.3.1  0.0.0.0

access-list 1 permit 192.168.1.0  0.0.0.255

access-list 1 deny any

@ ACL( 1- 99 1300 - 1999)

@ ACL

@Log ( ) 
5

15

@ 0

@ 1

@ (match all)

19



@ (ignore all)

20

@ IP 172.30.16.0/24  
172.30.31.0/24

21

@ IP 172.30.16.0/24  
172.30.30.0/24

22

@ IP 200.10.5.10 ~ 15

23

25



FTP

Manufacturing

Accounting

SMTP

Telnet

Sales
Internet

@ IP ACL IP @ IP ACL

@ IP ACL( 100- 199 2000 - 2699)

@ ACL

@ 1 tcpmux TCP 
5 rje
7 echo Echo
9 discard 
11 systat
13 daytime 
17 qotd
18 msp
19 chargen
20 ftp-data FTP 
21 ftp FTP
22 ssh Shell SSH
23 telnet Telnet
25 smtp SMTP
37 time 
39 rlp
42 nameserver
43 nicname WHOIS 
49 tacacs
50 re-mail-ck

@ 53 domain BIND
63 whois++ WHOIS++ WHOIS 
67 bootps BOOTP

DHCP
68 bootpc Bootstrap BOOTP

DHCP
69 tftp TFTP
70 gopher Gopher
71 netrjs-1 
72 netrjs-2 
73 netrjs-3 
73 netrjs-4 
79 finger Finger 
80 http HTTP
88 kerberos Kerberos 
95 supdup Telnet 

@ RFC 1700
30

@ 172.16.4.0/24
172.16.3.0/24 FTP

31



32

@ 172.16.4.0/24 172.16.3.0/24
TFTP

33

@ ICMP 

@ ICMP
RFC 792

@ RB PING RA S0/1 RA
PING RB

35

@Cisco IOS 11.2 ACL 

@ ACL

@ ACL
( ACL ACL )

@ ACL ACL

36

@ A Z  Telnet
A IP ACL 

37



38

@

@ IP

@

40

@

ACL 

@

@ deny any
permit

@

@ ACL ( ACL) permit any

@



@

@

@

@

@

@

@

@

@

@

@ IPsec IKE 

@ SSL

@

WEB

@

@

@

2

@

@

@

@

@

@

@

@

3

@

@

@

@

@

@

@

@

@

@

@

@

@

@

@

@Zombie

@

@

4 5

@

@

@

@

@

@

@

6

@

@

@

@

7



8

@

@

@

@

9

@

@

@

@

@

@

@

@

@

@
10

@

@

@

@

@

@

11

@

@

@

12 13



@

@

@

@

@

@

14

@

@

@

@

@

@

@

15

@

@

@

@

@

@

@

16

@

@

@

@

@

@
17

@

@

@

@

@

18

@

@

19



@

@

@

@

20

@

@

@

@

@

@

@

@

@

21

@

@

@

@

@

@

22

@

@

@

23

@

@

@

@

@

@

@

24

@

@

@ IP

25



@

@

@

@

27

28 29

30

@

@

@

31



@

@

@

@

@

@

@

32

@

@

@

@

@ Shell

@ GUI
@ GUI

33

@

@

@

@

@

@

@

@Email

@

@BT

@

@

@2001 Borland
Interbase 

@ ID: politically

@ PW: correct

@

Sun

34 35

@

@ Tim LIoyd
@Tim LIoyd 1000

80 Tim LIoyd 41
200

36 37



@

@

@

@

38

@

@

@

39

@ (
)

@

@

@

@

@

@
40

 

 

              (1) email ( ) 

                                                                            (1)  

              2 OICQ( )                                              

                 (3) Web/FTP/BBS ( )                                      (2) email 

                                                                            (3) UDP  

                  (4) virus/worm( ) 

               (5) /  

                                                                 b   

a    

 

                   (1)                                     (1)  

 

                   

(2)                                      (2)  

                c                                  d   

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

41

@

@Beauty.jpg.exe

@

@

@

@Html
@

@Flash email

@Exe2bmp

@ 42 43



@Zombie Internet
Zombie

@Zombie Web

Internet Web

44 45

@

@

@

46

@

@

@

@

@

@

@

@
47

@

@

48
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and interferes with software 
function or destroys stored information.
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