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作业要求：
布置作业时间：2016年12月19日
提交作业期限：2017年01月02日

提交作业方式：网络学堂（请以本文件为模板写作业）
迟交与未交的作业都按照零分计算
本次作业在课程最终成绩中记20分
作业题目：体验配置安全的网络
下面共有6个任务（5个必做，1个可选），请认真阅读任务说明，在Packet Tracer中完成任务，并提交详细的实验报告。
请在提交的实验报告中，说明工作原理、解决方案和配置步骤。也可以利用Packet Tracer截图辅助说明。

实验报告：

任务1：
	IP地址分配方案中的两个被遮盖的地方应该为：
	Router2 Serial0/0/1 处的IP值应为：23.1.1.2
	PC1处的Gateway值应该为：192.168.2.1
	出错的地方是最后一行Laptop0处的Gateway值，应改为192.168.3.1

任务2：
	参照题目给出的以己任务1中的更正，列出IP地址分配方案（见下页）。
	按照给出的网络拓扑图，建立以下连接（也见下页，初始时并不都是绿色，此图为全部配置好之后的截图）。
	选用的交换机为2960-24TT，路由器统一为1841型号。
	需要对终端和路由器分开进行配置，对于终端配置IP地址，子网掩码和网关三个值；对于路由器只需配置相应端口的IP地址和子网掩码即可。
在连线过程中需要注意与地址分配表上的端口保持一致。





	Device
	Port
	IP
	Mask
	Gateway

	Router1
	Fast0/0
	192.168.1.1
	255.255.255.0
	

	
	Serial0/0/0
	12.1.1.1
	255.255.255.0
	

	Router2
	Serial0/0/0
	12.1.1.2
	255.255.255.0
	

	
	Serial0/0/1
	23.1.1.2
	255.255.255.0
	

	Router3
	Serial0/0/1
	23.1.1.3
	255.255.255.0
	

	
	Serial0/1/0
	34.1.1.3
	255.255.255.0
	

	
	Serial0/1/1
	35.1.1.3
	255.255.255.0
	

	Router4
	Serial0/0/0
	34.1.1.4
	255.255.255.0
	

	
	Fast0/0
	192.168.2.1
	255.255.255.0
	

	Router5
	Serial0/0/0
	35.1.1.5
	255.255.255.0
	

	
	Fast0/0
	192.168.3.1
	255.255.255.0
	

	Server0
	Fast0
	192.168.1.3
	255.255.255.0
	192.168.1.1

	Pc0
	Fast0
	192.168.1.4
	255.255.255.0
	192.168.1.1

	Pc1
	Fast0
	192.168.2.3
	255.255.255.0
	192.168.2.1

	Laptop0
	Fast0
	192.168.3.3
	255.255.255.0
	192.168.3.1



IP地址分配方案表

[image: ../Snip20170102_4.png]
配置完成后的网络结构图

以下以截图的形式对具体配置终端和路由器的过程进行说明。
	对于终端，在以下两个位置进行配置：






[image: ../Snip20170102_10.png]

网关的配置

[image: ../Snip20170102_11.png]

IP地址和子网掩码的配置




	对于路由器，首先要在断电情况下加上两个WIC-2T元件，这样才有足够的端口。[image: ../Snip20170102_12.png]

	之后只要在相应端口设置IP地址和子网掩码即可，需要注意的是打开On开关才可激活端口。[image: ../Snip20170102_13.png]

这样就完成了网络的铺设。

任务3：
设置安全口令的过程如下：（我是按照先设置password2，然后设置password1，最后password3的顺序来设置的）。

[image: ../Snip20170102_6.png]
用户模式进入特权模式的口令 password2

[image: ../Snip20170102_8.png]
通过 console 口进入用户模式的口令 password1

[image: ../Snip20170102_9.png]
通过 telnet 方式登录路由器的口令 password3

可以通过在PC0上通过命令行使用telnet方式访问服务器来确认是否设置正确（见下页截图）。

[image: ../Snip20170102_5.png]

任务4：
先对Router3进行以下配置：
[image: ../Snip20170102_14.png]

然后配置Router4的静态路由：
[image: ../Snip20170102_16.png]

最后是Router5的静态路由配置：
[image: ../Snip20170102_17.png]

即完成该任务要求。
验证如下：
	[image: ../Snip20170102_18.png]
上图为从PC1 ping Laptop0，反之同理。

任务5：
	我发现的问题是：
	Router2和Router3是位于公网中的，而内网的信息要通过公网传播会有安全隐患，所以此处需要使用VPN实现内网通信。

	首先设置静态路由表（如Router设置为0.0.0.0/24 via 12.1.1.2，其他同理），然后进行VPN的配置。
	以Router1和Router4之间的设置为例，截图如下L：
	[image: ../Snip20170102_19.png]
[image: ../Snip20170102_20.png]

以上过程为先选择isakmp策略，然后设置加密和hash算法，再设置ACL与map的映射。
在Router4上同理进行配置，即搭好其间的vpn通道。同样的方法可以连接Router1和Router5，以及Router4和Router5。这样三地之间就可以实现连通。
以PC1 ping laptop0和PC0 ping PC1为例，验证如下：
[image: ../Snip20170102_23.png]
PC1 ping laptop0

[image: ../Snip20170102_24.png]
PC0 ping PC1

附加任务：
	给Router1加上ACL即可，配置指令如下：
	[image: ../Snip20170102_26.png]

验证：PC1小王电脑PC1的IP地址192.168.2.3，小李电脑PC2的IP地址192.168.2.4
如下图，PC0与PC1无法连通，但和PC2可以联通
[image: ../Snip20170102_25.png]


而PC1可以与其他电脑（如IP地址为192.168.1.5的电脑）连通。
[bookmark: _GoBack]如下图：
[image: ../Snip20170102_27.png]
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Password:

Router>enable

Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #interface FastEthernet0/0

Router (config—if)#

capwop=P 1




image6.png
Router (config-if) #enable password password2

Router (config) #exit

Router#

%$SYS-5-CONFIG I: Configured from console by console

Router#exit
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Router>en

Password:
Router#conf

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #line con 0

Router (config-line) #password passwordl

Router (config-line)#login

Router (config-line)#exit

Router (config) #

Router (config) #exit

Router#

%SYS-5-CONFIG I: Configured from console by console

Router#exit
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User Access Verification

Password:

Router>en

Password:

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #line vty 0 4

Router (config-line) #password password3

Router (config-line)#login

Router (config-line)#exit

Router (config) #

Router (config) #exit

Router#

%SYS-5-CONFIG I: Configured from console by console
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PC>telnet 192.168.1.1
Trying 192.168.1.1 ...Open
User Access Verification

Password:
Router>|
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Router3 (config) #ip route 192.168.2.0 255.255.255.0 31.1.1.4
Router3 (config) #ip route 192.168.3.0 255.255.255.0 35.1.1.5
Router3 (config) #ip route 192.168.2.0 255.255.255.0 34.1.1.4
Routers3 (config) #l
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Router4 (config-if) #ip route 192.168.3.0 255.255.255.0 34.1.1.3
Router4 (config) #
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Router5 (config) #ip route 192.168.2.0 255.255.255.0 35.1.1.3
Routers (config) #
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PC>ping 192.168.3.3
Pinging 192.168.3.3 with 32 bytes of data:

Reply from 192.162.3.3: bytes=32 time=8ms TTL=125
Reply from 192.168.3.3: bytes=32 time=2ms TTL=125
Reply from 192.168.3.3: bytes=32 time=éms TTL=125
Reply from 192.168.3.3: bytes=32 time=2ms TTL=125

Ping statistics for 192.168.3.
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 2ms, Maximum = 8ms, Average = 4ms
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Router (config) §crypte isakmp policy 10

Router (config-isakmp) fencryption des

Router (config-isakmp) #has mdS

Router (config-isakmp) authentication pre-sahre

% Invalid input detected at '~' marker.

Router (config-isakmp) fauthentication pre-share
Router (config-isakmp) §group §
Router (config-isakmp) fexit
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outer (config) #crypto isakmp key hehe address 34.1.1.4
outer (config) #access-list 101 permit ip 192.168.1.0 0.0.0.255 192.168.2.0
.0.0.25%
outer (config) fcrypto ipsec transform-set VEN-SET esp-des esp-mdS-hmac
outer (config) #crypto map VEN-MAP 1 ipsec-isakmp

NOTE: This new crypto msp will remain disabled until a peer

and a valid access list have been configured.

outer (config-crypto-map) #set peer 34.1.1.4
outer (config-crypto-map) #set transform-set VEN-SET
outer (config-crypto-map) #match address 101
outer (config-crypto-map) gexit
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PC>ping 152.168.3.3
Pinging 192.168.3.3 with 32 bytes of data:

Request timed out.
Reply from 192.168.3.3: bytes=32 time=12ms TTL=126
Reply from 192.168.3.3: bytes=32 time=12ms TTL=126
Reply from 192.168.3.3: bytes=32 time=13ms TTL=126

Ping statistics for 192.168.3.3:
Packets: Sent = 4, Received = 3, Lost = 1 (25% loss),
Approximate round trip times in milli-seconds:
Minimum = 12ms, Maximum = 1Sms, Average = 12ms
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PC>ping 192.168.2.3
Pinging 192.168.2.3 with 32 bytes of data:

Request timed out.
Reply from 192.168.2.3: bytes=32 time=12ms TTL=126
Reply from 192.168.2.3: bytes=32 time=12ms TTL=126
Reply from 192.168.2.3: bytes=32 time=18ms TTL=126

Ping statistics for 192.168.2.3:

Packets: Sent = 4, Received = 3, Lost = 1 (25% loss),
Approximate round trip times in milli-seconds:

Minimum = 12ms, Maximum = 18ms, Average = l4ms
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access-list 103 deny ip host 192.168.1.4 host 192.168.2.3
access-list 103 permit ip any any

interface Serial0/0/0

ip address 12.1.1.1 255.255.255.0
ip access-group 103 in

ip access-group 103 out

clock rate 2000000
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PC>ping 192.168.2.3
Pinging 192.168.2.3 with 32 bytes of data:

Reply from 152.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.
Reply from 152.168.1.1: Destination host unreachable.
Reply from 152.168.1.1: Destination host unreachable.

Ping statistics for 192.168.2.
Packets: Sent = 4, Received

D, Lost = 4 (100% loss),

PC>ping 192.168.2.4
Pinging 192.168.2.4 with 32 bytes of data:

Reply from 192.168.2.4: bytes=32 time=éms TTL=126
Reply from 152.168.2.4: bytes=32 time=léms TTL=126

Reply from 192.168.2.4: bytes=32 time=éms ITI
Reply from 192.168.2.4: bytes=32 time=éms TTL=126

Ping statistics for 192.168.2.4:
Packevs: Sent = 4, Received = 4, Lost = D (0% loss),

Approximate round trip times in milli-seconds:
Minimum = Gms, Maximum = léms, Average = Bms
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PC>ping 152.168.1.5

Pinging 152.168.1.5 with 32 bytes of data:

Reply from 192.168.1.5: bytes=32 time=1Sms TTL=126
Reply from 192.168.1.5: bytes=32 time=Zlms TTL=126
Reply from 192.168.1.5: bytes=32 time=1Sms TTL=126
Reply from 192.168.1.5: bytes=32 time=1%ms TTL=126

Ping stavistics for 192.168.1.
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss)
Approximate round trip times in milli-seconds:
Minimum = 15ms, Maximum = Zlas, Average = 17as
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