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MBS BEHHE. F config REHFHTUEE serial 7.

MODULES [« | Physical Device View
HWIC-2T Zoom In | Original Size | Zoom Qut |
HWIC-4ESW — p—
HWIC-BA G --‘ i
HWIC-AP-AG-B i :iww H ui
WIC-1AM FF
WIC-1EMNET
WIC-1T
WIC-2AM
WIC-2T
WIC-Cover
4| |
Customize — f..., — f....,
Icon in . “r o
=] Physical View
The HWIC-2T is a Cisco 2-Port Serial High-Speed WAN Interface Card, k_ i_‘ '*
providing 2 serial ports.

3.R2E console\enable\telnet &

routerl (config)#line console O

routerl (config-line) fpassword console
routerl (config-line) f#login
routerliconfig-line) fenable secret snable

2 & console Z&1g

routerl (config)fienable secret enable + -
routerl (config)#line vy 0 4 Re B IRAER
rn:uuterlI:r:n:infj:_g—lJ:_nE:l#pas?JDrd telnet S telnet 5= 210
routerl (config-linej flogin

User Aecess Teritieacion  RHFEBAER, FELWA console g, BiA enable &
Password: EE"’

routerl>enable

Password:

ru:uut.erl#l

ZZD%EE%AE‘,FEEI’J% AEEENRE. AT REFNEXNZBIEE, AFZ"enable secret
Y, EFEZER SN, FRLALEA "enable password xxx” &£.
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Physical Config I ELT |

GLOBAL _I
Settings

RiRE{E

*ift . PE

Static Routes

Algorithm Settings Network |

ROUTING
Static

Mask |

Py Next Hop |

SWITCHING
VLAN Database
INTERFACE

Add

FastEthernet0/o Metwork Address

FastEthernet0/1 192.168.2.0/24 via 34.1.1.4
Serial0/0/0
Serial0/0/1
Serial0/1/0

Serial0/1/1

192.168.3.0/24 via 35.1.1.5

[

routerd §7518H

|Network Address

192.168.2.0/24 via 35.1.1.3

Remove |
route I’5 ﬁ%/u\ﬁg EH

Network Address

192.168.3.0/24 via 34.1.1.3

i - . - =uwntenl =
=lolx
- Physical | Config Desktop I Software;’Servicesl
N | =S T = gl e |

Command P

PCrping 1592 168.2_ 3ping 192.

Pinging 192_16B.2.3 with 32 bytes of data:
Reply from 192_16B.Z2._
Reply from 152 _16B.2_
Reply from 192_16B.Z2._
Reply from 152 _16B.2_

: bytes=3Z time=Zms TTL=125
: bytes=32 ti TTL=125
: bytes=32 TTL=1Z5
: bytes=32 TTL=125

Ping statistics for 192_1&68.2_3:
Parkets: Sent = 4, Received = 4, Lost = D (D%
Approximate round trip times in milli-seconds:
Hinimom = Zms, Maximom = 3ms, Average = Zms

PCrping 192_168.2.3

Pinging 192_16B.2.3 with 32 bytes of data:

Reply from 192_16B.Z2._
Reply from 152 _16B.2_
Reply from 192_16B.Z2._

Reply from 152 _16B.2_

: bytes=3Z time=9ms TTL=125
: bytes=32 time=Oms TTL=125
: bytes=3Z time=Zms TTL=125
: bytes=32 time=3ms TTL=125

Ping statistiecs for 192 _16B.2_3:
Parkets: Sent = 4, Received = 4, Lost = D (D%
Approximate round trip times in milli-seconds:
Hinimom = Zms, Maximom = Sms, Average = 5Sms

loss),
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laptop0  #0
ping @7 !
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Physical ] Config Desktop l Software/Services ]

PC>ping 19Z.16B.2.3
Pinging 152_16B_.2_3 wicth 37 byces of data:

Reguest timed out
bytes=32 time=1lms TTL=127&
bytes=32 time=27ms TTL=12&
bytes=327 time=6ms TTL=12&

Ping statistics for 192.16B.2.3:

Packets: Sent = 4, Receiwved = 3, Lost = 1 ([25% loss),
Approximate round trip times in milli-seconds:

Hinimom = 6ms, Maximom = 2Zms, Average = 13ms

PCrping 1927 _16B.2.3
Pinging 192 _16B.2_3 with 37 bytes of data:
Reply from 192_1&6B.
Reply from 152 _16B.

Reply from 152_1&6B.
Reply from 192_1&B.

time=Tms TTL=12&

32 time=11ms TTL=12&
time=Z73ms ITL=1Z&
byces=32 time=15ms TTL=12Z&

M MNMNMN

Ping stakistics for 192 _16B_2_3:

Parkecs: Sent = 4, Received = 4, Lost = D (D% loss),
Approximate round trip times in milli-seconds:

Minimom = Tms, Maximom = Z23ms, Average = lims

PC1 ping ServerO(ER-1tR)
=lol x|

Physical ] Config Desktop l Sof‘tware_a’Services]

Reply from 1592 _168_1._
Reply from 192 _168_1._

Ping statistics for 192_16B._1_3:

Parkecs: Sent = 4, Received = 3, Lost = 1 (25% loss),
Approximate round crip times in milli-seconds:

Hinimom = Tms, Haximuom = Z23ms, Average = 13ms

PC>ping 192.16B.1.3

Pinging 192 _16B.1.32 with 32 bytes of data:

BReply from 192 _168_1_3: bytes=32 time=15ms TTL=1Z&
Reply from 152 _168_1._ bytes=32 cime=1Tms TTL=12&
BReply from 152_16B8_1_3: bytes=32 cime=6ms TTL=12&
BReply from 152_16B8_1_3: bytes=32 cime=6ms TTL=12&

Ping statistics for 192_1&8.

Parkets: Sent = 4, Received = 4, Lost = 0 (D% loss),
Approximate round trip times in milli-seconds:

Hinimom = éms, Maximom = 1Tms, Average = llms

PC1 ping LaptopO(@=R-Li8)
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plOg 2. 1eB_3. -

Pinging 192.168.3.3 with 32 bytes of data:

Reply from 192_18B_3_3: bytes=37 time=Bms TTL=12&
Reply from 192_1&B_3_3: bytes=37 time=4ms TTL=12&

Ping stacistics for 192 _168B.3_3:
Parkets: Sent = 4, Received = 2, Lost = 2 (50% loss),
Approximate round trip times in milli-seconds:
Hinimom = 4ms, Maximom = Bms, Average = Gms

PC>ping 197 _168_3_3

Pinging 192 _16B.3_.3 with 32 bytes of data:

Reply from 192_1&B_.3.3: byces=3Z cime=5ms TTL=12&
Reply from 192_.18B.3.3: bytes=3Z time=dms TTL=1Z2&

Reply from 192_16B_3_3: bytes=37 time=l1lms TTL=127&
Reply from 192_16B_3_3: bytes=37 time=léms TTL=127&

Ping stacistics for 192 _168B.3_3:

Parkets: Sent = 4, Rereived = 4, Lost = 0 (D% loss),
Approximate round trip times in milli-seconds:
Minimom = 4ms, Maximom = léms, Average = Sms

LaptopO Ping PCO( LiB-1tR)

=lolx

Physical ] Config Desktop l Software/Services ]

T T A e [ e O I T M A === |

PC>ping 192_16B_1.4

Pinging 192_16B_1.4 with 327 bytes of data:

Reply from 197 _16B_1_4: bytes=32 cime=25ims TTL=1Z&
Reply from 152 _16B_.1.4: bytes=3Z cime—=&ms ITL=12&

Ping stacisties for 192_16B.1_4:

Parkets: Sent = 4, Rereived = 2, Lost = Z (50% loss),
Approximate round trip times in milli-seconds:

Hinimom = &ms, Maximom = Z25ms, Average = l5ims

PC*ping 192_168_1.4

Pinging 192_16B_1.4 with 327 bytes of data:

Reply from 197 _16B_1_4: bytes=32 cime=27ms TTL=1Z&
Reply from 152 _16B_.1.4: bytes=3Z cime—=&ms ITL=12&

Reply from 197 _16B_1_4: bytes=32 cime=6tms TTL=12&
Reply from 152 _16B.1.4: byctes=32 cime=15ms TTL=1Z&

Ping stacisties for 192_16B.1_4:

Parkets: Sent = 4, Received = 4, Lost = 0 (D% loss),
Approximate round trip times in milli-seconds:
Hinimom = &ms, Maximom = Z?7ms, Average = 17ms

Jl

BIEPRERAENE, EERIEAERI] IPSec tHHE.
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Routerl:
crypto isakmp policy 1
hash md5

authentication pre-share

crypto isakmp key hello address 34.1.1.4
crypto isakmp key hello address 35.1.1.5

crypto ipsec transform-set testtag ah-sha-hmac esp-des

crypto map test 10 ipsec-isakmp
set peer 34.1.1.4

set transform-set testtag

match address 101

crypto map test 11 ipsec-isakmp
set peer 35.1.1.5

set transform-set testtag

match address 102

interface FastEthernet0/0
ip address 192.168.1.1 255.255.255.0

duplex auto
speed auto

interface Serial0/0/0

ip address 12.1.1.1 255.255.255.0
clock rate 2000000

crypto map test

ip route 0.0.0.0 0.0.0.0 12.1.1.2

access-list 101 permit ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0.255
access-list 102 permit ip 192.168.1.0 0.0.0.255 192.168.3.0 0.0.0.255

Router2

interface Serial0/0/0
ip address 12.1.1.2 255.255.255.0

interface Serial0/0/1
ip address 23.1.1.2 255.255.255.0
clock rate 2000000

ip route 34.1.1.0 255.255.255.0 23.1.1.3
ip route 35.1.1.0 255.255.255.0 23.1.1.3

ip route 12.1.1.0 255.255.255.0 12.1.1.1
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Router3

interface Serial0/0/1
ip address 23.1.1.3 255.255.255.0

interface Serial0/1/0
ip address 34.1.1.3 255.255.255.0

interface Serial0/1/1
ip address 35.1.1.3 255.255.255.0

ip route 34.1.1.0 255.255.255.0 34.1.1.4
ip route 35.1.1.0 255.255.255.0 35.1.1.5

ip route 12.1.1.0 255.255.255.0 23.1.1.2

Router4

crypto isakmp policy 1
hash md5

authentication pre-share

crypto isakmp key hello address 12.1.1.1
crypto isakmp key hellol address 35.1.1.5

crypto ipsec transform-set testtag ah-sha-hmac esp-des

crypto map test 10 ipsec-isakmp
set peer 12.1.1.1

set transform-set testtag

match address 101

crypto map test 11 ipsec-isakmp
set peer 35.1.1.5

set transform-set testtag

match address 102

interface FastEthernet0/0
ip address 192.168.2.1 255.255.255.0

duplex auto
speed auto

interface Serial0/0/0

ip address 34.1.1.4 255.255.255.0
clock rate 2000000

crypto map test

ip route 0.0.0.0 0.0.0.0 34.1.1.3
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access-list 102 permit ip 192.168.2.0 0.0.0.255 192.168.3.0 0.0.0.255

access-list 101 permit ip 192.168.2.0 0.0.0.255 192.168.1.0 0.0.0.255

Router5

crypto isakmp policy 1
hash md5

authentication pre-share

crypto isakmp key hello address 12.1.1.1
crypto isakmp key hellol address 34.1.1.4

crypto ipsec transform-set testtag ah-sha-hmac esp-des

crypto map test 10 ipsec-isakmp
set peer 12.1.1.1

set transform-set testtag

match address 101

crypto map test 11 ipsec-isakmp
set peer 34.1.1.4

set transform-set testtag

match address 102

interface FastEthernet0/0
ip address 192.168.3.1 255.255.255.0

duplex auto
speed auto

interface Serial0/0/0

ip address 35.1.1.5 255.255.255.0
clock rate 2000000

crypto map test

ip route 0.0.0.0 0.0.0.0 35.1.1.3

access-list 102 permit ip 192.168.3.0 0.0.0.255 192.168.2.0 0.0.0.255
access-list 101 permit ip 192.168.3.0 0.0.0.255 192.168.1.0 0.0.0.255

NHBMNE

&R AR G0 T E.

Hh PCO BFAVEM, ip ik 192.168.1.4
PC3 AE&GHAM, ip ik} 192.168.1.5

PCl a/NEEEMX, ip tit 192.168.2.3

PC2 Jo/NZFHEafx, ip #o4t)9 192.168.2.4
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Command Prompt X

PC>ping 197

Pinging 192 _16B.2_3 with 32 bytes of data:-

Packets:

Packecs:

Hinimom =

Beply from 192
Beply from 192
Beply from 192
Reply from 192

Ping statistics for
Sent. = 4, Received = D, Lost = 4 (lDD% loss),

PC>ping 192.16B.2

Pinging 192 _168B.2

Reply from 192
Reply from 192
Reply from 192
Reply from 192

Ems,

1leB._1_1:
1leB._1_1:
1leB._1_1:
168.1.1:

-4

leB._Z.
leB._Z.
leB._Z.
leB._Z.

192

Destination host
Destination host
Destination host
Destination host

1eB.Z2_3:

unreachable_
unreachable_
unreachable_
unrearhable.

with 32 bytes of data:

: bytes=32
: bytes=32
: bytes=32
: bytes=32

Ping statistics for 1592_16B.2_4:
Sent = 4, Received = 4, Lost = 0 (D% loss),
Approximate round crip times in milli-seconds:

Haximom = lems,

time=bms TTL=1Z2&
time=lems TTL=1Z&
time=bms TTL=1Z2&
time=bms TTL=1Z2&

Average = Bms
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Command Prompt »
Parkets: Sent = 4, Received = 0, Lost = 4 (1DD% loss),

PC>ping 192 _16B.1.4

Pinging 192 _16B_1_4 with 37 bytes of data-

Reguest timed out.

Reguest timed out.

Reguest timed ouk.

Reguest timed ouk.

Ping stacistics for 192 _168.1_4:
Parkets: Sent = 4, Received = 0, Lost = 4 [1DD% loss),

PC>ping 197_16B.1_5

Pinging 192_16B.1.5 with 32 bytes of data:

Reply from 192 _16B_1_5: bytes=37 time=15m=s TTL=1Z&
bytes=37 time=7Ims TTL=12&

: bytes=3Z time=15ms TTL
Reply from 15._ 16B.1.5: bytes=3Z time=19ms TTL=1Z&

Ping statistirs for 192 _168B_1_5:

Pacrkets: Sent = 4, Received = 4, Lost = D (D% less),
Approximate round trip times in milli-seconds:

Hinimom = 15ms, Maximom = Zlms, Average = 1lTms

L A - h
d | B

LU AE A KEEE Routerl il £ ACL.

access-list 103 deny ip host 192.168.1.4 host 192.168.2.3
access-list 103 permit ip any any

interface Serial0/0/0
ip address 12.1.1.1 255.255.255.0

ip access-group 103 in
ip access-group 103 out
clock rate 2000000

10



