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IP Configuration
Interface FastEtharnet) =
1P Configuration
O DHEP ® static
1P Address 1192.168.1.3
Subret Mask 1255.255.255.0 ]
Default Gateway  [192.168.1.1
DNS Server
1Pv6 Canfiguration
) DHCP O Auto Config # Static
1Pv6 Address [ /
Link Local Address  FEBO::2E0:A3FF:FE46:34E 1
1Pv6 Gateway
1Pv6 DNS Server
« 1 |
=1 gSin .
e) BLEMHEmMIKAS ip
Router>enable —m——
Routerf#confi term
Enter configuration commands, one per line. End with CNIL/Z. 2411
Router (config) #int £0/0 Roiftert
Router (config-if) #ip add 192.168.1.1 255.255.255.0
Router (config-if) #no shut
Router (config-if)§
$LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up Z T
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Part 2 : AMMELSE

1. 4 Routerl ZEEEFOS

a) 1®EHI®BIL console OFANFAFAERNOS

Router [config)#lins consols 0O
Router [config-line) #password G& (JBIgOviwi45380
Router [config-line) §

b) RERABEIHANBIENOS !

i NP ——
Router (config) #enable password *ENSG_HS#U()jrcs543
Router (config) #

c) B telnet AREXIEHBNOSL

Router (config) #line comsole 0
u nfig=-line)#login
fig-line) #line vty 0 4
config-line) §pasavord ) (BJU)NEOITOE34341
er (config-line)§

@i show running-config EF®HL, o WELHAXERFME

Routerfshow running-config
Building configuration...

Current configuration : 574 bytes
1

version 12.4

no 22rvice tCimestamps log datetime msec
no service timestamps debug datetime maec
no service password-encryption

'

nostname Routsr

'

eznable password *&NSG_HE#U()jrt543

line comn 0O
password G& (JBIglvijuj45390
login "
T

line aux 0O
i

line voy 0 4
password ) (BJU)HGOIT98345il
login P

2. EREXEAGFHEERD
LA E X IR RN, EABXEMEER, BIEMm< service password-

encryption.

Routerfconf term

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #service password-encryption

Router (config) $#end

Routers$

BX{EH show running-config & FE & X :



Routerf#show running-config
Building configuration...

Current configuration : 1036 bytes

'

version 1Z.4

ne service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption

1

hostname Router
1

enable password 7 OB6BORE04DIE3R3IFS648354C6321363C686171

1
!
line com 0
Ensaucrd T 08060A06233B2C10421D061120TFT1TBEAES

1o
1

line aux O
'
line wty O 4
password 7 0BEB046EZ3ZC4C39352425537373777TCI83CIE

! ___“ﬁ‘-‘-h“‘h___ _-J

TUEE, A NERESNE XN FHEE T ERERNEEXS. i, HESmes
MEEXHEZEN, KAFLERE.

Part 3: ERIIMNIEFERERE

1. RERARVERSIEER
T ERITECE, U Routerl MECE ABI, KFTH F7AH Routerl HikFIMER £ HRECE RS
=8

Router#

Routerfconfigure terminal

Enter configuration commands, one per line. End with CHIL/Z.
Router (config)#ip route 1%2.168.2.0 255.255.255.0 2
Router (config) #ip route 192.168.3.0 255.255.255.0 1
Router (config) #ip rouce 10.2.3.0 255.255.255.0 10.1.2.2
Router [config) #

2. &t show ip route BEIKHAFK :

Routerl:

Router#show ip route
Codes: C — connected, 5 — stacic, I — IGRP; R — RIP; M - mobile, B - BGP
D - EIGRP, EX - EIGRF external, O - OS5PF, IR - OS5FF 1lnter area
Hl - O5PF N55R excernal type 1, HZ - O5SPF H55A excernal cype 2
El - OSPF external type 1, EZ - O5PF external type 2, E - EGP
i - I5-1I5, L1 - IS-I5 level-1l, LZ - I5-I5 lewel-Z, ia - IS-IS
inter area
* — candidate default, U - per-user stcatlc route, o — ODR
P - periodic downloaded static route

Gateway of last resort iz not act

10.0.0.0/24 18 subnstted, I subnets

c o 2.0 is directly conmectsd, FastEthermet(/1l

= 10 3.0 [1/0) wia 10.1.2.2

c 152.168.1.0/24 is directly connected, FastEthernetl/0

] 192.168.2.0/24 [1/0] wia 10.1.2.2

3 192.168.3.0/24 [1/0] wia 10.

Routszf i




Router2:

I5-I5 level-I, ia

¥ stacic route, o - ODR

Gateway of laat reac
10.0.0.0/24 1is s
10.1.2 is

Router3:

i, 5 - static, I - IGRP, R | M - mobi B - BGP
P, EX - EIGRP =xt
NSSA exter 3

PF extermnal type 2,

LZ = I5-I5 level-Z, ia - IS-IS

= default, O - per

downloaded static

stacic rouce, o - ODR

Gateway of last reaocrt is not set

3. B ping 5%

X PCO ping laptop2 A4 :

23K, EmNREZEYT I ping B,

Part 4 : BHRIREFWETRORIE

1. 7 Routerl 1 Router2 Z [EEH1—55EE, &8 A HEsHERE. FRES 11RE ip.

T &4 Routerd fyim0 ip XE

10.0.0.0/24 ia subnetted, Z subnets
10.1.3.0 is directly ected, FastEthernscd/0

iz directly connsctad 1

+ FastEthernscd/]



2. ECE Routerl, Router2 #Routerd (EHZK :

Routerl FRILIR E metric KM EMER, MLIEEFEE Router2 FTEEMERE, HX
1% $¥ Routerd FRTERR1E. Router2 EIE, fLICiEIFEIE Routerl, HRIEFE Routersd.

B RIEES 3 B route REMTHH metric B935S, FRIRIN Routerd AKX AIEEH .

X E ) Routerl 415, Router2 [EIE :

e g ————

Router (config) #no ip route 192.168.2.0 255.255.255.0 10.1.
Router (config) #no ip route 192.168.3.0 255.255.255.0 10.1.
Router (config) #no ip route 10.2.3.0 255.255.255.0 10.1.
Router (config) #ip route 192.168.3.0 255.255.255.0 10.1.
Router (config) #ip route 1%2.168.2.0 255.255.255.0 10.1.
Router (config) #ip route 10.2.3.0 255.255.255.0 10.1.2.2 1

S
S ]

T
[ T O I |
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Router (config) #ip route 1%2.168.2.0 255.255.255.0 10.1.3.2 2
Router {config) #

Router (config) #ip route 152.168.3.0 255.255.255.0 10.1.3.2 2
Router (config) #ip route 10.2.3.0 255.255.255.0 10.1.3.2 2

Mlmeede m e e B 5 ek B

Routerd MEaSEEAREEEES 3, BEEFRFNT

10.0.0.0/24 iz subnetted, 2 subnets

cC 10.1.3.0 is directly connected, FastEthernetd/0
cC 10.1.4.0 is directly connected, FastEthernetd/1
= 192.168.1.0/24 [1/0] via 10.1.3.1

= 192.168.2.0/24 [1/0] via 10.1.4.1

= 192.168.3.0/24 [1/0] via 10.1.4.1

T A £

Laptop-#T
Laptopd

{#F PCoO =35 Ping Laptop3 :

2 with 32 bytes of

v from
vy from
v from
v from

% loss),

Minimum = lms,



Part 5: AREHEITR

1. R51F PCo F1 PC1 %f Laptop3 iA[a) :
AV —FRIRICENX Laptop3, AU Laptop3 AYFRICEIIA PCO 1 PC1.
access-1list 102 permit ip 192.168.1.2 0.0.0.0 192.168.3.3 0.0.0.0
access-1list 102 permit ip 192.168.2.2 0.0.0.0 192.168.3.3 0.0.0.0
access-list 103 permit ip 192.168.3.3 0.0.0.0 192.168.1.2 0.0.0.0
access-list 103 permit ip 192.168.3.3 0.0.0.0 192.168.2.2 0.0.0.0
2. 53 Servere ping, {BIiEiAM
SUF Servere AYIR X EIA Laptop3, B R 21 Laptop3 iR [E 49 ICMP g SCi@id Router3
access-1ist 102 permit ip 192.168.1.3 0.0.0.0 192.168.3.3 0.0.0.0
ip inspect name cbac_icmp icmp
int Fao@/0
ip inspect cbac_icmp in
(GF : IXE {4 FaB/0 3 Router2 5 Router3 #8394 1 Router3 fiH &)
3. AFERNES Laptop2 B1E :
access-1list 102 permit ip any 192.168.3.2 0.0.0.0
access-1list 103 permit ip 192.168.3.2 0.0.0.0 any
4. yFH access-list :
int Fae/e
ip access-group 102 in

ip access-group 103 out

M

1£ Laptop@ H1 ping Laptop3 :



%

Physical Config Desktop Software/Services

Reply from 1
1y from 1
ly from 1
1y from 1

1y from 1
Reply from 1

7 PC1 #1 ping Laptop2 #1 Laptop3 :

[

~

Physical Config Desktop Software/Services

¥ Server9 F ping Laptop2 #1 Laptop3 :

P

Physical Config Services Desktop Software/Services

—

TTL=1

25
25




Part 6 : | i 3E1TE% & I

W RIP Y ¢
EZ & Routerl :

Router (config) #router rip

Eouter (config-router) #network 1%2.168.1.0
Eouter (config-router) #network 10.0.0.0
Router (config-router) #

B2 & Router2 :

Router (config) #router rip
Eouter (config-router) #network 152.168.2.0
Router (config-router) #network 10.0.0.0

EZ & Routers3 :

Router (config) #router rip
Router (config-router) #network 152.168.3.0
Router (config-router) #network 10.0.0.0
AT
o

Physical Config Desktop Software/Services

e —— ——— —— (g—1

Command Prompt

FP
FP
FP
F
F
P
=
=
FP
FP
FP

ng 192.

Pinging 192.168.1.2 with 32 bytes of data:

)% loss),

Part 7 : IPSec VPN EE#k/A N

IAFESE e AN, FEEFHFSEANT



=
=

L

X i\ #  Routers S
#2811 - ~.

e ," 2811 N
-~ ~.,
//Rnuter4 \\\ e ~G
4 . e S~
/s ~. - W

7 p— L
7’ ’i p

=

Al - :
e mmem—— 2411 Roufer3
5 Royterz

. 206A-14TT
itch2
2960-MTT
witch!

- Laptop-PT
D Laptop-PT ptop
Laptop-PT C-p1

Laptopl pC1

Laptop2 Laptop3

Laptop-PT
Server-pT Laptop0
Serverd

Router?2 :

Eouter (config) #interface FastEthernetcl/s1
REouter (config-if) #ip address 122.1.1.2 Z255.255.255.0
Eouter (config-if) #shutdown

DuddlLTL Uil g7 oL il
Router (config) #no ip route 192.168.3.0 255.255.255.0 10.2.3.2

Router (config) #ip route 1%2.168.3.0 255.255.255.0 122.1.1.1
Router (confiol #

Routers5 :

Eouter (config) #interface FastEthernstd/0

Eouter (config-if) #ip address 122.1.1.2 255.0.0.0
Router (config-if) #ip address 122.1.1.2 Z255.255.255.0
Router (config-if) #no shutdown

Fouter (config) #
Router (config)#ip route 152.168.1.0 255.255.255.0 122.1.1.
Router (config) #ip route 152.168.2.0 255.255.255.0 122.1.1.

| R

Eouter (config) #interface FastEthernetc(/1

Router (config-if) #

Eouter (config-if) #exit

Router (config) #router rip

Router (config-router) #

Eouter (config-router) #exitc

Router (config) #

Router (config) #ip route 19%2.168.1.0 255.255.255.0 122.1.1.
Router (config) #ip route 19%2.168.2.0 255.255.255.0 122.1.1.

|

Fouter (config) #ip route 152.168.3.0 255.255.255.0 133.1.1.Z2
Fouter (config) #




Router3 :

Router (config) #no
Router (config) #no
Router (config) #no
Router (config) #

Router (config) #ip
Router (config) #ip
Router (config) #

e e T B bt B R

ip route 152.168.1.0 255.255.255.0 10.
ip route 152.168.2.0 255.255.255.0 10.Z2.
.2.0 Z255.255.255.0 10.2.3.3

ip route 10.1

route 192.1&E.
route 192.1&E.

3.3
3.3

2.0 Z255.255.255.0 133.1.1.1
1.0 255.255.255.0 133.1.1.1

Eouter (config) #interface FastEthernetl/s1
Router (config-if) #
REouter (config-if) #exit
Eouter (config) #interface FastEthernstl/0

Router (config-if) #ip address 133.1.1.2 255.255.255.0
Router (config-if) #
REouter (config-if) #exit
Eouter (config) #interface FastEthernstl/0
Eouter (config-if) #shutdown

Bt & Router2 # Router3 : (|X Router2 A4fl)

crypto isakmp policy 3

encryption 3des

hash md5

authentication pre-share

crypto isakmp key example address 133.1.1.2

crypto ipsec transform-set testtag ah -md5-hmac esp-3des

access-list 101 permit ip 192.168.1.0 0.0.0.255 192.168.3.0 0.0.0.255

access-list 101 permit ip 192.168.2.0 0.0.0.255 192.168.3.0 0.0.0.255

crypto map test 11 ipsec-isakmp

set peer 133.1.1.2

set transform-set testtag

match address 101

crypto map test



BEC»ping 192.1€8.3.2
Pinging 192_.1eB8.3.% with 3: bytes of data:

time=1lms TTL=125
time=0ma TTL=12Z25
time=1lma TIL=1:£5
time=0ms TTL~=1Z5

Beply from
Beply from

a
g

iy
o

0 o m

FEeply from

1
1
1
1

Lt el
= = )

BY B RY BD
[ 7L L T ]
By B) B3 RD

w w

Reply from

Ping statistics for 152.

Packetsa: Sent = 4, 11 Loat = 0 (0% loss)
Approximate round trip times in milli-seconds:

Minimaim = Oms, Maximum = lms, Average = (ms
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