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REFHREEDAUATIINEE:

1. EESEINRETIELG WS EEARNEIIBEELF, ATER router RIELMTHEIY LT

&, HIEMNEIRSEEREMT. LTI 3IEE pc, server, laptop # router,

2. PC, server, laptop BYBECE

BNFERET(IRIMAF] FastEthernet ¥mRY 1P, FfiJLA PCO RYBCE /FIi5ER:

¥ rco O X

® pco o x
SEivscal conig [neskionISOTWAR/SEYes Physical  Config  Desktop  Software/Services
GLOBAL Global Settings GLOBAL FastEthernet0 ~
Settings
algorithm Settinge Display Name [PCO o Port St.atus Oon
INTERFACE Gateway/DNS INTERFACE Bandwidth 100 Mbps ) 10 Mbps ] Auto
FastEtherneto O phep Duplex Half Duplex © Full Duplex ] Auto
@ static MAC Address 0010.11DD.4608
IP Configuration
Gatewsy [192.168.1.1 ] O DHCP
DNS Server | | @® Static
1P Address 192.168.1.2
Gateway/DNS Ipvé Subnet Mask 255.255.255.0
1 O oHep IPV6 Configuration
t! O Auto Config O DHCP
5 @ static O Auto Config
® Static
mocatenay | ‘ vonddress [ L]
EEEEEEEEEEEE ‘ ‘ Link Local Address:30::210:11FF:FEDD:4608
v

W EEFRECE. X3F server 1 laptop Kkt 2R,
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® Server0 - o X | ® server0 - o X
Physical ~ Config  Services  Desktop  Software/Services Physical ~ Config  Services  Desktop  Software/Services
GLOBAL Global Settings GLOBAL FastEthernetO -
Settings EECHRRES Port Status
nigorithm Setting: Display Name [servero | Algorithm Setting: 3
INTERFACE INTERFACE Bandwidth 100 Mbps () 10 Mbp:
FastEthernet0 Interfaces FastEthernet0 M FastEthernet0 P Al Do O Al B
Gateway/DNS MAC Address 0001.C76C.5E19
1P Configuration
O onep O pHCP
@ Static @ Static
Gateway [102.168.1.1 | 1p Address 192.168.1.3
DNS Server | ]

255.255.255.0

Subnet Mask

Gateway/DNS IPv6 1Pv6 Configuration

O oHep O DHCP
(O Auto Config O Auto Config
@ static @ Static

1PV Gateway |

| IPv6Address | W |
] Link Local Address:|80::201:C7FF:FE6C:5E19

IPV6 DNS Server |

Router UECE

33F router, FAIRHFEERBEIFORY 1P tht, FABXELL router2 Jfl, BHF
3 FastEthernet im[, FATEHTELEMEN—IR NM-1FE-TX @&
W, ZETEEERE. REWNT:

router2 &

¥ Router2 - m] X ¥ Router2 - O x
d Physical  config  cuI d Physical  Config  cLr
MODULES ~ Physical Device View GLOBAL FastEthernet0/0
rdE Zoom In Original Size Zoom Qut Settings Port Status
NM-1E2W .
lgorithm Settings | p.» h gwidth 100 Mbps () 10 Mbps
NM- 1FE-FX ROUTING
Duplex Half Duplex @ Full Duplex
NM- 1FE-TX. Static
M- TFERW s MAC Address 00E0.A359.9701
NM-2E2W SWITCHING IP Configuration
NM-ZFE2W VLAN Database 1P Address 101.2.2
NM-2wW INTERFACE
Subnet Mask 255.255.255.0
NM-4A/S FastEthemet0/0
S Ea ing Limil o ]
NM-8A/S FastEthernetl/0 Tx Ring Limit 10
= NM-8AM =
NM-Cover
g < > g
ke NM-ESW-161 e
E HWIC-2T Customize I~ 2 Customize I— 2N B
= Icon in ‘ - ‘ Icon in ‘ ‘ ~
v Physical View Logical View Equivalent 10S Commands
ig) #1 ~
The NM- 1E features a single Ethernet port that [ iz:zi: fz\::gglt;?;“ﬁcs Fastithernet0/0
can connect a LAN backbone which can also Router (somfigis)exic
support either six PRI connections to aggregate Router (config) finterface FastEthernet0/0
ISDN lines, or 24 synchronous/asynchronous ports. Router (omfigifyd o
¥ Router2 - m] x ¥ Router2 - ] x
d Physical  Config  cu d Physical  Config  cLI
GLOBAL FastEthernet0/1 GLOBAL FastEthernet1/0
Settings Port Status Settings Port Status
“9":“‘0":;:;“”95 Bandwidth 100 Mbps ) 10 Mbp: “9"1‘(::5::‘”95 Bandwidth 100 Mbps " 10 Mbps M A
s Duplex Half Duplex @ Full Duple: o Duplex Half Duplex @ Full Duplex ¥ Auto
atic
RIP MAC Address 00E0.A359.9702 RIP MAC Address 0001.C71B.44B4
SWITCHING IP Configuration SWITCHING IP Configuration
U D IP Address 10.2.3.1 RECNIDaEebess 1P Address 192.168.2.1
INTERFACE
DMIERPACE Subnet Mask 255.255.255.0 Subnet Mask 255.255.255.0
FastEthernet0/0] /0
FastEthemeto/1 3 - FastEthemet0/1 . . ]
Fastethemeti/o| || TX Ring Limit Fastethemerzjo) || TX Ring Limit 10
1 i
i i
> >
Equivalent 105 Commands Equivalent 10S Commands
Router (config) #interface FastEthernetd/O A Router (config) #interface FastEthernetd/l -
Router (config-if) # Router (config-if)#
Routex (config-if) #exit Router (config-if) #exit
Router (config) #interface FastEthernet0/l Router (config) #interface FastEthernetl/0
Router (config-if)# v Router (config-if) # A

4.
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REMNBIER, IETRIINEE.
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FEAE router] BY CLI REANKE=FA<. ERZEWTFIR:

LINNE
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Routgr2
0
witch
50-
Switch
Laptop-PT
Laptop0
Server-PT D
ServerQ # Laptop-pT Liptrép—;‘r
PC-PT Laptop2 aptap
Laptop-PT pClL
Laptop1l

£ CLI FRyn T8

Routerf¥configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)#line console 0O

Router (config-line) #password conspw

Router (config-line)#login

Router (config-line) #end

Router#

£5¥Y5-5-CONFIG I: Configured from console by console

Routerf¥configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router {config) #enakble password privpw

Router (config) #line vty 0 4

Router (config-line) #password telnpw

Router (config-line)#login

Router (config-line) #end

Router#

£5¥Y5-5-CONFIG I: Configured from console by console

Router#
®EGREE running config: (T535%)

Password?2:

Router¥show running-config
Building configuration...

Current configuration : 721 bytes

!

wersion 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

!

hostname Router

1

1

]

enable password privpw

!

1

1

Password1 5 Password3:
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line con 0
password conspw

login
1

line aux 0

!

line vty 0O 4
password telnpw
login

!

1

1

end

Router#

BT IR BRI,

BEM EERISERA AT LB R RSB E R R AR RT, INREEX
HHHBENZEEERT, SEIFEERAEEINE,

ERUTRORAMNE:

Eouter (config) #service password-encryption

REouter (config) #exitc
Router#

BEREXNH:

Router#show running-config
Building configuration...

Current configuration : 748 bytes

!

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec

service password-encryption
1

line con 0

password 7 082243401A09%1Z2
login

1

hostname Router line aux 0
1
1 -
1 line wty 0 4
! password T 08354942070812
enable password 7 08315E471F0912 login

B BRI INE R

5= EBIIERERE

BRTFENEBIEARRFRA, EiRBEERHIER TS8R JELEEIT, X688
ping B F IR BBAILE i,
BA BT B B RS IRHRYTT ASLECE.
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¥ Router? - O X
« Physical Config CLI
GLOBAL .
Static Routes
Sethings
algorithm Settings Network | |
ROUTING Mask [ |
Static
NextHop|
RIP
SWITCHING Add
VLAN Database
INTERFACE Network Address
FastEthernet0/0
192.168.1.0/24 via 10.1.2.1
FastEthernet0/1
FastEthernet1/0 192.168.3.0/24 via 10.2.3.3

BEFRBIAEARR I FRNE, XL BN ERRNRORE. HRENE
HERECERE, REEEEFIWER pco W=NFRIPAILIRHT ping B4F:

B ing 152.168

Eeply from
1y from
1y from

Reply from

in milli-=s
lm=s, Average

from
from
from
from

times in milli-

;3 of data:

y from 1592.168.3.3: =3 1m 15 TTL=125

y from 192. = : : 1 Oms TTL=125
y from . s = : 1m TTL=125
HE + 3 TTL=125

3 in milli-s
Average

{85F8 laptop1 #47 ping:
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PC>ping 192.168.1.1
Pinging 192.168.1.1 with 32 bytes
Reply from 192
Reply from

Eeply from
Eeply from

i
Lt

T O Y O T

Ll
it
m

Ims TTL=2Z54
lm=s TTL=254

o

Ll
it
m

o

Ll
it
m

W W W W

sy
Ll
it
m

e round trip times in milli-secor
L = Oms, Maximom = 1lms, Average
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Routerl h-‘h"""-.. \ ’,/ Router.
—
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/ 28l1
Routkr2
654-
Swifgho
A
/
r \ 2950%4

. ’ witch
PC-PT X 650-%4
PCO Switch
- r
Laptop-PT \
El

Laptop0
Server-PT F I A
Server0

_— Laptop-PT Laptop-PT
A 5
PC-PT Laptop2 Laptop3
Laptop-PT Pl

TR FEAYATUECE router AV 1P FIEEAAZR, [FAYTE routerl 5 router2
NINME routerd AIXAIERHZRIN.
LAY router4 BYECE /951 :

¥ Router4 — O XK
Physical Config CLI
GLOBAL .
Static Routes
Settings
Algorithm Settings Network ‘ ‘
ROUTING Mask \ |
Static
Next Hop \ \
RIP
SWITCHING Add
VLAN Database
INTERFACE Network Address
FastEthernet0/0
192.168.2.0/24 via 10.1.5.2
FastEthernet0/1
FastEthernet1/0 192.168.3.0/24 via 10.1.5.2
FastEthemet1/1 192.168.1.0/24 via 10.1.4.1
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FastEthernet0/0 FastEthernet0/1
Port Status On Port Status Oon
Bandwidth 100 Mbps ' 10 Mbps[v] Auto Bandwidth 100 Mbps () 10 Mbps [¥] Auto
Duplex Half Duplex © Full Duplex ] Auto Duplex Half Duplex © Full Duplex[-] Auto
MAC Address 0002.1765.6A01 MAC Address 0002.1765.6A02
IP Configuration IP Configuration
IP Address 101.4.2 IP Address 10.1.5.1
Subnet Mask 955.955 2550 Subnet Mask 255.255.255.0
. L Tx Ring Limit 10
Tx Ring Limit |10 |
= = .
RER BTGB T:
’)28?
,” Rout:?rq
- \
e 4 \

= \
& \

ED-
Switch
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Server0
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\‘ ”,z
=
C»
2811
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E0-!
Switch
' Laptop-PT
Laptop0
Server-PT
ServerQ Q’
Laptop-PT pgg;T
Laptopl

{£F3 PCO XTELAFRIEAIHIT ping #(F, AlTh.

ESE ARMWEETTR
AT F I BRI  EZ, (R TR 1P ACL it

811 \ ,f'A2s1
Routerl \ ”’ Router
A e
P =
&
2811
Routkr2

=
=
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witch

Laptop-PT

Laptop-PT Coptop3

Laptop2

Router.

witch

:>/"

Laptop-PT

Laptop-PT Loptop3

Laptop2

1TEEH, 3T router3 g
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Router>en

Router#conf t©

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #ip ac

Router (config) #ip access-list 10

Router (config) #access-1

Router (config) #access-1list 100 permit ip 192.168.3.3 0.0.0.0 192.168.1.2
0.0.0.0

Router (config) #access-1list 100 permit ip 192.168.3.3 0.0.0.0 192.168.2.Z2
0.0.0.0

Router (config) #inter

Router (config) #interface f£al/0

Router (config-if)#ip acces

Router (config-if)#ip access-group 100 out

Router (config-if) #fexit

Router (config) #

AT, B& PCO 5 PC1 AMIERBRERTS %1 laptopo.
J97T {5 server0 AJLA ping E| laptop0, FHAINZE CBAC fiF icmp MMYEET, 41T

Router (config) #ip inspect name CBAC icmp

Router (config) #inte

Router (config) #intexrface fad/ /0

Router (config-if) #ip insp

Router (config-if) #ip inspect CBAC in

Router (config-if) #end

Router#

£5¥5-5-CONFIG_I: Configured from conscle by console

Router#

FC &g server0 AJLA ping i@ laptopO.
£%75 FRHSGHEITRHAER
{553 RIPv2 WY ECERISESH. YW NEHESACE. LA routerl 736

Router (config) #router rip

Router (config-router)#version 2
Router (config-router)$no auto-summary
Router (config-router)#net 192.168.1.0
Router (config-router)#net 10.1.2.0
Router (config-router)$#net 10.1.4.0
Router (config-router) fexit

Router (config) #

Router (config) #no ip route 19%2.168.2.0 255.255.255.0 10.1.4.Z2
Router (config) #no ip route 15%2.168.3.0 255.255.255.0 10.1.2.2
Router (config) #no ip route 152.168.3.0 255.255.255.0 10.1.4.Z2
Router (config) #no ip route 19%2.168.2.0 255.255.255.0 10.1.2.Z2

BcE5chk/afER PCO X laptop0 #4T ping, Hk30, 1ifA RIP ECERSHIIER.

f£%+t 1PSec VPN B\

%8 router2 B9/ IP 79 100.0.0.1, router3 BI2NK IP 79 100.0.1.1, FFEH routers
FRMEER, BUAN, EEPAREEFMESHEAY 1P, ATRIMSEAHNEIT
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\ ""i Roufer3
2831
Routkr2

0
witch
50-
Switch
Laptop-PT
Laptop0

Server-PT D =

ServerQ ) 7, Laptop-PT Laptop-PT

PC-PT Laptop2 Laptop3

Laptop-PT PCl
Laptopl

5 BI7E router2 1 router3 _EFEZE IPSec VPN 80T (LA router3 J9451) :

FERIRZITIRE IKE R, REMZBEEA des, INEREN md5, FINIRERT
iRttt IS — router (router2 MIZE router3 AYLEIE, router3 iI&E& router2 AIiBE, [FE
R FBRINZE 2 $A ILEL.,

ZJEECE IPSec &R, EX VPN HBAIESREL,

EREEEMNZEBRSS crypto map, FHSENAZNIRMAMEO L, VPN £,

Router (config) #crypto isakmp policy 1

Router (config-isakmp) #enc

Router (config-isakmp) #encryption des

Router (config-isakmp) #hash md5

Router (config-isakmp) #auth

Router (config-isakmp) #authentication pre

Router (config-isakmp) #authentication pre-share

Router (config-isakmp) #group 2

Router (config-isakmp) #lifetime 10000

Router (config-isakmp) #exit

Router (config) #crypto isakmp key gyfvpn address 100.0.0.1
Router (config) faccess-1

Router (config) #access-1list 100 permit ip 192.16%2.3.3 0.0.0,.255
192,168.2.1 0.0.0.255

Router (config) #crypto ipsec tra

Router (config) #crypto ipsec transform-set gvfvpn esp-des esp-sha-hmac
Router (config) #crypto ipsec sec

Router (config) #crypto ipsec security-asscociation lifetime seconds 1800
Router (config) #crypto map gvimap 1 ipsec-isakmp

Router (config-crypto-map) #set peer 100.0.0.1

Router (config-crypto-map) #set tra

Router (config-crypto-map) #set transform-set gviyvpn

ERRCR: tramnsform set with tag gvivpn does not exist.

Roset transform-set gyvivpnset transform-set gvivpn

Router (config-crypto-map) #match address 100

Router (config-crypto—map) #exit

Router (config) #int fa0/0

Router (config-if) #crypto map gvimap

*Jan 3 07:1€:26.785: 3CRYPTO-6-ISAFMP ON OFF: ISAKMP is ON
Router (config-if) #exit

BARBLETek/aE R Laptop1 Z< ping Laptop0 (BT EMIBR Z HIAY ACL) , BTLA ping 18,
BEBSMEEIRERN ipsec RE, BETTK.
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