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12/03/2017-01:13:59.506103 [**] [1:2019016:3] ET DOS Possible NTP DDoS
Inbound attack [**] [Classification: Attempted Denial of Service]
[Priority: 2] {UDP} 192.168.234.1:52322 -> 192.168.234.128:123
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NTP 61 NTP Version
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61 NTP Version
tination

61 NTP Version

Frame 17: 61 bytes on wire (488 bits), 61 bytes captured (488 bits)
Src: Vmware_c0:00:08 (00:50:56:c0:00:08),
192.168.234.
52322, Dst Port:

Vmware_e6:ee:87 (00:0c:29:e6:ee:87)
192.168.234.

128

Today
day

2, server[Malfurmed Packet]

13 0.000308 192.168. 1 192 128 NTP 61 NTP Version 2, server[Malfurmed Packet]
14 0.000314 192.168.234.1 192.168.234.128 NTP 61 NTP Version 2, server[Malformed Packet]
15 0.008316 192.168.234.1 192.168.234.128 NTP 61 NTP Version 2, server[Malformed Packet]

] 160.006315 _ 192.168.204.1 __192.1068.233.120 ___NIP_____OLNIP Version 2, server[Malforned Packet] |
17 0.008322 192.168.234.1 192.168.234.128 NTP 61 NTP Version 2, server[Malformed Packet]
18 0.000324 192.168.234.1 192.168.234.128 NTP 61 NTP Version 2, server[Malformed Packet]
19 0.000327 192.168.234.1 192.168.234.128 NTP 61 NTP Version 2, server[Malformed Packet]
20 0.000329 192.168.234.1 192.168.234.128 NTP 61 NTP Version 2, server[Malformed Packet]
21 0.0080331 192.168.234.1 192.168.234.128 NTP 61 NTP Version 2, server[Malformed Packet]
22 0.0068334 192.168.234.1 192.168.234.128 NTP 61 NTP Version 2, server[Malformed Packet]
23 0.000532 192.168.234.1 192.168.234.128 NTP 61 NTP Version 2, server[Malformed Packet]
24 0.000540 192.168.234.1 192.168.234.128 NTP 61 NTP Version 2, server[Malformed Packet]
25 0.000543 192.168.234.1 192.168.234.128 NTP 61 NTP Version 2, server[Malformed Packet]
26 0.000545 192.168.234.1 192.168.234.128 NTP 61 NTP Version 2, server[Malformed Packet]
27 0.008548 192.168.234.1 192.168.234.128 NTP 61 NTP Version 2, server[Malformed Packet]
28 0.000551 192.168.234.1 192.168.234.128 NTP 61 NTP Version 2, server[Malformed Packet]
29 0.000553 192.168.234.1 192.168.234.128 NTP 61 NTP Version 2, server[Malformed Packet]
30 0.000556 192.168.234.1 192.168.234.128 NTP 61 NTP Version 2, server[Malformed Packet]
31 0.000559 192.168.234.1 192.168.234.128 NTP 61 NTP Version 2, server[Malformed Packet]
32 0.0068562 192.168.234.1 192.168.234.128 NTP 61 NTP Version 2, server[Malformed Packet]
33 0.000564 192.168.234.1 192.168.234.128 NTP 61 NTP Version 2, server[Malformed Packet]
34 0.000567 192.168.234.1 192.168.234.128 NTP 61 NTP Version 2, server[Malformed Packet]
35 0.000570 192.168.234.1 192.168.234.128 NTP 61 NTP Version 2, server[Malformed Packet]
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» Frame 16: 61 bytes on wire (488 bits), 61 bytes captured (488 bits)

» Ethernet II, Src: Vmware_c@:00:08 (00:50:56:c0:00:08), Dst: Vmware_e6:ee:87 (00:0c:29:e6:ee:87)

» Internet Protocol Version 4, Src: 192.168.234.1, Dst: 192.168.234.128

» User Datagram Protocol, Src Port: 52324, Dst Port: 123

» Network Time Protocol (NTP Version 2, server)

>




