2019 FERk2EW (HBEIMKEZEHEAR) L —
vy Hl & VPN AR

TR TR SER YA, S IMESS . S UER] E O 5e i T SR 2 ST R I A
ALY RORIR A LR, FE B AT

EH, TAGMKXKIGE 2 750 O OT0E 1, P S o 2 5] 288 B O3 VR 75 27
NELHAEEERT A B BT S R . X R AR B R AR, AR A B A T 2% e S
eds . RO AAEER . Bl A m B2 A=A BRI RS misp i s AN 5
PR, o TR, AT I A FER T METE R, SRl av e 17K
g, IFSEl T HER Yy, BUAEVRREE e M S L e A

eIk

HESRET

AT &M (192.168.1.0/24) : Router1, Switch0, Server0, PCO, Laptop0
s ESS (192.168.2.0/24) : Router2, Switch1, PC1, Laptop1
ANJTHPEFS (192.168.3.0/24) : Router3, Switch2, Laptop?2, Laptop3
Wi BREPREsh, ST & T HAB RS AL T & B 1M

1255 6 PISEIBRSFAURIZR] 6

N TAET AR B, ReR BESAZ T W 25 A TAN PR, DAIK B2 77 1 P RCR



AR B I BT BLAn R R TR

WA AR A HBI] U ip
PCO FEARTFF KA - 192.168.1.2
Server0 THER FEARTFF KA gl =gl 192.168.1.3
Laptop0 7EIRR FEARTFF A 2PN 192.168.1.4
Laptop1 DR ks - 192.168.2.3
PC1 2F0 3 T8 52N 192.168.2.2
Laptop?2 NI - 192.168.3.2
Laptop3 xR N JTBEIEEB HSZPN 192.168.3.3

NTET AT LA, AP T —& B f A T2 L. e & E R AL
FLE DT PRI, R DAT R e BoR,  TER IS 0] DATETHT PG (ol o0 245
1. B, AR AR A B R 3 REAH A
2. BRi, AERRITZ A AN ELE 5 R AR E LA B AL T, B A BRI 5 A RS B
TR N (BT FRBAXIRL ) A TEfE.
AL, =R AT AEARHE T, TRk &l
R, b ServerO Frilt R EHIFARYEI, MR 7 A H BB _E R Rl DA .
AR, AREEAE TR A BEICECE AN BE AR, RT DATE (5 48 R REWCEU t RE A 4ds

> ow

1A TN BT BRI RBA A, B AL T M — A1 24 v, A3 AEsE K
SELIS AAHLEIL),  Fr DAX A S RIRBLOL

2 AR, TERIRT T AT AT AMSCEI A % R 2557 2 R B9THE. . P DAGS HoAth
RSP Z IS

P

(1) AR 28 15 27 W py g AR O i T )% (101) , HArHM
ip AERI TS ABAL . R AR 148 N A itE A T

(2) AR A8 1 27 M By ORI AT I CE DT R R (102) , HArHM
ip SR ABFRT TS AR AL, o FASERI T4 AR AE Hhix A~

TEWAJ7 1) _EFRRCE DT A RO B2 T AR At . BRG] e, BT
RIS R H I permit i54), 2428 w]E BT B E DT 145 R 51 3R o A BT permit
G ET

3. AR T A AR TAE, kit

(1) 7 ACL101 HrAinifok B MK, HEY ip MASTH K A t4% &

(2) 7 ACL102 W iniok B AR, HRY ip HHAWIAK A4 &
gi b, WHEK AT SR AT
Router1

192.168.0.0#show ac
192.168.0.0#show access-lists
Extended IP access list be
Extended IP access list 101
10 permit ip host 192.168.2.3 host 192.168.1.2
20 permit ip host 192.168.3.2 host 192.168.1.2
30 permit ip 192.168.2.0 0.0.0.255 host 192.168.1.4 (7 match(es))
40 permit ip 192.168.3.0 0.0.0.255 host 192.168.1.4
50 permit ip host 192.168.2.2 192.168.1.0 0.0.0.255 (7 match(es))
60 permit ip host 192.168.3.3 192.168.1.0 0.0.0.255 (6 match(es))
Extended IP access Iist 102
10 permit ip host 192.168.1.2 host 192.168.2.3
20 permit ip host 192.168.1.2 host 182.168.3.2
30 permit ip 192.168.1.0 0.0.0.255 host 1982.168.2.2 (16 match (es)
40 permit ip 192.168.1.0 0.0.0.255 host 192.168.3.3 (8 match(es))
50 permit ip host 192.168.1.4 192.168.2.0 0.0.0.255 (4 match(es))
60 permit ip host 192.168.1.4 152.168.3.0 0.0.0.255
192.168.0.04




Router2

Router (confiq) #acc
Router(config) #access—1list 101 perm
Router (config)#access-1ist 101 permit ip host 192.168.1.2 host 192.168.2.3
Router (config)#access-1list 101 permit ip host 192.168.3.2 host 192.168.2.3
Router (config)#access-1list 101 permit ip host 192.168.1.4 192.168.2.0 0.0.0.255
Router (confiqg) #access-1ist 101 permit ip host 192.168.3.3 192.168.2.0 0.0.0.255
Router (config)#access-1ist 101 permit ip 192.168.1.0 0.0.0.255 host 192.168.2.2
Router (config)#access-1ist 101 permit ip 192.168.3.0 0.0.0.255 host 192.168.2.2
Router (config) #acc
Router (config)#access-1list 102 permit ip host 192.168.2.3 host 192.168.1.2
Router (config)#access-1list 102 permit ip host 192.168.2.3 host 192.168.3.2
Router (config)#access-1ist 102 permit ip host 192.168.2.2 192.168.1.0 0.0.0.255
Router (config)#access-1list 102 permit ip host 192.168.2.2 192.168.3.0 0.0.0.255
Router (config)#access-1list 102 permit ip 192.168.2.0 0.0.0.255 host 192.168.1.4
Router (config) #access-1ist 102 permit ip 192.168.2.0 0.0.0.255 host 192.168.3.3
Router (config)#int £ 0/0
Router(config-if) #ip ac
Router (config-if) #ip access-group 101 out
Router (config-if) #ip access-group 102 in
Router(config-if)#
Router3
Router#show access-lists
Extended IP access list 101
10 permit ip host 192.168.1.2 host 192.168.3.2
20 permit ip host 192.168.2.3 host 192.168.3.2
30 permit ip 192.168.1.0 0.0.0.255 host 192.168.3.3 (7 match(es))
40 permit ip 192.16€8.2.0 0.0.0.255 host 192.168.3.3
50 permit ip host 192.168.1.4 192.168.3.0 0.0.0.255
60 permit ip host 192.168.2.2 192.168.3.0 0.0.0.255
Router#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #ac
Router (config) #access-1list 102 permit ip host 192.168.3.2 host 192.168.1.2
Router(config) #access-1list 102 permit ip host 192.168.3.2 host 192.168.2.3
Router (config) #access-1list 102 permit ip host 192.168.3.3 192.168.1.0 0.0.0.255
Router (config) #access-1ist 102 permit ip host 192.168.3.3 192.168.2.0 0.0.0.255
Router (config) #access-1list 102 permit ip 192.168.3.0 0.0.0.255 host 192.168.1.4
Router (config) #access-1list 102 permit ip 192.168.3.0 0.0.0.255 host 192.168.2.2
Router (config)#int £ 0/0
Router (config-if) #ip acc
Router (config-if) #ip access-group 101 out
Router (config-if)#ip access—-group 102 in
Router (config-if)#
A 245 R G TS g5 I B RS 2R
5 .
1841 ~——— -
Rofiterl “~~_§\§ __________ 1841
“*-r/i-:——"’ Roufer3
2811
Router2
2980%24

Laptop-PT
Laptop0

Server-PT
Server0

Laptop-PT
Laptop5

Laptop-PT
Laptop1
=]
PC-PT
PC2

Spvitcl

Laptop-PT
Laptop-PT Laptop3

Laptop2



()RR, ARBRAR NI K AE ping il Al 1 IR A

¥ pc2 = @ \&‘
| Physical Config _' Desktop | Custom Interface

Command Prompt . W

2t Tracer PC
ng 192.168.

Pinging 192 .168.]

unreachable.
unreachable.

Reply from I
from
f i 7
from

P
RS ICS RN AN

Pifiging 192 .068. 1.

unreachable.
unreachable.
unreachable.
unreachable.

A%

Reply from
Reply from
Reply from
Reply from

e Rs]
[N RIS

1
1
1
il

0
N
NN N

(100% 1

of data:

(2]

Reply from 192.168.1.4: bytes=32 time=0ms

[=)]

MMM N
[s)]

(o2

time=1ms

Received = 4, L
) ip times in milli-secon
Minimum = Oms, Maximum = lms, Average

\

(2) 5 AR A 15 95 T LA ping 1 H Al - 9] ) FR A AR 2R



' L ——
® Laptop? L=

Physical | Config | Desktop '. Custom Interface

Oms

2.3 with 32 bytes of data:

MM NN
[N R S R SO B S

trip times in milli
Maximum = 6éms,

ping 192.

Pinging 192.1¢€

N NN

152
1.92,
192
1.5

round trip times in milli
Maximum = lms,

Reply from 152.
unreachable.
Reply from 192.
unreachable.
Reply from 192.]
unreachable.




(B)IK ZR A4 AT DA ping 3 oAt Hr A AT A 25
W Laptop3 e .

Physical Config Desktop | Custom Interface

Command Promet . W

Maximum = Oms, Average = 0Oms

723
Pinging 192.168.2.3 with 32 bytes of data:

Reply from 192.168
Reply O 92.168.
Reply 192.168.
Reply from 192.168.

RS RIS S
MM NN

for 192.168:2:3:
F ived = 4, L«

PCr»ping 192.168.2.
Pinging 192.168.2.2 with 32 bytes of data:

Reply from 192.168.2.2: byt time=0ms
Reply 192.16 : time=1ms
Reply
Reply

N oY

[e)]

2
26

12

12

(=)}

Ping ::

in milli
lms, Average

s of data:

time=1ms
time=0ms
time=0ms
time=0ms

a
[es]
8]

e

o O O
o

b b b D

b b Mo D

[wn]

R_
nd trip times
Oms, Maximum

AFERHT 3 ML 2 A8 kT HAMER T FRIK R A LASM I 51 Server0, FEiX HFG 2L
BT I P 1 R A T R }\175 ] ServerO H #2145 PCO 1]

[R R - I PN B A A e 3 3t A bl E’J A&t mas, KT Router Lk
BT 45 5 R AN BB 1A 1M N1 251717 ServerQ. R 2% [E S M 48 S5 44, Rk 5545 ik
1F 192.168.4.0 ME:, BUUR%S#s ip Jy 192.168.4.2, [ ip y 192.168.4.1, AN &k



rip BEE G .
FEAEAR B A E B 25 H A ip o 192.168.1.2, HiY IP 4 192.168.4.2 (yfudk
ATM, Haatrip i 192.168.4.2, HWip o4 192.168.1.2 il 1M .

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #tacc

Router (confiqg) #access-1ist 103 permit ip host 192.168.1.2 host 192.168.4.2
Router (confiqg) #ac

Router (config) #access-1ist 104 permit ip host 192.168.4.2 host 192.168.1.2
Router (config) #in

Router (config) #interface fa 1/0

Router (config-if) #ip acc

Router (config-if) #ip access-group 103 out

Router (config-if)#i[ip ac

Router (config-if) #ip access-group 104 in

Router (config-if) #exit

Router (confiq) #acc

(2K BEEREE T M 4 W RS B i #R i B8] 1M 1 1 18R ek
H 192.168.1.2, HIY ip ARFSAREE L.

B pco "'- |

Physical | Config Desktop Custom Interface

[Ml_

4 (100%

2 with 32 bytes of data:

unreachable.

=4 (1

IR G AR 3% R g o] 1 1 A9 I BCE A 150 B (180 access-list 101, 102) .
E\Z'Router12 'LF‘-_—' ‘ = ‘&‘
Physical | Config -_ G, |

IOS Command Line Interface

]

% Invalid input detected at marker.
Router (config) #access-1list 102 permit ip
host 192.168.1.2 host 192.168.4.2

Router (config) #access-1list 101 permit ip
host 192.168.4.2 host 192.168.1.2

Router (config) #

Router (config) #interface FastEthernetl/1
Router (config-if) #no shutdown

Router (config-if) # =
$LINK-5-CHANGED: Interface FastEthernetl/1,
changed state to up

oI Tamonoam B IITTonIRT I o+ a3
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4 (100%

ination unreachable.
inat unreachable.
inat unreachable.
inat unreachable.

4 (100% 1c

¥ server2 ‘ s i &I

Physical Config Services Desktop Custom Interface

time=0m

in mill
Maximum = lms, Average

4 .4s

R
.4.

1
!
1:
1

(100% lo




N T HUEA PR BRI RN, A —1> 192.168.5.0 1M, T M H gk
# Server3, X ip Hidikly 192.168.5.2, M X2 192.168.5.1 . {ifi Jf] Server3ping192.168.4.1
/R PA ping i, ping192.168.4.2 &7~ Destination host unreachable, {iH] 192.168.4.1
ALy access-list 2 T i I HIVEH .

2950-24
itch11

/

Rguter12

24
10 4
d
N4
Sw| tc\
Laptop-PT
Laptop0
V4
Laptop-PT
Laptop5
PT
0

S _
811 T ————

Server-PT
Server3

? Server3

Services

Desktop

Custom Interface

La 5
La

Physical Config

68.4.1 with 32

Pinging 192.168.4.2 with 32

Reply from 1
from

for 192
nt = 4, R

ing 192.168.1.1

unreachab

o=

[Fl# ping T/ 2. 3 YA, W E/RHIY ip ARE. WUt A B NG E AT DAPRIIE

KNE T M R E I A .

? Server3

Physical Config Services

Desktop

Custom Interface

ng- 1921

Pinging 192.168.2

ination hc
ination hc
ination hc

ination hc
ination hc
ination he
ination hc

unreachable.
unreachable.

4 (100%




1255 7 BFRIWAUE “BR" BUR 4

HI T ARARAT A I R A PR, T DADRTS 2L H 281 T # 45 Em E HEA T4 . 33
TERT—AE55 B BE A _EVEATAH I A ICE, (AR RERE X A R T A EAT ping I, H44%
KRNI, A5z EAMESF BT AR .

TEXAMESH, FBERE AR H 192.168.1.2 [ ping BT LAK H T 1, FH &k
Router1 [ AR 0/0 it [ 1% in 75 [ % access-list 101, M —4cHmE£T, iFkH
192.168.1.2 11 icmp ¥ (3 85 K X A+ . [RIEAE in Jy [ 1) CBAC, fuif ping
ZJE AT ACE R [ 4

Router (confiqg) #acc

Router (confiqg) #access-1ist 102 permit ic

Router (config) #access-1ist 102 permit icmp host 192.168.1.2 192.168.0.0 0.0.255.255
Router (config) #ip ins

Router (config) #ip inspect name ACCESS_ICMP IC

Router (config) #ip inspect name ACCESS_ICMP ICmp

Router (config)#int fa 0/0

Router (config-if) #ip ins

Router (config-if) #ip inspect ACCESS_ICMP in

Router (config-if) #

A HM& 2 Router2. Router3 1) access-list, FE L DA 0/0 31 1 1Y out J5 [a) ALl %
HOARSRE 192.168.1.2 Btuidst, PR CBAC, A ping 251 reply 40 W] DAREHE &
iE.

Router#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #access

Router (config) #access-1list 101 permit icmp host 192.168.1.2 192.168.3.0 0.0.0.255
Router (config) #ip ins

Router (config) #ip inspect n

Router (config) #ip inspect name ACCESS ICMP ic

Router (config) #ip inspect name ACCESS ICMP icmp

Router (config) #int fa 0/0

Router (config-if) #ip in

Router (config-if) #ip inspect ACCESS ICMP out

Router (config-if) #

SERUE A TINR, PCO 1] A ping 3+ W H A ikt 4%, (HH M4 I R RE ping il PCO
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®pco
Physical Config Desktop Custom Interface
CommandPrompt
1 ip tim in milli— -
Minimum = Oms, Ximum lms, Ave Oms
data:
time=0ms TTL=125
2 time
32 time
£ Sent
imate round ip times in milli-
= Oms, Maximum = lms, Average
ing 192.1¢
i - s .
i Pinging 192.1 of data
26
26
26
26
(0%
in milli- onds: =
Minimum = Oms, Maximum = Oms, Average = Oms
(3F: Laptop4 J& T 3 FiEE %4, ip Hulikh 192.168.3.4)
®pc2 oo | © e ¥ Laptop4 |ﬂi—hl
& §= = =
Physical Config Desktop Custom Interface Physical Config Desktop Custom Interface

ing 192.168.1.2
inging 192.168.1.2
Pinging 192.168.1.2 with 32 byte i;i‘gmg P o

data:

: Destination

Reply from 192.168.

estination
1: Destination

1: Destination ho

[X]

bytes of

ination h

ination h

m

ination

ination




£% 8 #Z#ZH L 10’

HTAaaElzEZEH b, FEFAE =R T — b f a7 33, IeE FsoR &
TRT %Al . BT A LGRS e B R, PR A w B AR L REE A A I .
O 2% 4, 7F Router1 £ Router2 H{i]#54 im 2 [ #% H #% Router4, {15 Router1 Fil
Router2 /3wl 43 #85 2 BLEFR I A~ FLEE B 45 .

TEPRE 2 e, (o0 P A B 5 VAR AL A SR TR RS A, i g A .

TEL W b — % ToyA M B, e ER A PR B L REIC B 2w RA I P A S FA A A ) S 7
HIREH, PSR F S B, th e, FAM N PC F52E ping 12 H BE ping 11 A%
FHECIE IS . TAAM ML, ansRiE A NAT Fde, 20BN AR IP dihk 5 4 A gk
rdfEm, WUl — e i T A M ER ik thds ToiE s & 192.168.x.x/24 [

R T RYGEAE L, AR T B TR, g R IPSec VPN, kATl N R DAZE
A, VPN FCE s K 2 B Bk 3des, WA BIE I md5, AT R HE
{1 DH5 SRR A — & iR, FHEH esp HEATINEEFNIAGIE, 35 58 UM KL &, I
FHIME AR AL, (BT M ER, ACL R E s, EWERATINM
BAMHE R A ACLLE ., )

1. TSN ACE 1P

T2 Z T ACL L. MREE H ZK, Fihn Routerd | 7 FTRILA M 24 b 1 2% Fr 4%,
¥E Router1. 2 (i AL,

FHRAT NI

2L

S — =T 262N

% 28 ~

Rybq 1 Router7 N

Rq(]ter4 \\\

i L~ Y

II > 11 T~

i F20/0 S,

Fan/li’ Rofiter2 Ky

2N “y
»

(2924
Switch3

5
FFFFFF

1

1
210y 4 284
e Router3
Rofiter1
o 'lFan/l
Fa0j2.
N\ Fa0/3
Fa0/1¢ T

0

%
£
Server-PT Shit
Server0 \
%o
=]

Laptop-PT
Laptop4

Laptop-PT
Laptop3

oot
/?n_/ﬂ
hO
o
Laptop-PT Laptop-PT
Laptop1 Laptop2
Laptop-PT Laptop-PT

Laptop0 Laptop5

ST B 3 1 DA KL IP 7R

S g E]

Device Port IP Mask Gateway *F&{fﬁﬂij i
g
Router1 Wi 3 11.1.2.1 /8 - 0/1
Router2 w3 12.1.2.2 /8 - 0/1




A 11.1.2.2 /8 - 1/0
Router4 o

W2 13.1.2.2 /8 - 0/0

w1 13.1.2.1 /8 - 0/1
Router7 —

W2 12.1.2.1 /8 - 0/0

2. 7¥ Router1:11.1.2.1 il Router2:12.1.2.2 Z [A]lif & IPSec VPN i# il
(1) R1 _bafEfriee

O B AR
Router(config)#interface FastEthernet0/1
Router(config-if)#crypto isakmp policy 1
Router(config-isakmp)#encryption 3des
Router(config-isakmp)#hash md5
Router(config-isakmp)#authentication pre-share
Router(config-isakmp)#group 5
Router(config-isakmp)#exit

(@ FE AL
Router(config)#crypto isakmp key wangluoanquan2019fall address 12.1.2.2

(3) MLE: Crypto ACL 24 i il it
Router(config)#access-list 101 permit ip 192.168.0.0 0.0.255.255 192.168.0.0
0.0.255.255

(® MiE IPSec &4
Router(config)#crypto ipsec transform-set vpn-set esp-des esp-sha-hmac

(& & Crypto Mao fin%West, 4535 FH 51 W) 56 2% H #5422 11
Router(config)#crypto map vpn-map 1 ipsec-isakmp
Router(config-crypto-map)#set peer 12.1.2.2
Router(config-crypto-map)#set transform-set vpn-set
Router(config-crypto-map)#match address 101
Router(config-crypto-map)#exit

(6) HLEHSH LI VPN SuliE

Router(config)#ip route 192.168.2.0 255.255.255.0 11.1.2.2
Router(config)#ip route 192.168.3.0 255.255.255.0 11.1.2.2
Router(config)#ip route 0.0.0.0 0.0.0.0 11.1.2.2




\? Routerl
| Physical | Config | CLI ‘

I0S Command Line Interface
FROOLET (CONTIJT #INILEITACE CASLELIIEITIELU/ T
Router (config-if) #
Router (config-if) #exit
Router (config) #ip route 192.168.2.0 255.255.255.0 11.1.2.1
%Invalid next hop address (it's this router)
Router (config) #ip route 192.168.2.0 255.255.255.0 11.1.2.2
Router (config) #ip route 192.168.3.0 255.255.255.0 11.1.2.2
Router (config) #cry
//" Router (config) #crypte isak
A |Router (config)#crypto isakmp key wangluoanquan2019fall addreess 12.1.2.2

’ % Invalid input detected at '"' marker.

Router (config) #crypto isakmp key wangluoanquan2019fall address 12.1.2.2

A pre-shared key for address mask 12.1.2.2 255.255.255.255 already exists!
Router (config) #mcry

Router (config) #crypto map vpn-map 1 ip

Router (config) #crypto map vpn-map 1 ipsec-isakmp

Router (config-crypto-map) #set peerl2.1.2.2

m

% Invalid input detected at '"' marker.

Router (config-crypto-map) #set peer 12.1.2.2

Router (config-crypto-map) #set tr

Router (config-crypto-map) #set transform-set vpn-set
Router (config-crypto-map) #matc

Router (config-crypto-map) #match add

Router (config-crypto-map) #match address 101

Router (config-crypto-map) #exit

Router (config) #int fa 0/1

Router (config-if) #cry

Router (config-if) ficrypto map vpn-map

*Jan 3 07:16:26.785: %CRYPTO-6-ISAKMP ON OFF: ISAKMP is ON
Router (config-if) fexit

Router (config) #exit

Brntord

(2) R2 itfricEFBL. hT5HEA R G, FrLAK T isakmp policy %i 5 4 HiAth
FREFN R A3 —5, 99 NS I B e B AR ]
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Physical Config | CLI |

GLOBAL | ~ 2
| ; = Static Routes
Settings
»rithm Sett Network 0.0.0.0
ROUTING| - Mask 0.0.0.0
Static NextHoplLLZl
RIP
WITCHIN( Add
AN Databa
NTERFACI Network Address
EtEtharnatol | [192.168.2.0/24 via 11.1.2.2

192.168.3.0/24 via 11.1.2.2
0.0.0.0/0 via 11.1.2.2

Remove

Eguivalent IOS Commands

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #no ip route 0.0.0.0 0.0.0.0 11.1.2.2

Router (confiqg)#ip route 0.0.0.0 0.0.0.0 11.1.2.2

Router (config) #

]

F N

\? Router2‘ ‘\\ =" “

-

‘ Physical Config | CLI |

 Static | Static Routes

RIP
WITCHIN( Network 0.0.0.0

AN Databa] = Mask 0.0.0.0
NTERFACI Next Hop 12.1.2.1

stEthernetC = Add
stEthernetC

Serial0/3/0
Network Add
Serial0/3/1 SRR ACCTESD

= . 192.169.1.0/24 via 12.1.2.1
192.169.4.0/24 via 12.1.2.1
192.168.3.0/24 via 10.1.3.1
0.0.0.0/0via 12.1.2.1

Remove

Equivalent I0S Commands

(3) 7E R4, R7 LBCHE RIP ¥, A THLA MK,
(4) FEPEM G RATT:
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r 192.168.3.
e iV 4 (100%

in milli
Minimum S 1ms, Average

ping 192

Pinging 192.16

Oms, Maximum lms, Avera

APULF R 1 AR RA T AIE R AT 2, 8 IR A A T

WAL EIE AT, a0 FFECE ) IPSec VPN fif i T & 4isi=til R R, M4
D5 FLIEL 73 A BAE Routert A4 SCHYYE 1P FIH Y IP #REBUEECA K IP, i Router2
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PDU Information at Device: Routerl

At Device: Routert
Source: Laptop0
Destination: 192.168.2.2

In Layers Out Layers

Laver3 1P Header

. IP: 192.168.1.
Dt 191 1593600 21
I1CMP Message Type: 8 ICMP Message Type: 8

Layer 3: 1P Header
Src. IP: 11.1.2.1,
Dest. IP: 12.1.2.2

Layer 2: Ethernet I Layer 2: Ethernet I
Header Header
0001.64D6.74EE >> 0001.4283.3002 >>
0001.4283.3001 0007.EC3C.C601

yer 1: Port Layer 1: Port(s):
FastEthernet0/0 FastEthernet0/1
the destination 1P a«

5 The device decraments the TTL on the
packet.

3. The traffic is interesting traffic and needs to| |
be encrypted and encapsulated in IPSec PDUs.

4. The packet is getting encrypted and
encapsulated in IPSec PDUs.

5. ESP encrypts the received packet.
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1 The routing table inds a routing entry o =
dres
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imulation Panel

Event List
| Vis. Time(seq) Last[ AtD: Type Info
0000 -~ lap.IcMP M
0.001 Lapt... Swi... ICMP
® 0002 Swit.. Ro.. ICMP M A
) Captured to: .
Reset Simulation [/ Constant Delay oo2s" &
Play Controls
Back Auto Capture / Play Capture / Forward
=

Event List Fiters - Visible Events
ACL Filter, ARP, BG, CDP, DHCP, DHCPV6, DS, DTP, EIGRP, EIGRPV6, FTP, H.323,
HSRP, HSRPV6, HTTP, HTTPS, ICMF, ICMPV6, IPSec, ISAKMP, LACR, NDP,
NETFLOW, NTP, OSPF; OSPFv6, PAGR, POP3, RADIUS, RIP, RIPng, RTP, SCCP,
SMTP, SNMP, SSH, STP, SYSLOG, TACACS, TCP, TFTP, Telnet, UDP, VTP

Edit Filters. Show All/None
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PDU Information at Device: Router2

0SI Model
At Device: Router2
Source: Laptop0
Destination: 192.168.2.2

In Layers Out Layers

yer 3: 1P Header Layer 3: IP Header
Fa iy 1; Src. IP: 192.168.1.4,
Dest. IP: 12.1.2.2 Dest. IP: 192.168.2.2
ICMP Message Type: 8 _ICMP Message Typ
Layer 2: Ethernet IT Layer 2: Ethernet I
Header
0010.1157.E401 >>
0050.0F38.A702

0050.0F38.A701 >>
0006.2A32.ED27
Layer 1: Port(s
FastEthernet0/0

ayer 1: Po
FastEthernet0/1
1. The routing table finds a routing entry to the
destination IP address

2. The destination network is directly connected.
The device sets destination as the next-hop.

3. The device decrements the TTL on the packet.
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Simulation Panel o =l
Event List El
Vis. Time(sec) Last[ AtD: Type Info <l =
0002 Swit.. Ro.. ICMP Ml Q
0003 Rou... Ro... ICMP Ml g‘-
0004 Rou.. Ro.. ICMP Ml
® 0005  Rou..Ro.. ICMP Ml o

Reset Simulation| 71 Constant Delay S ¥

Play Controls
Back Auto Capture / Play
T

Capture / Forward

Event List Filters - Visible Events
ACL Filter, AR, BGP, CDP, DHCP, DHCPv6, DNS, DTP, EIGRP, EIGRPV, FTP, H.323,
HSRP, HSRPV, HTTP, HTTPS, ICMP, ICMPV6, IPSec, ISAKMP, LACP, NDP,
NETFLOW, NTP, OSPF, OSPFv6, PAgP, POP3, RADIUS, RIP, RIPng, RTP, SCCP,
SMTP, SNMP, SSH, STP, SYSLOG, TACACS, TCP, TFTP, Telnet, UDP, VTP

Edit Filters ‘Show All/None
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