i
S P VES
Device«’ Port«’ IP<’ Mask«’ Gateway<’
Routerle :nﬁD Lo 192.168.1.1< /24 -
i 2¢ 10.0.1.1¢ /24 &
fmE 1€ 10.0.1.2¢ 124 _a
Router2<’ g 2¢ 10.0.2.2¢ /24 -
¥ 3¢ 192.168.2.1< /24 -
Routerac ﬁlil 1< 10.0.2.1€ 124 -
¥ 24 192.168.3.1¢ /24 -
i 1€ 192.168.1.2¢ 1246 192.168.1.1¢
i 1€ 192.168.2.2< 1246 192.168.2.1¢
i 1 102.168.3.2¢ 1246 192.168.3.1¢
Serverl« fE 1€ 192.168.1.3¢ /24 192.168.1.1¢
Laptopl<’ W 1 192.168.1.4¢ /244 192.168.1.1¢
Laptop2<’ i 1€ 192.168.2.3¢ /24¢ 192.168.2.1¢
Laptop3< 1 192.168.3.3¢ 1246 192.168.3.1¢
VS

SLEFR o b BE IR 1P HBAETT 5, BRIERAY IP IR KON ATE & 1Pv4 RITE,
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; _ PC-PT Laptop-PT
PC-PT Laptop-PT PC-PT Laptop-PT pPC2 Laptop3
Server-PT PC1 Laptop1 pC2 Laptop2

Server]

2.1P 5 RIP BitE, PA Routerl Hfil

Physical Config CLI Attributes
I
GLOBAL FastEthernst0 /0
Settings
= g = Port Status 8 on
Algorithm Settings
Bandwidth 100 Mbps 10 Mbps B Auto
ROUTING L e
. Upex alf Duplex uplex
Static P Half Dupl Full Dupl Auto
RIP MAC Address Q00C.B5AG.9E01
SWITCHING IP Configuration
WLAN Database |IPvd Address 192.16B.1.1
INTERFACE Subnet Mask 2552552550
[ FastEtherneto/o |
FEStEthErI'IEtD,"l Tx Ring Limnit 10

Seriall/0
Seriall/1
Seriall/2
Seriall/3
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i* Routerl

Physical Config
I

CLI Attributes

GLOBAL
Settings
Algorithm Settings
ROUTING
Static

( RIF

SWITCHING
WLAN Database
INTERFACE
FastEthernet0,/0
FastEthernet0/1
Serial1/0
Serial1/1
Serial1/2
Seriall/3

Network

RIP Routing

Add

Metwork Address

10.0.0.0

192.168.1.0

3. IP 5 Gateway BLE (BA Serverl Jfil)

Remove

Physical Config Services Desktop Programming Attributes
]
GLOBAL FastEthernst0
Settings
- g - Port Status 2n
Algorithm Settings
Bandwidth 00 10 Mbps B Auto
INTERFACE L e
uplex Half Duplex Full Duplex G Auto
FastEthernetD
MAC Address O00AF377.9994

IP Configuraticn
(") DHCP
O Static

IPvd Address
Subnet Mask

192.168.1.3

255.255.255.0

|PwB Configuration
() Automatic
© Static

IPwB Address

Link Local Address: FEBO

C20AF3FFFET 79994
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Physical Config
|

Services Deskiop Programming Attributes

GLOBAL

Settings

Algorithm Settings
INTERFACE
FastEthernet0

Global Settings

Display Name Sarverl

Gateway DMNS |Pvd
() DHCP

O Static

Default Gateway 192.168.1.1

DNS Server

Gateway/DNS [PvE

() Automatic

© Static

Default Gateway

DNS Sarver

4. ping 53 (B Serverl £ PC2 fil PC3 A#5i)
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Phy=ical Config Services Desktop
I

-ommand Prompt

mmand Line 1.0

Programming

Attributes

time=3ms TTL=12¢
ti lms TTIL=1

Minimm = Oms, Maximum = llms,
ng 152.1
Pinging 152.

guest timed

(] Top

SR
DAL 2 BRse s

IR E BRI s TS, I+
BB P& PR 1P Hihik Kz RIP B ;
BB 1P DA ERAS I S,

el

Router2 W 24 3 s ;
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1. EEEN

2. RN AC E

Bouter (config) #line console O
Bouter (config-line) gpassword VENI
Bouter (config-line) #login

Router (config-line) fexit

Bouter (config) fenakble password VIDI
Bouter (config)f#line tty 0

% Invalid input detected at "*' marker.

Bouter (config)f#line tty 1

% Invalid input detected at "*' marker.

Bouter (config) #line vty 0O

Bouter (config-line) gpassword VICI
Router (config-line) #login

Bouter (config-line) fexit

Bouter (config)
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enable password VIDI

ip cef

no ipwe cef

!

!

!

!

license udi pid CISCO2E11/ES sn FTH10170R2RS-

interface FastEthernetd/0
ip address 15%2_.1€8.1.1 255.255_.255.0
duplex auto

speed auto

1

interface FastEthernetl/s1
ip address 10.0.1.1 255_255_255.0
duplex auto

speed auto

1

interface Seriall/0

no ip address

clock rate 2000000

1

interface Seriall/1l

no ip address

clock rate 2000000

1

interface Seriall/ 2

no ip address

clock rate 2000000

1

interface Seriall/3

no ip address

clock rate 2000000

1

interface Vlanl

no ip address

shutdown

!

router rip

network 10.0.0.0
network 15%2_1&8.1.0

!

ip classless

1

ip flow-export wersion 3
1

1

1

1



line con 0
password VENI
login
!

line aux 0
!

line wty 0
password VICI

3. 3R

Press BETURMN to get started!

User RAccess Verification
Password:
Bouterrenakble

Password:
Bouter#

4. ELBE

Router (config) §service password-encryption

Bouter (config) fexit

Bouter#

%5¥S-5-CONFIG_I: Configured from comnsole by console

Routerf#enable secret VIDI

% Invalid input detected at "' marker.

Routerfconf ter

Enter configuration commands, one per line. End with CHNTL/Z.

Bouter (config) fenakle secret WIDI

The enakle secret you have chosen is the same as your enabkle password.
This is not recommended. Re-enter the enable secret.

Bouter (config) §no enabkle password VIDI

e

% Invalid input detected at """ marker.

Bouter (config) #no enabkle password
RBouter (config) fenakle secret WIDI
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0% Command Line Interface

enable secret 5 F13mERr;:1VYmEJsnbgEmHoalngQQ50

A

ip cef

no ipwvec cef

!

!

!

!

license udi pid CISCO2E811/KES sn FTH101lT7ORARS-

interface FastEthernetl/0

ip address 15%2_.1€5.1.1 255_.255.255.0
duplex auto

speed auto

1

interface FastEthernetl/1l

ip address 10.0.1.1 255_255_
duplex auto

speed auto
!

55.0

[

interface Seriallys0
no ip address
clock rate 2000000
!

interface Serially1l
no ip address
clock rate 2000000
I

interface Serially/2
no ip address
clock rate 2000000
I

interface Seriall/3
no ip address
clock rate 2000000
I

interface Vlanl

no ip address
shutdown

!

router rip

network 10.0.0.0
network 192_1c8.1.0
1

ip classless

I

ip flow-export wersion 3
1

1



line con O
password T 02179020
login
!
line aux 0
1
line wty O
password 7 08317&5&D20
login

IR
RIS LRSS R BE SR VENL, VIDI, VICI", 2K =A% 9% 8 hiX =],

RBEISCEN a2 S BORNEE R, YECESFRTREIMERIN, MY SRTE, 53
FUANEE PR,

Hsf 1] 34 -

106

36% — 105 — 26°

62% — 526 + 2 x 26% — 2 x 365 4 106
628 — 528 + 2 x 26% — 2 x 36% 4 108

el

1. kA

—
¥ 2= . =
o
2411 - - 1
hh —
Ratiter — ___..—" Router2
-~ — -
—— -
— -

PC-PT Laptop-PT
PC-PT Laptop-PT pC2 Laptop2
Pc2 Laptop2
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2. ODPF ¥ HE

Bouter (config) §route ospf 1

Router (config-router) §network 152 _168.1.0 255_255_.255.0 area 0
Bouter (config-router) fnetwork 10.0.1.0 2Z55_.255.255.0 area 0

Bouter (config) groute ospf 1

Bouter (config-router) gnetwork 10.0.1.0 255_.255_255.0 area 0
Router (config-router) gnetwork 10.0.1.0 255.255.255.0 area 0O
00:47:45: %05PF-5-ADJCHE: Process 1,
FULL, Loading Done

Router (config-router) gnetwork 10.0.2.0 255.255.255.0 area 0O
Bouter (config-router) fnetwork 192 _.1€8.2.0 Z55_255.255.0 area 0

Router (config) #route ospf 1

Router (config-router) #network 10.0.2.0 255.255.255.0 area 0O
Bouter (config-router) gnetwork 10 255.255.255.0 area 0
00:48:1e: %05PF-5-ADJCHZ: Process 1,
FUULL, Loading Done

% Tnwalid input detected at "*' marker.

Router (config-router) #network 152 .162.3.0 2Z55.255.255.0 area
% Incomplete command.
Router (config-router) #network 152.162.3.0 2Z55.255.255.0 area 0

3. BiRER (43t Router?)

Nbr 15%2.1€8.1.1 on FastEthernet(0/0 from LOADING to

Nbr 15%2.1€8.2.1 on FastEthernetl/0 from LOADING to

Simulation Panel 5 X
Event List
Vis, Time(sec) LastDevice At Device
P'-:— T ~3_='.‘, 0.000 Sarverl
» ;- - ? . 0.001 Serverl Switch1
2§ S~ — 2dhi1
Roiter1 ~—— - Router3 0.002 Switch1 Router1
—
e~ —— 0.002 Router1 Router2
ki
". ’.—-‘ 0.004 Router2 Router3
2 0.005 Routerd Switch2
Router2 " 0.006 Switch2 PC32

Serverl

SFIA
OSPF

H9IR

e PC-FT Laptop-PT
- Laptop-PT PC-PT Laptop-PT PCa Laptop3
Server-PT PC1 Laptop1 pPC2 Laptop2

155, MRUGHATUN R H(E:



af://n58
af://n62
af://n64

MR RIP BRI ;
74 Router1 #l Router2 ¥4 4 A BB AR IF0d FH £ &S
BB OSPF B, WIEKEIFT7R,

USRI, RIP MRSCESR 1M Z A BE B BB 16, TS24 m BB A RE BT
16;

SRR KO 2, @16, [HIAT B RIP PR
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0% Command Line Interface

enable secret 5 F13mERr;:1VYmEJsnbgEmHoalngQQ50

A

ip cef

no ipwvec cef

!

!

!

!

license udi pid CISCO2E811/KES sn FTH101lT7ORARS-

interface FastEthernetl/0

ip address 15%2_.1€5.1.1 255_.255.255.0
duplex auto

speed auto

1

interface FastEthernetl/1l

ip address 10.0.1.1 255_255_
duplex auto

speed auto
!

55.0

[

interface Seriallys0
no ip address
clock rate 2000000
!

interface Serially1l
no ip address
clock rate 2000000
I

interface Serially/2
no ip address
clock rate 2000000
I

interface Seriall/3
no ip address
clock rate 2000000
I

interface Vlanl

no ip address
shutdown

!

router rip

network 10.0.0.0
network 192_1c8.1.0
1

ip classless

I

ip flow-export wersion 3
1

1



line con O

password 7 0817&5%&020
login

!

line aux 0

1

line wty O

password 7 08317&5&D20
login

i EEFR, FIDABERISRERARIC Y 5, Bl & FERN T AIZEES 1S s
£,

The enable secret and enable password Commands

The enable password command is no longer recommended to be used. Use the enable secret command for better security. The only instance in
which the enable password command can be tested is when the device is in a boot mode that does not support the enable secret command.

Enable secrets are hashed with the MD5 algorithm. As far as anyone at Cisco knows, it is impossible to recover an enable secret based on the
contents of a configuration file (other than by obvious dictionary attacks).

Almost all passwords and other authentication strings in Cisco 10S configuration files are encrypted with the weak, reversible scheme used for user
passwords.

To determine which scheme has been used to encrypt a specific password, check the digit before the encrypted string in the configuration file. If that
digitis a 7, the password has been encrypted with the weak algorithm. If the digit is a 5, the password has been hashed with the stronger MD5
algorithm.

For example, in the configuration command:

enable secret 5 $15iUjJ5cDZE03KKGhTmHEX2RSbDgP.

The enable secret has been hashed with MD5, whereas in the command

username jdoe password 7 07362ES590E1B1C041BlE1Z24CORZF2E206832752E1801134D

The password has been encrypted with the weak reversible algorithm.

SR MD5 BIES RIS RN 1% R ST/ NG 7&, FNEER 32, BARE X $1$mERr$1V
YmEJsn5gXmHoa2nqQQ90 A& VIVD LI fean Mps BE—SRRINEER, H—bEmREE
TR, BRI T RER 2 U MDS IR TR LS, B EiX — &



In [1]: import crypt

In [2]: crypt.crypt("VIVD", "$1$mERr$")
Out[2]: '$1$mERr$iSyX5wwi/MyMMvaCWM6g40'!

In [3]: crypt.crypt("VIVD", "mERr$")
Out[3]: '"mET1QuI7dLpFw'

In [4]: len("$1$mERr$1VYmEJsn5gXmHoa2nqQQ9e") =

len("$1$mERP$iSYX5wwi/MyMMvaCWM6g40™)
Out[4]: True

KIINE GRS KE SR ESCRE 8, I PMRIRREN $1$mERPS

.
V.

£

58

In [5]: target = "$1$mERr$1VYmEJsn5gXmHoa2nqQQoo"
In [6]: sault = "$1$mERr$"

In [7]: init = "vIVD"

In [8]: n =0

In [9]: while n < 10000:
tmp = crypt.crypt(init, sault)
if tmp=target:
print(n)
break
init = tmp[8:]
n+=1

In [10]: tmp
Out[10]: '$1$mERr$WTRgFis1GnsxWv0eXkqCN1'

In [11]: len(tmp)
out[12]: 30

R R IR 10000 IR ER MD5 AR R RETS B IEME 2. (E NHIE X LRI LA R
T3 MRS 2 I R ) MD5 N


af://n87

GIHESS 4 KB,



	第一次实验
	任务 1
	截图
	文字描述

	任务 2
	截图
	1. 搭建图
	2. IP 与 RIP 配置，以 Router1 为例

	3. IP 与 Gateway 配置（以 Server1 为例）
	4. ping 结果（以 Server1 到 PC2 和 PC3 为例）

	文字描述

	任务 3
	截图
	1. 设置密码
	2. 展示密码配置
	3. 效果
	4. 密文设置

	文字描述

	任务 4
	截图
	1. 连线图
	2. ODPF 设置
	3. 路径展示（经过 Router2）

	文字描述

	Bonus 1
	Bonus 2


