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陀簽陁ꝯ䫉⯅⮙輤
Router1

Router2

access 101 permit ip 192.168.2.0 0.0.0.255 host 192.168.1.4
access 101 permit ip 192.168.3.0 0.0.0.255 host 192.168.1.4
access 101 permit ip host 192.168.2.2 192.168.1.0 0.0.0.255
access 101 permit ip host 192.168.3.3 192.168.1.0 0.0.0.255

access 101 permit ip host 192.168.2.3 host 192.168.1.2
access 101 permit ip host 192.168.3.2 host 192.168.1.2

access 101 permit ip host 192.168.4.2 host 192.168.1.2

interface FastEthernet0/0
ip access-group 101 out

access 102 permit ip host 192.168.1.2 host 192.168.4.2
access 102 permit ip host 192.168.4.2 host 192.168.1.2

interface FastEthernet1/0
ip access-group 102 out
ip access-group 102 in



Router3:
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⪼鼿䡟⼗ꝵ⺀♤鵲⟖PC4 -> PC1

access 101 permit ip 192.168.1.0 0.0.0.255 host 192.168.2.2
access 101 permit ip 192.168.3.0 0.0.0.255 host 192.168.2.2
access 101 permit ip host 192.168.1.4 192.168.2.0 0.0.0.255
access 101 permit ip host 192.168.3.3 192.168.2.0 0.0.0.255

access 101 permit ip host 192.168.1.2 host 192.168.2.3
access 101 permit ip host 192.168.3.2 host 192.168.2.3

interface FastEthernet0/1
ip access-group 102 out

access 101 permit ip 192.168.1.0 0.0.0.255 host 192.168.3.3
access 101 permit ip 192.168.2.0 0.0.0.255 host 192.168.3.3
access 101 permit ip host 192.168.1.4 192.168.3.0 0.0.0.255
access 101 permit ip host 192.168.2.2 192.168.3.0 0.0.0.255

access 101 permit ip host 192.168.1.2 host 192.168.3.2
access 101 permit ip host 192.168.2.3 host 192.168.3.2

interface FastEthernet0/1
ip access-group 101 out



儊Ɐ僾兤ꝵ殲鵲⟖PC4 -> Laptop2 ┭罰鵲⟖

儊Ɐ僾兤ꝵ殲鵲⟖PC4 -> PC2 罰鵲⟖



縐筷☪鵲⟖PC1 -> Laptop2 罰鵲⟖

Server1 鵲⟖⭝䱣PC1 -> Server1 ⺀♤鵲⟖



Server1 鵲⟖⪨♍陀㚢㏛仍婮陁ꝯ Server1
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⟧䶶 Router2&Router3 陀簽 icmp ⺥ꝩ
Router2

Router3

access 101 permit ip 192.168.1.2 192.168.1.0 0.0.0.255
access 101 permit ip 192.168.1.2 192.168.2.0 0.0.0.255
access 101 permit ip 192.168.1.2 192.168.3.0 0.0.0.255

ip inspect name ex icmp
interface FastEthernet0/1
ip inspect ex out
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ip inspect name ex icmp
interface FastEthernet0/1
ip inspect ex out



DeviceDevice PortPort IPIP MaskMask GatewayGateway
Router1 FastEthernet0/1 10.0.1.1 255.255.255.0 -
Router4 FastEthernet0/0 10.0.1.2 255.255.255.0 -
Router4 FastEthernet0/1 10.0.3.1 255.255.255.0 -
Router2 FastEthernet0/0 10.0.3.2 255.255.255.0 -
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Router:  

Router:  

crypto isakmp policy 1
encryption 3des
hash md5
authentication pre-share
group 5

exit

crypto isakmp key 123 address 10.0.3.2

access-list 101 permit ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0.255 
access-list 101 permit ip 192.168.1.0 0.0.0.255 192.168.3.0 0.0.0.255

crypto ipsec transform-set exset esp-3des esp-md5-hmac
crypto map exmap 1 ipsec-isakmp
set peer 10.0.3.2
match address 101
set transform-set exset

exit

interface FastEthernet0/1
crypto map exmap

crypto isakmp policy 1
encryption 3des
hash md5
authentication pre-share
group 5

exit

crypto isakmp key 123 address 10.0.1.1

access-list 101 permit ip 192.168.2.0 0.0.0.255 192.168.1.0 0.0.0.255
access-list 101 permit ip 192.168.2.0 0.0.0.255 192.168.3.0 0.0.0.255



⺢仭╮  ping 鵲㯣簑┩╮  Router2 ꀁ簽  RIP ⶕ阰ⱴ  192.168.2.0  ⽡  10.0.0.0 ╮ 
Router3 ꀁ簽 RIP ⶕ阰ⱴ 192.168.3.0  ⽡ 10.0.0.0 ս
嬕陗䷊冈  

䤰⮃其  

crypto ipsec transform-set exset esp-3des esp-md5-hmac
crypto map exmap 1 ipsec-isakmp
set peer 10.0.1.1
match address 101
set transform-set exset

exit

interface FastEthernet0/0
crypto map exmap
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ꀁ簽 Switch1



conf ter
interface range f0/1-2
Switchport mode trunk
channel-group 1 mode on
exit
port-channel load-balance dst-ip
exit
show etherchannel summary



ꀁ簽 Switch0
conf ter
interface range f0/1-2
Switchport mode trunk
channel-group 1 mode on
exit
port-channel load-balance dst-ip
exit
show etherchannel summary
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