I FEMER
B R ATR, MBI RN

BRI PRI A RN T — A F M, i 2 #t LS LE (5

EFNEHZRS ZFMEZEOMNAOGAIZETREEHESIR (101) , RairEER P Izl
FEREs NBYEEN T, Z0ELE out |

ACL10T HHAVFRBMS A IP, B IP SIS NI

W — A7 W 192168.4.1/24, N — & R LT VI M= H, & E Serverl IP
192.168.4.2, XM ACL102 KAV IP 4 192.168.1.2 HHI IP 7 192.168, 4.2 HIHL# AT
W, FF HE TV IP 2 192.168.4.2 HEHM IP 24 192.168.1.2 I EIE HTK,

Laprop-PT Laptop-PT
Laptop2 Laptopa




2 A AIAE S L R R PR <

W& 2R fliFH A\ B ]e #iEe o
PCl< LR JLE e S ANe | 192.168.1.2¢
Serverl< e JLE PEe PLEF e | 192.168.4.2¢
Laptopl<’ e Ee JLE e Brig N e 192.168.1.4¢
PC4¢’ W% B A< ToE e _— 192.168.1.5¢
Laptop2<’ Jig e HEEERFa SR Ae 192.168.2.3¢
PC2¢ RS e | e AR BRI A 192.168.2.2¢
Laptop4«’ MEHAECE B B B < ¢ 192.168.2.4¢
PC3¢ i e iR el AR A 192.168.3.2¢
Laptop3<’ TR Wik Tl BN 192.168.3.3¢
PC5¢ KEa] Co | HESUUTE — 192.168.3.4<
Al EEATHPTIESS
Router1:
access 101 permit ip 192.168.2.0 0.0.0.255 host 192.168.1.4
access 101 permit ip 192.168.3.0 0.0.0.255 host 192.168.1.4
access 101 permit ip host 192.168.2.2 192.168.1.0 0.0.0.255
access 101 permit ip host 192.168.3.3 192.168.1.0 0.0.0.255
access 101 permit ip host 192.168.2.3 host 192.168.1.2
access 101 permit ip host 192.168.3.2 host 192.168.1.2
access 101 permit ip host 192.168.4.2 host 192.168.1.2

interface FastEthernet0/0
ip access-group 101 out

access 102 permit ip host
access 102 permit ip host

192.168.1.2 host 192.168.4.2
192.168.4.2 host 192.168.1.2

interface FastEthernet1/0
ip access-group 102 out

ip access-group 102 in

Router2:

2 R RN S R R R R D



access

access

access

access

access

access

101 permit
101 permit
101 permit
101 permit

101 permit
101 permit

ip
ip
ip
ip

ip
ip

192.168.1.0 0.0.0.255 host 192.168.
192.168.3.0 0.0.0.255 host 192.168.
host 192.168.1.4 192.168.2.0 0.0.0.
host 192.168.3.3 192.168.2.0 0.0.0.

host 192.168.1.2 host 192.168.2.3
host 192.168.3.2 host 192.168.2.3

interface FastEthernet0/1
ip access-group 102 out

Router3:

access
access
access
access

access

access

101 permit
101 permit
101 permit
101 permit

101 permit
101 permit

ip
ip
ip
ip

ip
ip

192.168.1.0 0.0.0.255 host 192.168.
192.168.2.0 0.0.0.255 host 192.168.
host 192.168.1.4 192.168.3.0 0.0.0.
host 192.168.2.2 192.168.3.0 0.0.0.

host 192.168.1.2 host 192.168.3.2
host 192.168.2.3 host 192.168.3.2

interface FastEthernet0/1

ip access-group 101 out

IARCR

PRI AR B [ AT DA -

PC4 -> PC1

2.2
2.2
255
255

3.5
3.5
255
255
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Physical Config Desktop Programming Attributes
—

Command Prompt

‘acket Tracer PC Command Line 1.0
ping 192 p

Pinging 15%2.1€2.1.2 with 32 bytes of data:

Reply fro 2. .2: by 2 time=5ms
Reply : 34 time<lms
Reply ) 2 time<lms
Reply .2: by 2 time<lms

Ping statistics for 1952.

Packets: Sent = 4, Received = 4, Lost 0 R
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 5ms, Average = lms

PO ERTIES : PC4 -> Laptop2 FREMESS

Pinging 2 22 i 32 bytes of data:

REequest timed
REequest timed

Begquest timed out.
HEequest timed out.

Ping statistics for 15%2_168_2.
Packets: Sent = 4, Receiwve 1 4 (1l00% loss),

W NI BIRIEE : PC4 -> PC2 RER



Cih>ping 132.1€3.2.2

Pinging 135%2. 2.2 with 32 bytes of data:

Request timed out.
Reply fro 92 _ 1« 2.2: bytes=32 time<lms TTL=1Z¢

Reply fro S92 2.2 bytes=32 time<lms TTL=12Z&
Reply fro 92 .12 .2_.2: bytes=32 time=lms TTL=12¢
Ping statistics for 1932.1lc28.2.2:
Packets: Sent = 4, Receiwved = 3, Lost = 1 (25% loss),
Approximate round trip times in milli-seconds:
MHinimm = Oms, Maximm = lms, Average = (Oms

BE4 NiifS: PC1-> Laptop2 fEIf(S:

* PC1 a X

Physical Config Dasktop Programming Attributes
I

ommand Prompt

Packet Tracer Command Line 1.0

C:\=ping 192.1 .3
Pinging 152.168_.2_.3 with 32 bytes of data:

Reply from 1S2. : bytes=32 time<lms TTL=
Reply from 152 .1c¢ : bytes time<lms TTL=12

Reply from 152 _1¢ : bytes=32 time<lms TTL=12¢€
Reply from 152. : bytes 2 time<lms TTIL=12¢

Ping statistics for 152.1 2
Packets: Sent = 4, Received = 4, Lost = 0 (0%
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms

Serverl jBfE: PILHIPCI -> Server1 7] BB



Pinging 15%2.1lc 2 with 32 bytes of data:

Reply from 2 2: bytes=32 time<lms TITL=127
Reply from 2 i 2: bytes=32 time=dms TTIL=127

Reply from 2 i 2: bytes=32 time=otms TIL=127
Reply from 2_1¢ 2: bytes=32 time<lms TTL=127
Ping statistics for 152 _1e8_.4_2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Sms, Average = 2Zms

Server1 @5 : HAMK &I ICILTIF] Server

¥ Laptop1 — O X
Physical Config Desktop Programming Attributes
—

Command Prompt

Packet Tracer mmand Line 1.0
Cc ping 1S2.1

Pinging 192.1€8.4.2 with 32 bytes of data:

Reply from 15%2.1 .1: Destination host unreachable.
Reply from 15%2.1 .1: Destination host unreachable.
Reply from 192.1¢ .1: Destination host unreachable.
Reply from 1592 _.1€8.1.1: Destination host unreachable.

Ping statistics for 192.168
Packets: Sent = 4, Rece 0 4 (100% loss)

.




¥ Laptop2

Physical Config Desktop Programming Attributes
[

ommand Prompt

Packet Tracer PC Command Line 1.0
C:\>ping 192.1 .2

Pinging 192.1€8.4.2 with 32 bytes of data:

Reply from 10.0.1.1: Destination host unreachable.
Reply from 10.0.1.1: Destination host unreachable.
Reply from 10.0.1.1: Destination host unreachable.
Reply from 10.0.1.1: Destination host unreachable.
Ping statistics for 152 2
Packets: Sent = 4, [ ved = 0, Lost = 4 (100% loss),

NRE

FOUF PCT AAMNRIETE R, 1B Routerl:

access 101 permit ip 192.168.1.2 192.168.1.0 0.0.0.255
access 101 permit ip 192.168.1.2 192.168.2.0 0.0.0.255
access 101 permit ip 192.168.1.2 192.168.3.0 0.0.0.255

& Router2&Router3 & & icmp J51]

Router2:

ip inspect name ex icmp
interface FastEthernet0/1

ip inspect ex out

Router3:



ip inspect name ex icmp
interface FastEthernet0/1

ip inspect ex out

TR

C:-\>ping 152 .165.2_4

Pinging 1592 _.1€2.2_.4 with 322 bytes of data:

i

Reply from bytes=32 time<lms TIL=l1Z¢c
bytes=32 time<lms TTL=12¢
time<lms TTL=12¢

bytes=32 time<lms TIL=1Z&c

Reply from

i

Reply from
Reply from

ol el el
L
BB D3

iy

Ping statistics for 192 _168_.2_4:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss)
Approximate round trip times in milli-seconds:
Minimmm = Oms, Maximum = Oms, Average = (ms

r

Pinging 132 _.1€2.3.4 with 32 bytes of data:

Reguest timed out.

Reply from 152 _.1628_.3_.4: bytes=32 time<lms TTL=125%
Reply from 132 _168.3.4: bytes=3Z time<lms TTL=125
Reply from 1532 _168.3.4: bytes=32 time<lms TTL=125

Ping statistics for 152_.1c2.3_.4:
Packets: Sent = 4, Received = 3, Lost = 1 (25% loss)
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = (ms




JeiRIEH @R R A

FENW_EXEUREIEDE, 23 W L R e A RE F BRAT 12 15 B ASES B B8l RIP 22 SR
FRo HeERSH L RERC BN RIS 22 W30 5 ERIE R, TR IP FE7H NAT $5421 2 M
P BYTE L N ICTR B AR 1P ik 5 A S T, - A1 e B A s Hh ) 75 TR TETR A 25 A
TN IEH A,

MCHE

P
PC-PT
Laptop2 v Laptopd PC-P T' Fes

PC3 Ar

Server-PT PC-PT Laptop-PT 2 -
r apto

Laptop-PT
Laptop3

P ik 53 :

Device Port IP Mask Gateway
Router1 FastEthernetO/1 10.0.1.1 255.255.255.0 -

Router4 FastEthernet0/0 10.0.1.2 255.255.255.0 -

Router4 FastEthernetO/1 10.0.3.1 255.255.255.0 -

Router2 FastEthernet0/0 10.0.3.2 255.255.255.0 -

AL EFSEH, JHIRERACE VPN:



Routerl:

crypto isakmp policy 1
encryption 3des

hash mdS

authentication pre-share
group S

exit

crypto isakmp key 123 address 10.0.3.2

access-list 101 permit ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0.255
access-list 101 permit ip 192.168.1.0 0.0.0.255 192.168.3.0 0.0.0.255

crypto ipsec transform-set exset esp-3des esp-md5-hmac
crypto map exmap 1 ipsec-isakmp

set peer 10.0.3.2

match address 101

set transform-set exset

exit
interface FastEthernet0/1

crypto map exmap

Router2:

crypto isakmp policy 1
encryption 3des

hash mdS

authentication pre-share
group S

exit

crypto isakmp key 123 address 10.0.1.1

access-list 101 permit ip 192.168.2.0 0.0.0.255 192.168.1.0 0.0.0.255
access-list 101 permit ip 192.168.2.0 0.0.0.255 192.168.3.0 0.0.0.255



crypto ipsec transform-set exset esp-3des esp-mdS5-hmac
crypto map exmap 1 ipsec-isakmp

set peer 10.0.1.1

match address 101

set transform-set exset
exit

interface FastEthernet0/0

crypto map exmap

[N ping I8/ =, 28 Router2 BLE RIP PMX, #hN 192.168.2.0 fl 10.0.0.0 , A
Router3 it ® RIP MY, #sM 192.168.3.0 1 10.0.0.0 ,

IR

Pinging 132.1c8.2.2 with 32 bytes of data:

Reply from
Beply from
Reply from
Reply from

bytes=32 time=lms TIL=12¢
bytes=32 time<lms TTL=12¢
bytes=32 time=lms TTL=12¢
bytes=32Z time<lms TTL=1Z2Z&

[ ST O T (% T O]
[ O T O I O R %]

Ping statistics for 152.
Packets: Sent = 4, Receiwved = 4, Lost = 0 (0%
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = lms, RAverage = Oms

IVEL 73 B



2040T-24
Sfftcha

Server-PT
Secvert

PC-PT
PC1

Laptop-PT
Laptop1

Model _ Inbound PDU Details
e

o2

At Device: Router]
Source: PC1
Destination: 192.168.2.2

In Layers

e
m

Outbound PDU Details

Layer 3: IP Header Src. IP:
192.168.1.2, Dest. 1P: 192.168.2.2

ICMP Message Type: 8

Layer 3: IP Header Src. IP: 10.0.1.1,
st. [P: 10.0.3.2

Layer 2: Ethernet 11 Header
0000.0CC7.A396 >> 0060.2F00.CCO1

Layer 2: Ethernet Il Header

0060.2F0D.CC02 >> 000A.F3C1.7D001

Layer 1: Port FastEtherneto/0

Layer 1: Port(s): Fastetherneto/1

1. FastEthemet0/0 recelves the frame.

Challonge Mo

<< Provious Layer Next Layer >>

Laptop-PT
Loptop3

Simulation Panel (-5
Event List
Vis. Tima{sec) Last Device At Devica Typs
0.000 - PCY W cve
0.001 PC1 Switch1 B cve
0.002  Switchl Router! W o
0003 Router! Routerd W cve
0004  Routerd Router2 W cvw
W 0005  Router2 Switch2 W cve
Captured to:
Roset Simulation [ Constant Delay 00053
Play Controls
l« » »

Evont List Filtors - Visible Events

ACL Filver, ARP. BGP. Blustooth. CAPWAP. COP. DHCP. DHCPv8, DNS, DTP.
EAPOL. EIGRP, BGRPY6, FTP, H.323, HSRP, HSRPVE, HTTP, HTTPS, ICMP.
ICMPVB, IPSec, ISAKMP, IoT, loT TCP, LACR, LLDP, NDR, NETFLOW, NTP,
OSPF, OSPFvB, PAGP, POP3, PPP, , PTP, RADIUS, REP, RIP, RiPng,
RTP, SCCP, SMTP, SNMP. SSH, STP, SYSLOG, TACACS, TC®, TFTP, Telnet,
UDP, US8, VTP

Edit Filters Show All/None

(la» [»]



«Logleal |( | Physical )= .y s

Vie.  Time(sec) LastDwvice  AtDevice  Type
0.000 - ] W cve
0.001 Pl Switch1 W owe
0002  Switchl Router1 W cve
0.003 Router1 Routerd W ove
0.004 Routerd Router? W om0
« 0005 Router2 Switch2 W ove
n . Layer 3: IP Header Src. 1P:
: 1P r 3 3 .0.1..
E‘:‘;’é_lw";‘;of Src. 1P 10.0.1.1, 192.168.1.2, Dest. IP: 192.168.2.2
St ICMP Message Type: 8 )
Layer 2: Ethernet 11 Header Layer 2: Ethernet 11 Header
000A.F3C1.7002 >> 00D0.584C.C001 00D0.584C.C002 >> 0001.4378.6DAC Laptop-PT
Layer 1: Port FastEthernet0/0 Layer 1: Port(s): FastEthernet0/1 Loptopd
1. FastEthernet0/0 receives the frame.
= Captured to;
Rocet Simulation (@ Constant Delay 0.005 5
Play Controls
I« » »|
Event List Filters - Visible Events
ACL Filter, ARP, BGP, Blustooth, CAPWAP, COP, DHCP, DHCPvE, DNS, DTP,
Challenge Mo << Provious Layor Noxt Layer >> EAPOL, EIGRP, EIGRPVS, FTP, H 323, HSRP, HSRPV6, HTTP, HTTPS, ICMP.
ICMPV, IPS8c, ISAKMP, 10T, IoT TCP, LACP, LLDP, NDP, NETFLOW, NTP.
OSPF. OSPFv6, PAGP. POP3. PPP. PPPOED. PTP. RADIUS, REP. RIP. RIPng.
RTP, SCCP, SMTP. SNMP, SSH, STR. SYSLOG, TACACS, TCP. TFT#, Telnet.
UDP, USB, VTP
it Filtors Show All/None

n] PLE 3| Router1 AEMIHR SO TR (P AT EH Y 1P #9405 T2 IP, 7E Router2 b X ##1& ek al P 7
1P, TEMEHIEFEH IP header ZZEZE, [RlI IPSec f# F Y2 RS BRI,

Bonus 1 £ P i i

ik

FEERHSH H 225, SRR 43 A 2 TR RN R, R CPFREAR AU R TR Es AN
TEERMFER, MEATERNBEA, IS A, MEEEREEZIBE TR E BN
FIFRI I FTHIRES, B EAH A W PR G AR TR, HKbs_LATA IRt
WEE T, TRMMEEXZMS MBS SHE CHE R, RN, JUMHFLiERESIEE
BEAHSGHTIESS, A EIREEME X CE RIS T R MEERIIUIL, AR e BILIROR 4 B Y



FIEETTEREHY — DS, 5 Scitchl MEATHR RS, DUER D RERE SR & il — M BERS,
= H— SRS PR, 53— ARBER R AREL A, ARSI CE G4 iyl St



[ 4
server-PT PC-PT Laptop-PT
Serverl PC1 Laptop1

it & Switch1:



conf ter

interface range f0/1-2
Switchport mode trunk
channel-group 1 mode on

exit

port-channel load-balance dst-ip
exit

show etherchannel summary

Switch=enable

Switchgconf ter

Enter configuration commands, one per line. End with CNTIL/Z.
Switch(config) #interface range £0/1-2

Switch(config-if-range) $Switchport mode trunk

Switch({config-if-range) $

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/l, changed state to down
$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(0/l, changed state to up
$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/2, changed state to down
$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/2, changed state to up
Switch({config-if-range) #channel-group 1l mode on

Switch({config-if-range)$

Creating a port-channel interface Port-channel 1

$LINE-5-CHANGED: Interface Port-channell, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface Port-channell, changed state to up
Switch(config-if-range) gexit

Switch(config) #port—-channel load-balance dst-ip

Switch(config) #exit

Switchg

£5YS-5-CONFIG_I: Configured from console by console

Switch#show etherchannel summary

Flags: D - down P - in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layers3 S - Layer2
U - in use f - failed to allocate aggregator
u - unsuitable for bundling
w - waiting to be aggregated
d - default port

Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports

------ e R — —
1l Pol (SU) - FaO/1(P) FalO/2(P)

Switch|



Bt & SwitchO:

conf ter

interface range f0/1-2
Switchport mode trunk
channel-group 1 mode on

exit

port-channel load-balance dst-ip
exit

show etherchannel summary

Switch#conf ter

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config) §interface range £0/1-2

Switch({config-if-range) §Switchport mode trunk

Switch(config-if-range) §channel-group 1l mode on

Switch(config-if-range) §exit

Switch(config) §port-channel load-balance dst-ip

Switch(config) fexit

Switch#show etherchannel summary

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/l, changed state to down
SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/l, changed state to up
SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/2, changed state to down
SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(l/2, changed state to up
Creating a port-channel interface Port-channel 1

SLINE-S5-CHANGED: Interface Port-channell, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Port-channell, changed state to up

£5¥YS-5-CONFIG I: Configured from console by console

Flags: D - down P - in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layerl
U - in use £ - failed to allocate aggregator
u - unsuitable for bundling
W - waiting to be aggregated
d - default port

Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports

—————— e e e e e e e
1 Pol (SU) - Fa0/l(P) Fad/2(P)

Switch#
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