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= Routerl:

interface FastEthernet0/0

ip address 192.168.1.1 255.255.255.0
ip access—group 101 in

ip access—group 100 out

interface FastEthernetl/0

ip address 192.168.1.129 255.255.255.128
ip access—group 103 in

ip access—-group 102 out

Extended IP access list 100

10 permit ip host 192.168.2.3 host 192.168.1.2
20 permit ip host 192.168.3.2 host 192.168.1.2
30 permit ip host 192.168.2.2 any

40 permit ip host 192.168.3.3 any

50 permit ip any host 192.168.1.4

60 permit ip host 192.168.1.130 host 192.168.1.2
Extended IP access list 101
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Extended IP access list 102

10 permit ip host 192.168.

Extended IP access list 103

10 permit ip host 192.168.

= Router2:

interface FastEthernetl/0
ip address 192.168.2.1 255.255.255.0
ip access—group 101 in
ip access—group 100 out

Extended IP access list 100
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interface FastEthernet0/1
ip address 192.168.3.1 255.255.255.0
ip access—group 101 in
ip access—group 100 out

168.
168.
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1.2 host 192.168.2.3
1.2 host 192.168.3.2
168.2.2

168.3.3

1.4 any

1.2 host 192.168.1.130

1.2 host 192.168.1.130

1.130 host 192.168.1.2

host 192.168.2.3
host 192.168.2.3
any
any
168.2.2
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2.3 host 192.168.1.2
2.3 host 192.168.3.2
168.1.4
168.3.3
2.2 any



Extended IP access list 100
10 permit ip host 192.168.1.2 host 192.168.3.2
20 permit ip host 192.168.2.3 host 192.168.3.2
30 permit ip host 192.168.1.4 any
40 permit ip host 192.168.2.2 any
50 permit ip any host 192.168.3.3

Extended IP access list 101
10 permit ip host 192.168.3.2 host 192.168.1.2
20 permit ip host 192.168.3.2 host 192.168.2.3
30 permit ip any host 192.168.1.4
40 permit ip any host 192.168.2.2
50 permit ip host 192.168.3.3 any
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Extended IP access list 100
70 permit icmp any host
Extended IP access list 101
70 permit icmp host 192

= Router2

Extended IP access list 100

60 permit icmp host 192.

Extended IP access list 101
60 permit icmp any host

= Router3

Extended IP access list 100

60 permit icmp host 192.

Extended IP access list 101
60 permit icmp any host
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» ] PC1 % ping Laptop4 1 PC5, H2:
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168.1.2 echo-reply

.1.2 any

1.2 any

168.1.2 echo-reply

1.2 any

168.1.2 echo-reply
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O PDU Information at Device: Router4

0OSI Model Inbound PDU Details Outbound PDU Details
|

At Device: Router4

Source: PC1

Destination: 192.168.2.2

In Layers Out Layers

Layer 3: IP Header Src. IP: Layer 3: IP Header Src. IP:
166.111.5.101, Dest. IP: 166.111.5.101, Dest. IP:
166.111.6.101 166.111.6.101

Layer 2: Ethernet II Header Layer 2: Ethernet II Header
0060.2F3B.8002 >> 00D0.D3BE.9951 >>
0060.70E3.8E02 000D.BDC1.2801

Layer 1: Port FastEthernet0/1 Layer 1: Port(s): FastEthernet1/0

1. The routing table finds a routing entry to the destination IP address.

2. The destination network is directly connected. The device sets destination as the
next-hop.

3. The device decrements the TTL on the packet.

4. An IPSEC (ESP/AH) message is sending out of FastEthernet1/0.

Challenge Me << Previous Layer Next Layer >>
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Fao/0 P11 Somvero
. .uter0
PCo Laptop-PT
Laptop0O
L. E5EA I IP Hihk:
Device Port IP Mask Gateway
Router0 Fa0/0 192.168.1.1 /24 -
Fa0/1 1.1.1.1 /8 -
PCO Fa0/0 192.168.1.2 /24 192.168.1.1
Laptop0 Fa0/0 192.168.1.3 /24 192.168.1.1
Server( Fa0/1 1.1.1.2 /8 1.1.1.1

2. fit & NAT:

Router(config)# ip nat inside source list 1 interface FastEthernet0/1
overload



3. fi]#t access-list:

Router(config)# access-list 1 permit 192.168.1.0 0.0.0.255

4. J3f NAT on Inside 2 [1 :

Router(config)# interface FastEthernet@/0
Router(config-if)# ip nat inside
Router(config-if)# exit

5. 3 H NAT on Outside $2[7 :

Router(config)# interface FastEthernet0/1
Router(config-if)# ip nat outside
Router(config—if)# exit

6. (RAFHCE

Router(config)# end
Router# write memory

A NAT #ij, A3k Src. IP 24 PCO #Y IP bt :



0OSI Model Inbound PDU Details Outbound PDU Details
|

At Device: Router0

Source: PCO
Destination: 1.1.1.2
In Layers Out Layers
Layer 3: IP Header Src. IP: Layer 3: IP Header Src. IP:
192.168.1.2, Dest. IP: 1.1.1.2 192.168.1.2, Dest. IP: 1.1.1.2
ICMP Message Type: 8 ICMP Message Type: 8
Layer 2: Ethernet II Header Layer 2: Ethernet II Header
00D0.BA6B.474C >> 0001.C9DA.EA02 >> 0060.701E.
0001.C9DA.EAO1 356B
Layer 1: Port FastEthernet0/0 Layer 1: Port(s): FastEthernet0/1

1. The routing table finds a routing entry to the destination IP address.

2. The destination network is directly connected. The device sets destination as the
next-hop.

3. The device decrements the TTL on the packet.

Challenge Me << Previous Layer Next Layer >>

M NAT Hij, 433k Src. IP 24 Router0 f] outside ¥ [1Hbk :



O PDU Information at Device: RouterQ

0OSI Model Inbound PDU Details Outbound PDU Details
|

At Device: Router0

Source: PCO

Destination: 1.1.1.2

In Layers Out Layers

Layer 3: IP Header Src. IP: Layer 3: IP Header Src. IP:
192.168.1.2, Dest. IP: 1.1.1.2 1.1.1.1, Dest. IP: 1.1.1.2 ICMP
ICMP Message Type: 8 Message Type: 8

Layer 2: Ethernet II Header Layer 2: Ethernet II Header
00D0.BA6B.474C >> 0001.C9DA.EA02 >> 0060.701E.
0001.C9DA.EAO1 356B

Layer 1: Port FastEthernet0/0 Layer 1: Port(s): FastEthernet0/1

1. The CEF table has an entry for the destination IP address.

2. The device decrements the TTL on the packet.

3. The packet is going from an inside to an outside network. The device looks up its
NAT table for necessary translations.

4a'é'he packet matches an inside source list and creates a new entry for source local
address.

5. The device translates the packet from local to global addresses with the matched
entry.

Challenge Me << Previous Layer Next Layer >>



