A VR S 56 T ]

2014/3



» MRS R G RE AL

— M= A I
— PR ER

— SZYGEOR



» Wi

— This mode has the virtualization layer positioned
between the operating system and applications.

* Every virtualization environment of an application
shares the same execution environment as the host

machine.

e Application virtualization decouples software from OS.

Virtual Appliance

Part 3

Part 2

On-demand software
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User-level
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* Flexibility
» Storage efficiency

* Dependent on the host OS
Difficulty to implement (?)
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e Hook!

* The target software runs in a user-level virtualization
environment layered on top of the local machine’s OS.
This environment intercepts all related APIs, including
those accessing the system registry and files/
directories, from the software.

— Then, your code (inserted) can catch the function-call before
and / or after invoking the original version and do everything
you like.
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Invocation without interception:
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us/projects/detours/
e A full-function HOOK Invocation with interception:
lib with all source code - 3
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Invocation with and without interception
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Target Function
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TargetFunctions:

;; Target Function

TargetFunction:

push ebp + Jjmp DetourFunction
mowv ebp, esp
push ebx
push esi TargetFunction+5t:
push edi push edi
;; Trampoline ;; Trampoline

TrampolineFunction:
jmp TargetFunction

+ mow

TrampolineFunction:

push ebp
ebp, esp
push ebx
push esi
Jjmp TargetFunction+b
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File Registry
Access Access

Virtuallzation Environment
Intercept ion> GnterceptiorD
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FS Reg.
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