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1 ¢�8���¦

�g¢��8�Ì�´é�ÆÏ¤Æ��;EâÄ:k��¢�5�


)§±9
)O�Åé^�&EÖ��Ì�6§"d	du¢��¦Ä

u Microsoft Jø�m
mu¥ detours§Ï
ÝºXÛ|^ detours ò§

Sé©�XÚ�ö�?1�¼�´¢��8���"

¢�é§S¤¢y�õU�k¤�¦"�¦¤¢y�§SU
�¼8

I§Sé©�XÚ��¯¿éÙ?1ß²�­½�§�­½��8I§S

Ö��~§$1­½"


�äN�§·é�g¢��8I´ò?��Ä�ó�¥5\�XÚ

���ý��§S¥§¿¦ÙéA½ ��©��8¹�ö��­½��

,�� �"=XÚS�§SþU
�5\"

2 ¢��¸

ùg¢�Ì�´Äu windows ²�?1muÚÿÁ�"§Smu

�Ì��¸´3 Microsoft Visual Studio 2010 x86 e§¦^ Windows 8

Enterprise 64bit Ent ö�XÚ"�g¢�¤�O��¤k§SþU
3T

�¸e?ÈÏL"Ù¥ü� C# §S test£ó§¶µtest¤Ú launcher£ó

§¶µsettings¤þ�6�$1¥.Net framework 4.0"

¢�ÿÁ3 Vmware J[Å�[� windows XP SP3 3 vc2010 $1¥

e±9.Net Framework 4.0 e�1"

d	¢��w�>�3 Ubuntu 12.04 desktop i386 ö�XÚe§¦^

CTex � pdflatex ?È)¤"

3 ¢�L§�¢y

�g¢��¶� detourist )û�Ye 5 �ó§µ

• detourist

• injector

• runTest

• settings

• test

�g¢�Ì�ÏL±eA�Ú½�¤µ
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1. ÆS¿?È detours ¥

2. 3§SSN^ detours ¼ê¿é�§S�©�ö�?1�¼

3. ?�5\8I§S¤¦^� dll£= detourist.dll éA�ó§ de-

tourist¤

4. ?�ò detourist.dll 5\�8I§S���§S£= injector.exe é

A�ó§ injector§¿é detourist.dll ?1ÿÁ

5. ?�ã/z.¡£launcher.exeéA�ó§ settings¤§é injector.exe

?1�Àzëê��"

6. ?� runTest£ó§¶µrunFile¤" runTest é¯k�½�8¹N^

{ü�©�ö�·-§¿P¹e�1�m§^±µ�$15U

7. ?� test£ó§¶µtest¤§���� runTest�1�§S§¦$15

U�µ�ã/z"

§S�N�6§Xã 3 ¤«µ

ã 1: ¢��oN6§
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�e5·òé¢����­��Ú½?1äN�P¹£ã"

3.1 ÆS¿?È detours

3.1.1 ?È detours

ÏL���']�·
)�§detours ´��U
é?Û win32 ¼ê?

1öp�a"§U
ÏL­�8I¼ê3S�¥��è§¦�§SéXÚ

¼ê�N^�­½����^r?O�¼ê"

ã 2: detours ��¼$1'é

duWindows SDK ���¯K§�g¢�¥·¤¦^� detours ��

´ detours 2.11"3?È detours �L§¥§·���
Nõ¯K"¤3�

´§·¤���ù
¯K�ªÑ3·�Øä}Á¥��
)û"

3?È�L§¥���¯K�)û�YXeLµ

¯K �Ï )û�Y

cd src �w«XÚ

Ã{é��½�8

¹

¦^
 mingw �

make

3�w
 detours ©�Ye� readme

©��uy§?È detours ¤I��

make §S´ nmake"u´ò VC 8

¹e� bin ©�Y\\��¸Cþ

PATH ¥)û

1Microsoft Research Detours Package, Express Version 2.1 Build 216.
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éØ� windows.h nmake§SéØ�

windows.h

3 program files©�Yeé�
win-

dows SDK � �§3Ù¥� include

]�Y¥é�
 windows.h"u´3

�¸Cþéí�U
V\ include �§

Ù���Windows SDKe� include

©�Y)û"

éØ� excpt.h nmake§SéØ�

excpt.h

3 VC � include ©�Yeé�
 ex-

cpt.h"u´òÙ\\�ff���

include �¸Cþ¥)û"

3 sourceannota-

tion.h(27) ¥­½

Â
 size t

64  �XÚÚ 32

 �?ÈìJø�

¥Àâ

ù´·)û�¯K¥�5Ã�¯

K"�þ�vkaq�)û�Y"

lù�¯Kwq�ÚXÚ�i�Î

Ã'X§,
3c[u�
�Ø&

E��uy?ÈL§¥k��´

wµ ’Wp64’ À��¢ï"u´·

uygC¤¦^�?Èì´ 32  

��"�
Ð¢ detours � make§

4Ù± 32  �ª?1?È§·?

U
 common.mak ¥�1 30 1§

DETOURS TARGET PROCESSOR

d X64 U� X86§¯K)û"

Ã { � m

ws2 32.lib

nmake é Ø �

ws2 32.lib

#ï¶� lib ��¸Cþ§ò win-

dows SDK Ú VC � lib ¤38¹\

\��¸Cþ¥

²L?È§·��
 detours.lib Ú detours.dll"2\þÞ©� de-

tours.h§ù� detours ¥Ò®²U
�\\�·�§S¥
"

3.1.2 ÆS detours ¦^

3¤õé detours ?1?È��§ÏLþ��é]�§·
)
 de-

tours �Ä�^{"3Ä�ó�¥¥¦^ detours ?15\Ì�©�±eA

�Ú½µ

1. MïuWINAPI �A¼ê�ëê��£�Ñ�N�¼ê��§¿ò

ù
��D�WINAPI ¼ê"
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2. ?��WINAPI �A¼ê�ëê��£�Ñ�N�¼ê§ù
¼

êò3�5\�§SN^�AWINAPI ��N^"¡ù
¼ê�

detours ¼ê"

3. � dll ��\��ÿ§?1 detours �Ð©zó�"=|^ detours

¥¥� attach ¼êò�©WINAPI � detours ¼ê�'é"

4. |^ detours ¼ê���¼�&E¿é�¼�&E?1?n"

5. � dll �)Ø£detach¤��ÿ§º�'é� WINAPI ¼êÚ de-

tours ¼ê"

3ÿÁ�L§¥§·uy§XJ(²½Â�WINAPI ¼ê����£

��WINAPI �¼êØ�N§3?ÈL§¥¿Ø¬�)�Ø§
3Mï�

§?15\��ÿ§ò¬���§Mï�}"

3
)
 detours ¥�¦^�{��§·Bm©
äNõU�¢y§=

detourist.dll �?�"

3.2 ó§�mu���¬õU

3.2.1 detourist.dll �?�

detourist.dll ´��ó§¥�ü�N^ detours ¥�§S¥���",

��§S´ detourist ���§S injector.exe"
 detourist.dll 3�5\�

8I§S¥��å�
��Ó¼8I§S�XÚ¼êN^¿?1?n�õ

U"§S��16§Xã 3 ¤«µ
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ã 3: detourist.dll 6§ã

detourist.dll��è¢y©� detourist.cpp§basic.h/cpp§func.h/cpp"

detourist.cpp = DLLMain ¤3� dll \�§Ù¥3 DllMain ¥é de-

tours ¼ê?1
 attach Ú detach"ÏL attach§¦� detourist.dll U
:

��5\§S�¼ê§¿3 func.h/cpp ¥éÙ?1ö�"

func.h/cpp ¥½Â±9¢y
¤k� 29 ��­½��XÚö�¼ê"

3 func ¥¤¦^�Ä�õUþN^ basic.h/cpp ¥�¼ê"

basic.h/cpp ¥½Â¢y
 detourist ¤I��Ä�õU"

• °ÄiÎ�p�

• �ä��iÎG´Ä´,��iÎG�cM

• ?1F�!NÁ&E�ÑÑ"

• ��!$1ëê&E�Ö�

• l©�éY¼�©�´»

• �ä �´Ä´� detours � �§XJ´KòÙ?U� detours �

8I �

�±w�§é´»�)Ûó�3 basic ¥�¤"�[!�`§basic.cpp

¥� replace ¼ê3z�g�¼�XÚN^¥Ñ¬�N^�1"3 replace

¼ê¥u�TXÚN^��'8¹´Ä3� detours � ��L¥"XJ�
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3��^8§¦�T^8¥� detours  �´T´»���cM§KòTc

MO�¤�A�8I´»§5�¤éT´»ö��­½�"

detourist.dll A��¼
Ø
 Transacted ¼ê±	�¤k�9�iÎ

G£©�¶½8¹´»¤�¼ê§� 29 �¼ê"äNXe

XÚ¼ê¶  ¼êõU

CreateFile Mï£Ö�¤©�

ReadFile l��éYÖ���©�

WriteFile l��éY���©��\

CreateDirectory Mï©�Y

CreateDirectoryA CreateDirectory � ANSI ��

CreateDirectoryEx CreateDirectory �*Ð

GetCurrentDirectory ¼��có�8¹

GetCurrentDirectoryA GetCurrentDirectory � ANSI ��

RemoveDirectory íØ8¹

RemoveDirectoryA RemoveDirectory � ANSI ��

SetCurrentDirectory ���có�8¹

SetCurrentDirectoryA SetCurrentDirectory � ANSI ��

FindFirstFile ��,8¹e�©�(�¥�Ä!:

FindFirstFileA FindFirstFile � ANSI ��

FindFirstFileEx FindFirstFile �*Ð��

FindFirstFileExA FindFirstFileEx � ANSI ��

MoveFile £Ä��©�

MoveFileA MoveFile � ANSI ��

MoveFileEx MoveFile �*Ð

MoveFileExA MoveFileEx � ANSI ��

DeleteFile íØ��©�

DeleteFileA DeleteFile � ANSI ��

OpenFile �m��©�£®²�XÚé�½Ø2¦^¤

ReplaceFile CX��©�

ReplaceFileA ReplaceFile � ANSI ��

CopyFile E���©�

CopyFileA CopyFile � ANSI ��

CopyFileEx CopyFile �*Ð

CopyFileExA CopyFileEx � ANSI ��
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3.2.2 injector.exe �?�

injector.exe vké�5\�§S?1äN�ö�"§����§S

launcher.exe Ú detourist.dll �m�¥0" injector Ì���^´Â�5g

launcher���ëê&E§,��âù
&E5N^DetourCreateProcess-

WithDll ¼ê§ò detorist.dll 5\�8I§S¥¢y detour"

injector ¢y�õU��ü�"Ù6§Xeµ

ã 4: injector.exe 6§ã

injector ó§¥�k injector.cpp ��k��
©�"§¢y
 injec-

tor.exe �¤kõU"Ù¦3 injector ó§e� log.h/cpp§XUnzip.h/cpp

Ú zip.h/cpp þ´3¢�L§¥?1}Á¢y�Ü©§��ªvk8¤�ó

§S¤�k��è"k'Ù�[�&E§ë� 3.3.3 !"
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3.2.3 settings ó§?�

setting ó§¦^ C# �¸òé injector.exe Ú detourist.dll �ëê?1

ã/z���"settings �¹k��IN fmMain"õU�'�{ü"Ù?

È(J� launcher.exe"

setting �ó�6§Xeµ

ã 5: launcher.exe $16§

launcher $1��.¡Xãµ
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ã 6: launcher.exe �$1.¡

��§ launcher ¿vkk'� detours ¥�N^"§�é�1 de-

tourist.dll �ó��ª?1ã/z���"����õU�)µ

• �=��8¹

• =���8¹

• ���5\�8I§S

• ´Ä35\§S�c(å�3$1��©?§"T��~35\
explorer ��¦^"

• ´Äw«�� detours �8¹©�ö��F�&E

§S�¦�k3�=��8¹Ú=���8¹�ê�Î��¹e§é

injector.exe ��1ö�â�#N"±9�'4���ª�§�k± $ m©

�NÁ&EÚ�k� detours �´»ö�â¬�w«Ñ5"

3.2.4 ÿÁ�¬�mu

ÿÁ�¬�) test ó§Ú runTest ó§"test d C# ?�§´ÿÁ§

S���.¡§�dud test.exe �1 runTest.exe ò¬��ü�§S?u

ØÓ�?§�mS§ò¬��é runTest � detours ö��}§runTest.exe

é©�8¹�ö�òÃ{� detourist.dll �¼§Ï
�� test �ï�"

l test.exe �.¡þU
�*/w� runtest ¤?1�ÿÁ[!"
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ã 7: test.exe �$1.¡

�±w�§runTest �ÿÁ©�ü¬§©O´©��Mï!íØ!Ö

�!£ÄÚE�§±98¹�MïÚíØ"éuÿÁ�[!§ë� 4.2 !"

3.3 muL§¥���(J

ùg�¢�éu��Æ)5`´k�
]Ô�"du"yó§muþ

��'²�§3�gmu�L§¥��
�«���(J"�
(J�¤

õ/)û§��
(Jdu««�Ïvk)û
3ó§¥�� disable 
�

A�¢y"

3.3.1 F��"�NÁ

du¦^ dll ?15\§Ï
3mu�ÐÏ§·Ã{é detours.dll �

ó��¹?1i�"Ï
§Smu�ÐÏ§�UÏL�w�è��ªé§

S?1NÁ"��§�X�è�Ý�O\§·¦^ windows XÚJø�

MessageBox �ÑI�5iÀ§S�$1�¹",
¦^ù«�ªò¬��

·$1NÁ��Ç$e"du35\ explorer �có§�5\8I§S´

windows7 XÚ� notepad.exe"notepad 3§S$1�Ð©�ã¬k�þ�

CreateFile ö�"ù��F�Ú�"�ªò¬���þ��I"

u´·}Á3 injector.exe Ú detourist.dll �mïá�/ socket �äë

�§|^ 127.0.0.1£�/�¦^ 7001à�?1Ï&"�±w�3 detourist

ó§¥EÎ�3X¦^�/Ï&?1NÁ�í3�è§�) initLog far()!

uninitLog far() Ú log far() ¼ê§±93 injector ó§¥� log.h/cpp"

,
¦^ù«�ªE,k�©²w�6à"Äkë��ïá´-<Ø

�%�"Ùg�NÁ&E�êþÚ�)��Ý��8¥��ÿ§��
�


NÁ&E�¿�¯K"d	¦^ winsock �L§¥�Ñy
vk Unicode

¼ê�¯K"
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u´·þ��é
]�§}ÁMï��·-1§�½ IO 6�·-1�

�?1NÁ&E�Ö\ÚÑÑ"¦^3 detourist ó§¥ basic.cpp ¥¢y

� RedirectIOToConsole ¼ê§N^ AllocConsole �XÚ¼êMï
��

·-1¿ò stdin!stdout Ú stderr �½�·-1¥"

ù´�«�©­½p��NÁ�ª§�¤�
·n���ª�ÿÁ�

Y"

3.3.2 ANSI iÎ8Ú Unicode iÎ8

duó§¤�9�¼êý�õêÑ´Äu windows API!winsock �X

Ú¼ê§� detourist.dll Ú injector.exe �mu�¸�8¤Ý�$� C++

�¸§¼ê�iÎ8vk?1Ú�§Ï
3iÎ8�?nþÑy
¯K"

~X3¦^ winsock � send �§vk°iÎ���¼ê"
3 de-

tourist.dll ¥§7LV\é°iÎ���XÚ¼ê�|±"u´·}Á


�«°!ÄiÎ�=��{"�ªN^
WideCharToMultiByte ÚMulti-

ByteToWideChar XÚ¼ê?1
=�"=��·�?n
iÎG�(å

Î¯K"

iÎ8�ØÚ�¯K�Jp
§S��èE,Ý"�±w�§3�­

½�� 29 �¼ê¥§k 12 �¼ê­½�
 Unicode ¼ê� ANSI ��"

3.3.3 O\©�)Ø õU

�g¢���¿´F"35\ explorer �§� explorer }Á�m��

zip Ø ©��§òÙ)Ø����½�©�Y¿òéØ ©�SN��¯

­½��®�)Ø �©�YS"

3e1ÆSm
� zlib ¥�¦^�§·¤õ/3§S¥8¤
 zip ©

��)Ø õU"�±3 detourist ó§� zip.h/cpp Ú Xunzip.h/cpp ¥w

�"

,
§35\� windows XP � explorer �§ÏL�wNÁ&Euy§

� explorer }Á�m��©���ÿ§Äk¬ÏéÙ�m�ª§�)�þ

� CreateFile N^§,�¦^ CreateFile ��m�©�Ú CreateFile �1

�A^§S5�m8I§S"OpenFile ¼ê3ù�L§¥¿vk�N^"

Ï
��
Mï©�Ú�m©��·-J±\±«©§�¦
ù��Ü©

�¢�SN�}"

3.3.4 Ù¦(J

·3?È detours ¥�L§¥��
X 3.1.1 !¥J���«¯K"ù
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¯K3·��«}Á��Ñ��
���)û§�ª¼�
 detours ¥�

?È(� detours.lib Ú detours.dll"

§S��Ï"�§S35\� explorer.exe ��§U
¦�¤kéA½

´»�ö�Ñ�­½����8I� �",
 explorer �1§S��ª

´Mï��#�?§�m§¦�#�?§�mS�§SØ2U
�­½�"

ù�Ò��
·�5\1��UÛ�/éü�?§�1�?1�¼"��

)û�{´�¼Mïf�§�N^§,�ò detourist.dll 5\�Tf�§

�¥"ù��{�¢y·ò3�F��ÆS&Ä¥?1"

Ø�ó§muþ���¯K	§3¢��w�Ö�þ·���
�


(J"du�w�Ö�¦^�´ latex �ó§Ù¥ itemize �¸�%@ ?

�ãáÄ"·}Á
3�¸S?U leftmargin!���Ûëê��{§�ª

ÏL�é]�§N^ enumitem �ÏL�� itemize �ëê�ª¤õ��


itemize �¸� ?"

4 ¢�(J

4.1 ó§$1¤J

§SU
¤õ/5\�Windows XP� explorer.exe¥§¦� explorer

é�½´»��¯!©��Ö�±9�½´»e©��MïíØ!8¹�

MïíØÑ�­½��éA�8I8¹¥"Ùö�N�Ú3,��8¹¥

�ö�N����Ó"

Xe§·¦^
�X�$1��ã5Ð«$1(J"Ù¥�½�8¹

� c : \src§8I8¹� c : \target"
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ã 8: é explorer ?15\�� src 8¹Ú target 8¹

ã 9: é
©�Y¥�8¹­·¶§ö��­½��8I]�Y
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ã 10: ­·¶(å�§w� target ´»e��A8¹©�Y¶Ó�?1

?U

ã 11: é src ´»e�©�Y?1íØö�
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ã 12: íØ(å�§w�8I´»S�A8¹®�íØ"Ó�F�¥P¹

íØö�
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ã 13: 3
8¹¥Mï��#�©�©�"Ó��±w� target ´»e®
²�)
#�©�

ã 14: Ñ\#�©��©�¶�w� target 8¹e��A©�¶�UC
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±þ´ò detourist.dll 5\� winXP � explorer ¥¼��(J"�


ü«é©�Ö��­½�õU§�e5·ÀJò detourist 5\� notepad

¥"T notepad =� winXP g�� notepad"¯¢þ§3 win7 �¸eé

notepad �5\¢�Ó��©¤õ"

ã 15: �1 launcher§ÀJ5\§S� notepad ¿�1
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ã 16: é%@#ï�ÃIK©�©�?1��"���´»ÀJ� src �§
w��©�YS�SN� target ©�YS�SN

ã 17: �¤����§w� target ´»e®²õ
ff���©�©�
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ã 18: éff���©�©�SN?1?U

ã 19: ���w�T?U¤õ�^3 target 8¹e��A©�"T©��
��®²�)
UC
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ã 20: �m src 8¹e�­½�� target 8¹¥�Ù¦©�

ã 21: ���w�§�A©�SN¤õ��\�­½��8I©�¥
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lþ¡ü�~f��§detourist.dll ®²U
éA^§S�©�ö�?

1�¼¿òÙ)Û�,��8I �"�ù��5\�ªØ�6u8¹!

©���ê"��¦¤¢y�õU®²�±Ä�÷vØK��5\A^§

S$1��¦"¢�8I®�Ð/�¤"

4.2 detours c�5Uuÿ

�
?1î>�5Uuÿ§·?�
 runTest.exe5UYÿÁ"runTest

òÖ� runtest.txt ¥�ÿÁëê§¿�âù�ëê?1ÿÁ§ò(JÑÑ

� report.txt ¥"ÿÁ�SNX 3.2.4 !¤«"

3�g�ÿÁ¥§©�Ø¦^ detourist5\Ú detourist5\ü|§z

|Ñé¤�Þ�¼ê?1
 10000 gö�"�1�gÿÁ��¸´Win-

dows 7 Ultimate§§S$13 vcredist2010 �¸e§�'M��¸� CPU:

i5 450M 2.4GHz§�^ÔnS� 3.8GB§M�µÜêWDC WD5000BEVT-

24A0RT0, 500 GB, 5400 r/min"

ÿÁ�(J�¤ãLXeµ

éãL?1{��©Û�±'�N´/��±eü:(Øµ

1. N´w�§¦^ detours �c�$1�Ç�å¿Ø²w"½ö`

detours c��$1�Ç��§ÝþÉ��´M�Ö��Ý�K�"

­½�¤E¤��	�m�M�Ö���Ç�'U
��Ñ"

2. é©�Ú8¹�Mïö�ÚíØö���9�ØÓ©��ö�¤I

���m�'éü�©��Ö�ö�Ñ�õ"
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3. XÚMïÚíØ��8¹�MïÚíØ��©�¤I���m�
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