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¥ Bk % TP-Link By W 438 B &% 192.168.26.1,Mac Hidk % 80:89:17:10:24:68, 5
THEEREANRER G BN EAK RO A A 192.168.26.3/27( A4 ,Mac % 18:5e:0f:18:0f:ec)
F1 192.168.26.129/24 (X7, Mac # 98:e0:d9:7b:50:4b),

%t % £ %4 ping 192.168.26.3, & 7r Lk ping 3 ; AHLF H @4 ping 192.168.26.129,
WK E] T Redirect WM K, FHE &% ping #, HHF RN T WiE¥ EY ping M.
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No. Protocal Length Inf
CHP i
237 55.10188831 192.168.26.3 224.,0.6.251 HDNS 610 Standard query 00060 SRV Dongu\3421206\231s Macbook Pro. afpovertep. tcp.local, QM question PTR
238 55.304029344 fEBB ERS 4bac:dSec.. ff@2::fb MDNS 387 Stawﬂard query response 8x0086 TXT, cache flush PTR Zhang ftp._tcp.local TXT SRV, cache flush 0 LR

612232484 3 192.168.26.129
. 707287232 192 153 26,129 192.168.26.3
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» [Frame 239 98 bytes on wire (784 bits), 98 bytes capturen (784 blt:‘.] on interface 8 K
» Ethernet II, Src: IntelCor 18:f:ec (18:5e:07:18:6f:ec), Dst: Tp-LinkT 10:a4:68 (80:89:17:16:a4:68)
~ Internet Protocol Version 4, Src: 192.168.26.3, Dst: 192.166.26.129
. = Version: 4
0101 = Header Length: 20 bytes (5)
- leferentlated Services Field: 0xB0 (DSCP: €SO, ECN: Not-ECT)
006 60.. = Differentiated Services Codepoint: Default (8)
= Explicit Congestion Notification: Not ECN-Capable Transport (@)
Total Lengtn: 84
Identification: Ox3c99 (15513)
~ Flags: 8x02 (Don't Fragment)
[ = Reserved bit! Not set
W Don't fragment: Set
0. = More fragments: Not set
Fragent offsst: 0
Time to live: 64
Protocol: ICHP (1)
Header checksum: @x483b [validation disabled]
[Header checksum status: Unverified] -
O 7 Frame (frame}, 938 $148: 266 - EET: 266 (100.0%) BEE 3 fF: Default

K 1: ping seq=1/256



® 0@ *wlp3so 5] —
XHHE) RIBE) MEV) WEG WR(C) A wIHS) mEY) TéW) TR E=EH)

AN IO mMORE ] &= Qaam

e 3 -] st +

Sourze Destination

B (86%) ¢ 108 7H A7 19:23:02 &

. wr: - o .
A T R 224.9.0.251 610 Standard query 00808 SRV Dong]u\aaz\ZDB\Z?.ls MacBook Pro._afpovertep._tcp.local, "QM' question PIR
238 55.304029344 fe80::ca5:dbacidSec.. F02::fb HDNS 387 Standard query response ©x080 TXT, cache Tlush PTR zhangi3. ftp. tcp.local TXT SRV, cache flush @ @ .
239 56,612232484 192,168.26.3 192.1686.26.129 98 Echo (ping) request 1id=x56c8, seq=1/256, ttl=64 (reply in 24@)
249 56.707287232 192.168.26.129 192.168.26.3 Bl ) ey B, SR, Ba (e oo 25

Standard query x2145 A
D

B .168.26.129 98 ECho_(ping) req = 8, seq=2/512.

246 57614702431 192 168 2-3 1 192.168.26.3 ICHP 126 Redirect Redirect Tor host

247 57.614749551 IntelCor 18:0f:ec  Broadcast ARP 42 Who has 192.168.26.1297 Tell 192.168.26.3

248 57.628587918 Apple_7b:50:4b IntelCor_18:6f:ec  ARP 42 192.168.26.129 is at 98:e0:d9:7h:50:4b

249 57.620464663 192.158.26.129 192.168.26.3 ICHP 98 Echo (ping) reply  id=0x56c8, seq=2/512, ttl=64 (request in 245)

168.2 168

/768, ttl=64 (reply in 252)

8.613686192 192,

ICHP 98 Echo_ (ping) request id-8xatcs._seq
ICH 2| 3 for h

192.
192,
——

/653666426
1995154484

Echo (ping) reply m axsacs Seq=3/768, LL1=64 (request in 250)
stanuam query Oxecad A clientsé.google.con

071600030 192-
071642412 192,

59,

Stanuarn query OxB6T4 A beacons2.gvE2.com
DNS 76 Standard guery 0x83e5 A mtalk.googl G

[Source GeoIP: Unknown] =
[Destination GeoIP: Unknown]
~ Internet Control Message Protocol
Type: 5 (Redirect)
Code: 1 (Redirect for host)
Checksum: @x1fd5 [correct]
[Checksum Status: Good.
Gateway address: 192,168.20.129
~ Internet Protocol Version 4, Src: 192.168.26.3, DSt: 192.168.26.129
= Version: 4
.... 0101 = Header Length: 20 bytes (5)
~ Differentiated Services Field: 0x00 (DSCP: €SO, ECN: Not-ECT)
00! = Differentiated Services Codepoint: Default (8)
.06 = Explicit Congestion Notification: Not ECN-Capable Transport (6)
Total Length: 84
Tdentification: Ox3cb (15545)

~ Flags: 0x02 (Don't Fragnent

0. Reserved bit: Not set

... ... = Don't fragment: Set =
O 7 Gateway address (icmp.redir_gw}, 4 3% 434B: 266 + ER7: 266 (100.0%) BB zft: Default

K 2: Redirect

® *wlp3s0 . ) (86%) ¢ 108 7B A 192322 @
ZfFHE iﬁiaU WEVY) HEG MWRC) DR HS) wEY) EEW) TRD FEH)
AN 1O ERARD QesEF s ]EaaafE

<ctri/> 2 -] mpn 4

Source Destination Protocol Lenglh Info
o Echo (ping) request m
.1 3 T
.614749551  IntelCor 18:0f:ec  Broadcast R P N BB
.628587918  Apple_7b:50:4b IntelCor_18:0f:ec 192.168.26.129 is at 98:e6:09:7b:50:4b
.620464603 192.168.26.129 192,168.26.3 Echo (ping) reply  id /512, ttl=64 (request in 245)
,613686192  192.168.26. .168.26.129 Echo (ping) request id /768, ttl=64 (reply in 252)
1 1 n
653666426 .168.26. .168.26. Echo R ey
005154484 192.168.26 .168.2 9 Standard glery drecad A
102.168. 26. 1 1 7 Dest 0 u
-071668030 ~168. -168.26- STaRCArA-Guery CWOLTA A DeatOnSS Qve:-Com
071642412 .168.26. .168.26. S 0 o GO B ol G i)
1 4 D n
9.207291925  192.168.2 2 T 4 [TCP nsmi 3 443 [SYN] Seq= 92 =0 |
613773316 .168.26. .168.26.129 Echo (ping) request 1d=0x B 64 (reply in 261)
676791802 .168.26. .168.26. Echo (ping) reply  10=0. 4 (request In 260)
.761583123 -168. \168.26. Standard query @xfr33 A
614023651 .168. .168.26. ECho (ping) request 1d=ox /128 4 (reply in 264)
.706968137 .168.26. .168.26. Ecno (plng) reply
.0 3 1 8
) Frame 260: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface 8 E
» Ethernet II, Src: IntelCor_18:0f:ec (18:5e:07:18:07:ec), DSt: Apple_7D:50:4b (98:e6:09:7b:50:4b)
~ Internet Protocol Version 4, Src: 102,168.26.3, Dst: 192.168.26.120
0106 .... = Version:
= Header Length: 20 bytes (5)
- leferentlated Services Field: xB0 (DSCP: €SO, ECN: Not-ECT)
000 Differentiated Services Codepoint: Default ()
" %% [Explicit Congestion Notiricstion: Not ECH-Capanle Transport (4)
Total Length:
Taentification: oxaabz (15794)
~ Flags: 0x02 (Don't Fragnent)
] Reserved bit: Not set
Don't fragment: Set
L0, . Wore fragments: Mot set
Eragment offset: 0
Time to live: 64
Protocol: ICHP (1)
Header checksum: 8x4722 [validation disabled]
[Header checksun status: Unverified] -
O 7 wireshark_wip3s0_20171007131403_ZDShJ5 348: 266 - BT 266 (100.0%) B 3 ft: Default
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EFFEAT (lhmEFR EMBET —T), A # ping i B, B T4 ping i A, RA
B T # openwrt BAW WY THLEXMETF. A #4% ping 3 B WEFEZ, A T
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ERREF, ERAEZELELA R, M XEE ICMP Redirect f5 & JF B 2 M b #
ﬁ%égﬁg,ﬁﬁTﬁim%ﬁ%@(%@@),%ﬁ 192.168.26.3, W X %t & 192.168.26.129,
DB BB % ANk ¥ ElA mBS AT, MK A BIE A # % —47 Ethernet
KET WA, BKA Dst #y Mac Mt X A K%,
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ERFEREN LM %EFET (SSID 4 Tsinghua) A ARKEMKEERY, B # A
WML Y B —/> WiFi B 8%, {EWH Bk TUNET. B FlfH4 73k fF A B MAC Ho
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2.1 SeERbUR

1. ifconfig KB AM Y@l ip, 4 183.172.152.237/21

2. traceroute www.baidu.com FHE W X, % 183.172.152.1

3. nmap -sP -PI -PT -oN ipandmaclist.txt 183.172.152.1/21 3% [F — W B T &
%% IP fv Mac Hydb, %KX+ ipandmaclist.txt (# 7T A EHHEEHRFR
¥, EHEFE— AP, WHTHRAER—FHEKN, Tsinghua A 5 M, FHILES
HAREEEENR )

4. ifconfig wlp3s0 down

5. ifconfig wlp3s0O hw ether ¥/ Mac Hiit

6. ifconfig wlp3sO up

7. E##% b Tsinghua, #Zhttp://net.tsinghua.edu.cn/W @, éE%%jLEﬁ@

WRKE B TR Mac BURAIAS Mac, fu gk MR, Wit R T A
AR LW, I BT 4R R B B 5 5 i A B R RS HERERL L E, B
RGE TR, MARE. WRREEEATE W IE, T RA ARG B 1 i 8 %
i, REFHENT ip BT XK.
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